ADVANCES IN COMPUTER NETWORKS

Course Code 22SNI13 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 3:0:2 SEE Marks 50
Total Hours of Pedagogy 50 Total Marks 100
Credits 04 Exam Hours 03

Course Learning objectives:
e Students will be able to explain various network protocols of their respective layers.

Module-1

Foundation: Building a Network, Requirements, Perspectives, Scalable Connectivity, Cost-Effective Resource
sharing, Support for Common Services, Manageability, Protocol layering, Performance, Bandwidth and Latency,
Delay X Bandwidth Product, Perspectives on Connecting, Classes of Links, Reliable Transmission, Stop-and-Wait,
Sliding Window, Concurrent Logical Channels.

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-2

Internetworking I: Switching and Bridging, Datagram’s, Virtual Circuit Switching, Source Routing, Bridges and
LAN Switches, Basic Internetworking (IP), What is an Internetwork?, Service Model, Global Addresses, Datagram
Forwarding in IP, sub netting and classless addressing, Address Translation (ARP), Host Configuration (DHCP),
Error Reporting (ICMP), Virtual Networks and Tunnels.

Teaching-

Learning Chalk and talk/PPT/case study/web content
Process

Module-3

Internetworking- II: Network as a Graph, Distance Vector (RIP), Link State (OSPF), Metrics, The
Global Internet, Routing Areas, Routing among Autonomous systems (BGP), IP Version 6 (IPv6),

Mobility and Mobile IP
Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-4

End-to-End Protocols: Simple Demultiplexer (UDP), Reliable Byte Stream(TCP), End-to-End Issues, Segment
Format, Connecting Establishment and Termination, Sliding Window Revisited, Triggering Transmission, Adaptive
Retransmission, Record Boundaries, TCP Extensions, Queuing Disciplines, FIFO, Fair Queuing, TCP Congestion
Control, Additive Increase/ Multiplicative Decrease, Slow Start, Fast Retransmit and Fast Recovery

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-5

Congestion Control and Resource Allocation Congestion-Avoidance Mechanisms, DEC bit, Random Early
Detection (RED), Source-Based Congestion Avoidance. The Domain Name System (DNS), Electronic Mail
(SMTP,POP,IMAP,MIME), World Wide Web (HTTP), Network Management (SNMP)

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process
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Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 MarksoroneSkill Development Activity of 40 marks

to attain the COs and POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to 50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Text Books:

1. Computer Networks: A System Approach, Larry Peterson and Bruce S Davis, Elsevier, 5t Edition 2014

2. Internetworking with TCP/IP, Principles, Protocols and Architecture, Douglas E Comer, PHI, 6th Edition 2014.

Reference Books:
1. Computer Networks, Protocols, Standards and Interfaces, Uyless Black, PHI, 2 nd Edition

2. TCP /IP Protocol Suite, Behrouz A Forouzan, Tata McGraw-Hill, 4 th Edition

Web links and Video Lectures (e-Resources):

e https://www.udemy.com/course/computer-networks-for-beginners-from-zero-to-hero
e  https://www.youtube.com/watch?v=f5ksLu5Xjnk&list=PL.G9aCp4uE-s3Mmbn4g5]J870riIN3CuFDS
e  https://sites.google.com/site/computernetworksfall2009/course-outline

Skill Development Activities Suggested

e The students with the help of the course teacher can take up relevant technical -activities which will
enhance their skill. The prepared report shall be evaluated for CIE marks.
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Course outcome (Course SKill Set)
At the end of the course the student will be able to :
Sl. No. Description Blooms
Level
co1 List and classify network services, protocols and architectures, explain why they are | L1
layered.

Cco2 Choose key Internet applications and their protocols and apply to develop their own | L3
applications (e.g. Client Server applications, Web Services) using the sockets API.

co3 Develop effective communication mechanisms using techniques like connection | L2
establishment, queuing theory, recovery Etc.

Program Outcome of this course

Sl. No. Description POs

1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | Pol
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first principles of
mathematics, natural sciences, and engineering sciences.

3 Design/development of solutions: Design solutions for complex engineering problems and | PO3
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

4 Conduct investigations of complex problems: Use research-based knowledge and research | PO4
methods including design of experiments, analysis and interpretation of data, and synthesis of
the information to provide valid conclusions.

5 Modern tool usage: Create, select, and apply appropriate techniques, resources, and modern | PO5
engineering and IT tools including prediction and modeling to complex engineering activities
with an understanding of the limitations

6 The engineer and society: Apply reasoning informed by the contextual knowledge to assess | PO6
societal, health, safety, legal and cultural issues and the consequent responsibilities relevant to
the professional engineering and business practices.

7 Environment and sustainability: Understand the impact of the professional engineering | PO7
solutions in business societal and environmental contexts, and demonstrate the knowledge of,
and need for sustainable development.

8 Ethics: Apply ethical principles and commit to professional ethics and responsibilities and | PO8
norms of the engineering and business practices.

9 Individual and team work: Function effectively as an individual, and as a member or leader in | PO9
diverse teams, and in multidisciplinary settings.

10 Communication: Communicate effectively on complex engineering activities with the | PO10
engineering community and with society at large, such as, being able to comprehend and write
effective reports and design documentation, make effective presentations, and give and receive
clear instructions.

11 Project management and finance: Demonstrate knowledge and understanding of the | PO11
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

12 Life-long learning: Recognize the need for, and have the preparation and ability to engage in | PO12
independent and life-long learning in the broadest context of technological change.
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Mapping of COS and POs

PO1
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PO3
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PO5
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X
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NETWORK PROGRAMMING

Course Code 22SNI14 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Hrs Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
CLO 1.Define the key protocols which support the Internet

CLO 2.Exploreworking of the TCP/UDP Sockets
CLO 3.Demonstarte applications using techniques such as multiplexing, forking, multithreading
CLO 4.Illustrate working of Daemon Processes

Module-1

Introduction to network application, client/server communication, OSI Model, BSD Networking history, Test
Networks and Hosts, Unix Standards, 64-bit architectures, Transport Layer: TCP, UDP and SCTP.

Teaching- Chalk and Talk method /PPT/ Case study/Web links
Learning
Process

Module-2

Sockets Introduction - socket address structures, value-result arguments, byte ordering and manipulation
functions, address conversion functions, Elementary TCP Sockets - socket, connect, bind, listen, accept, fork and
concurrent server design, getcsockname and getpeername functions and TCP Client/Server Example-
client/server programming through TCP sockets, Normal startup, termination, POSIX signal handling, Signal
handling in server, Crashing, rebooting of server host, shutdown.

Teaching-

Learning Chalk and Talk method /PPT/ Case study/Web links
Process

Module-3

I/0 Multiplexing and Socket Options, Elementary SCTP Sockets- Interface Models, sctp_xx functions, shutdown
function, Notifications, SCTP Client/Server Examples - One-to-Many, Head-of-Line Blocking, Controlling number
of streams and Termination, IPv4 and IPv6 Interoperability-different interoperability scenarios.

Teaching- Chalk and Talk method /PPT/ Case study/Web links
Learning
Process

Module-4

Daemon Processes, syslogd, daemonizing functions and the inetd super server, Advanced I/0 functionsreadv,
writev, sendmsg and recvmsg, Ancillary data, Advanced polling, Unix domain protocols- socket address structure,
functions and communication scenarios, Nonblocking I/0 - connect and accept examples.

Teaching- Chalk and Talk method /PPT/ Case study/Web links
Learning
Process

Module-5

ioctl operations- socket, file, interface configuration information, ARP cache and routing table operations, Routing
sockets- data link socket address structure, reading and writing, sysctl operations, interface name and index
functions, Key Management functions - reading, writing, SADB, SA, Dynamically Maintaining SA’s, Out-of-Band
data, Threads- basic thread functions, TCP echo server using threads, Mutexes and Conditional variables.

Teaching- Chalk and Talk method /PPT/ Case study/Web links/network Database like
Learning https://crawdad.org/
Process
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Assessment Details (both CIE and SEE)
The weight age of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks

to attain the COs and POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Text Books
1. UNIX Network Programming W. Richard Stevens, Bill Fenner, Andrew M. Rudoff Pearson Volume 1, Third
Edition, 2004
Reference Books:
1. Network Programming in C Barry Nance PHI 2002
2. Windows Socket Network Programming Bob Quinn, Dave Shute Pearson 2003
3. UNIX Network Programming Richard Stevens Second Edition.

Web links and Video Lectures (e-Resources):

I. https://archive.nptel.ac.in/courses/106/105/106105183

Skill Development Activities Suggested
The students with the help of the course teacher can take up relevant technical —activities which will
enhance their skill. The prepared report shall be evaluated for CIE marks.

Course outcome (Course SKill Set)

At the end of the course the student will be able to :

Sl. No. Description Blooms Level
Co1 Explain the concept of Networking and Transport Layer: TCP, UDP and SCTP. L2
Co2 [llustrate the working of Sockets L2
Co3 Demonstrate the Daemon Processes and No blocking I/0 (can be attained through | L3
assignment or CIE)
C04 Explain the ioctl operations- socket SAD L2
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Mapping of COS and POs

PO1 P02 P03 PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12

Cco1 X X

€02 X X

Co3 X X

C04 X X

Program Qutcome of this course

SI. No. Description POs

1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | PO1
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

3 Design/development of solutions: Design solutions for complex engineering problems and | PO3
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

4 Conduct investigations of complex problems: Use research-based knowledge and research | PO4
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

5 Modern tool usage: Create, select, and apply appropriate techniques, resources, and | POS
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

6 The engineer and society: Apply reasoning informed by the contextual knowledge to | PO6
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

7 Environment and sustainability: Understand the impact of the professional engineering | PO7
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

8 Ethics: Apply ethical principles and commit to professional ethics and responsibilities and | PO8
norms of the engineering and business practices.

9 Individual and team work: Function effectively as an individual, and as a member or leader | PO9
in diverse teams, and in multidisciplinary settings.

10 Communication: Communicate effectively on complex engineering activities with the | PO10
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

11 Project management and finance: Demonstrate knowledge and understanding of the | PO11
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.
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12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12
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SEMANTIC WEB AND SOCIAL NETWORKS

Course Code 22SNI15 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
o Explore the Web Intelligence, Artificial Intelligence and Semantic Road Map

e [llustrate the Semantic Web Ontologies and their role in the semantic web,RDF,0WL
e Define the Ontology Engineering
e Able to study the Semantic Web Applications and Social Network Analysis.

Module-1

Web Intelligence Thinking and Intelligent Web Applications, The Information age,The World Wide Web, Limitations
of Today’s Web, The Next Generation Web, Machine Intelligence, Artificial Intelligence, Ontology, Inference engines,
Software Agents, Berners-Lee www, Semantic Road Map, Logic on the semantic Web.

Teaching- Chalk and Talk method /PPT/Web contents
Learning
Process

Module-2

Knowledge Representation for the Semantic Web Ontologies and their role in the semantic web, Ontologies Languages
for the Semantic Web — Resource Description Framework(RDF) / RDF Schema, Ontology Web Language(OWL),
UML, XML/XML Schema.

Teaching- Chalk and Talk method /PPT/ Web contents/Case Study
Learning
Process

Module-3

Ontology Engineering, Ontology Engineering, Constructing Ontology, Ontology Development Tools, Ontology
Methods, Ontology Sharing and Merging, Ontology Libraries and Ontology Mapping, Logic, Rule and Inference
Engines.

Teaching- Chalk and talk method / PPT/Case study
Learning
Process

Module-4

Semantic Web Applications, Services and Technology Semantic Web applications and services, Semantic Search, e-
learning, Semantic Bioinformatics, Knowledge Base, XML Based Web Services, Creating an OWL-S Ontology for Web
Services, Semantic Search Technology, Web Search Agents and Semantic Methods.

Teaching- Chalk and Talk method /PPT/ Case study/Web contents
Learning
Process

Module-5

Social Network Analysis and semantic web What is social Networks analysis, development of the social networks
analysis, Electronic Sources for Network Analysis — Electronic Discussion networks, Blogs and Online Communities,
Web Based Networks. Building Semantic Web Applications with social network features.

Teaching- Chalk and Talk method /PPT/ Case study
Learning
Process
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Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks to attain the COs and

POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Books
1. Thinking on the Web Berners Lee, Godel and Turing, Wiley inter science, 2008

2. Social Networks and the Semantic Web ,Peter Mika, Springe,r 2007
3. Semantic Web and Semantic Web Services, Liyang Lu Chapman and Hall CRC Publishers

4. Programming the Semantic Web, T.Segaran, C.Evans, J.Taylor O’Reilly.

Web links and Video Lectures (e-Resources):

e https://youtu.be/tbRF ELhONc

Skill Development Activities Suggested
The students with the help of the course teacher can take up relevant technical —activities which will enhance
their skill. The prepared report shall be evaluated for CIE marks.

Course outcome (Course Skill Set)

At the end of the course the student will be able to :

Sl. No. Description Blooms Level
Co1 Demonstrate the semantic web technologies like RDF Ontology and others L2
C02 Explain the various semantic web applications L2
COo3 [lustrate the architectures and challenges in building social networks L2
COo4 Analyse the performance of social networks using electronic sources(can be attained L3
through assignment or CIE)
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Mapping of COs and POs

PO1 PO2 PO3 PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11

PO12

Co1

X X

co2

co3

X X

co4

Program Qutcome of this course

Sl. No.

Description

POs

Engineering knowledge: Apply the knowledge of mathematics, science, engineering
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

PO1

Problem analysis: Identify, formulate, review research literature, and analyze complex
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

PO2

Design/development of solutions: Design solutions for complex engineering problems and
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

PO3

Conduct investigations of complex problems: Use research-based knowledge and research
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

PO4

Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

PO5

The engineer and society: Apply reasoning informed by the contextual knowledge to
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

PO6

Environment and sustainability: Understand the impact of the professional engineering
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

PO7

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
norms of the engineering and business practices.

PO8

Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11

12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12
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Common to all M tech programs in CSE board
Research Methodology and IPR

Course Code 22RMI16 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 3:0:0 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
e To introduce various technologies of conducting research.

e To choose an approptiate rsearch design for the choosen problem.

e Choose appropriate tool for the conduction of research.

e To explain the art of interpretation and the art of writing research reports.

e To explain various forms of the intellectual property, its relevance and business impact in the changing global
business environment

e To discuss leading International Instruments concerning Intellectual Property Rights.

Module-1

Research Methodology: Introduction, Meaning of Research, Objectives of Research, Motivation in Research,
Types of Research, Research Approaches, Significance of Research, Research Methods versus Methodology,
Research and Scientific Method, Importance of Knowing How Research is Done, Research Process, Criteria of
Good Research, and Problems Encountered by Researchers in India. Defining the Research Problem: Research
Problem, Selecting the Problem, Necessity of Defining the Problem, Technique Involved in Defining a Problem,
An Illustration

Teaching- Chalk and talk/PPT /case study
Learning
Process

Module-2

Reviewing the literature: Place of the literature review in research, Bringing clarity and focus to your research
problem, Improving research methodology, Broadening knowledge base in research area, Enabling contextual findings,
How to review the literature, searching the existing literature, reviewing the selected literature, Developing a theoretical
framework, Developing a conceptual framework, Writing about the literature reviewed.

Research Design: Meaning of Research Design, Need for Research Design, Features of a Good Design, Important
Concepts Relating to Research Design, Different Research Designs, Basic Principles of Experimental Designs,
Important Experimental Designs.

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-3

Design of Sampling: Introduction, Sample Design, Sampling and Non-sampling Errors, Sample Survey
versus Census Survey, Types of Sampling Designs. Measurement and Scaling: Qualitative and
Quantitative Data, Classifications of Measurement Scales, Goodness of Measurement Scales, Sources of
Error in Measurement Tools, Scaling, Scale Classification Bases, Scaling Technics, Multidimensional
Scaling, Deciding the Scale. Data Collection: Experimental and Surveys, Collection of Primary Data,
Collection of Secondary Data, Selection of Appropriate Method for Data Collection, Case Study Method.

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-4
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Testing of Hypotheses: Hypothesis, Basic Concepts Concerning Testing of Hypotheses, Testing of Hypothesis, Test
Statistics and Critical Region, Critical Value and Decision Rule, Procedure for Hypothesis Testing, Hypothesis
Testing for Mean, Proportion, Variance, for Difference of Two Mean, for Difference of Two Proportions, for
Difference of Two Variances, P-Value approach, Power of Test, Limitations of the Tests of Hypothesis. Chi-square
Test: Test of Difference of more than Two Proportions, Test of Independence of Attributes, Test of Goodness of Fit,
Cautions in Using Chi Square Tests

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-5

Interpretation and Report Writing: Meaning of Interpretation, Technique of Interpretation, Precaution in
Interpretation, Significance of Report Writing, Different Steps in Writing Report, Layout of the Research Report,
Types of Reports, Oral Presentation, Mechanics of Writing a Research Report, Precautions for Writing Research
Reports. Intellectual Property: The Concept, Intellectual Property System in India, Development of TRIPS
Complied Regime in India, Patents Act, 1970, Trade Mark Act, 1999,The Designs Act, 2000, The Geographical
Indications of Goods (Registration and Protection) Act1999, Copyright Act,1957,The Protection of Plant Varieties
and Farmers’ Rights Act, 2001,The Semi-Conductor Integrated Circuits Layout Design Act, 2000, Trade Secrets,
Utility Models, IPR and Biodiversity, The Convention on Biological Diversity (CBD) 1992, Competing Rationales for
Protection of IPRs, Leading International Instruments Concerning IPR, World Intellectual Property Organisation
(WIPO),WIPO and WTO, Paris Convention for the Protection of Industrial Property, National Treatment, Right of
Priority, Common Rules, Patents, Marks, Industrial Designs, Trade Names, Indications of Source, Unfair
Competition, Patent Cooperation Treaty (PCT), Advantages of PCT Filing, Berne Convention for the Protection of
Literary and Artistic Works, Basic Principles, Duration of Protection, Trade Related Aspects of Intellectual
Property Rights(TRIPS) Agreement, Covered under TRIPS Agreement, Features of the Agreement, Protection of
Intellectual Property under TRIPS, Copyright and Related Rights, Trademarks, Geographical indications, Industrial
Designs, Patents, Patentable Subject Matter, Rights Conferred, Exceptions, Term of protection, Conditions on
Patent Applicants, Process Patents, Other Use without Authorization of the Right Holder, Layout-Designs of
Integrated Circuits, Protection of Undisclosed Information, Enforcement of Intellectual Property Rights, UNSECO.

Teaching- Chalk and talk/PPT
Learning
Process

Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

3. Three Unit Tests each of 20 Marks

4. Two assignments each of 20 MarksoroneSkill Development Activity of 40 marks

to attain the COs and POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

6. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to 50.

7. The question paper will have ten full questions carrying equal marks.

8. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

9. Each full question will have a sub-question covering all the topics under a module.

10. The students will have to answer five full questions, selecting one full question from each module
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Suggested Learning Resources:
Text Books:
3. Research Methodology: Methods and Techniques, C.R. Kothari, Gaurav Garg,New Age International,4th Edition,
2018.. Douglas E Comer, “Internetworking with TCP/IP, Principles, Protocols and Architecture,” PHI, 6th
Edition

4. Research Methodology a step-by-step guide for beginners. (For the topic Reviewing the literature under module
2), RanjitKumar,SAGE Publications,3rd Edition, 2011.

Reference Books:
5. Research Methods: the concise knowledge base, Trochim, Atomic Dog Publishing, 2005.

6. Conducting Research Literature Reviews: From the Internet to Paper, Fink A, Sage Publications, 2009.

Web links and Video Lectures (e-Resources):

e  https://www.youtube.com/watch?v=A70i100J4g0Y &list=PLV{5enqoJ-yVQ2RXUlI6mCfLP{3J_JUfoc

Course outcome (Course SKill Set)

At the end of the course the student will be able to :

Sl. No. Description Blooms Level
Cco1 Conduct research independently L2

coz Choose research designs, sampling designs, measurement and scaling techniques | L2

and also different methods of data collections.
Co3 Statistically interpret the data and draw inferences L2
Mapping of COS and POs
PO1 | PO2 PO3 P04 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12

co1 X X X
CO2 X X X
Co3 X X X

Program Outcome of this course
SI. No. Description POs

1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | PO1
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.
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Design/development of solutions: Design solutions for complex engineering problems and
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

PO3

Conduct investigations of complex problems: Use research-based knowledge and research
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

PO4

Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

PO5

The engineer and society: Apply reasoning informed by the contextual knowledge to
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

PO6

Environment and sustainability: Understand the impact of the professional engineering
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

PO7

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
norms of the engineering and business practices.

PO8

Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11

12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12
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NETWORK PROGRAMMING LABORATORY

Course Code 22SNIL17 CIE Marks 50
Teaching Hours/Week (L:T:P: S) 1:2:0 SEE Marks 50
Credits 02 Exam Hours 03

Course objectives:
TCP layer

modeling techniques using OPNET simulation software

e Create client and server applications using the "Sockets" API and the implementation of Data link layer protocol and

e  Ability to conduct computer communication network simulations. Development of computer network simulation and

Exercises on Socket Programming using C and Java

SLNO Experiments

1 Write a C program to implement daytime client/server program using TCP sockets

2 Write a TCP client/server program in which client sends three numbers to the server in a single message. Server
returns sum, difference and product as a result single message. Client program should print the results
appropriately

3
Write a C program that prints the IP layer and TCP layer socket options in a separate file

4

5 Exercises using OPNET Network Simulator

1. Setting up of various network topologies
2. Implementation of various MAC protocols
3.  Measurement of routing protocols

4. Analysis of TCP/IP protocol under various mechanisms

5. Setting up of network that carries various application protocols and analyzing the performances

Comparison of TCP/IP, Socket, Pipes. Analyse which is the best

Course outcomes (Course Skill Set):

At the end of the course the student will be able to:
e  Understanding of the working principle of Socket programming
e  Familiarization with the OPNET toolkit
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Assessment Details (both CIE and SEE)

The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. A student shall be deemed to have satisfied the
academic requirements and earned the credits allotted to each course. The student has to secure not less than 40% of
maximum marks in the semester-end examination(SEE). In total of CIE and SEE student has to secure 50% maximum
marks of the course.

Continuous Internal Evaluation (CIE):

CIE marks for the practical course is 50 Marks.

The split-up of CIE marks for record/ journal and test are in the ratio 60:40.

e  Each experiment to be evaluated for conduction with observation sheet and record write-up. Rubrics for the
evaluation of the journal/write-up for hardware/software experiments designed by the faculty who is handling the
laboratory session and is made known to students at the beginning of the practical session.

e Record should contain all the specified experiments in the syllabus and each experiment write-up will be evaluated
for 10 marks.

e Total marks scored by the students are scaled downed to 30 marks (60% of maximum marks).

e  Weightage to be given for neatness and submission of record/write-up on time.

e  Department shall conduct 02 tests for 100 marks, the first test shall be conducted after the 8" week of the semester
and the second test shall be conducted after the 14" week of the semester.

e In each test, test write-up, conduction of experiment, acceptable result, and procedural knowledge will carry a
weightage of 60% and the rest 40% for viva-voce.

e The suitable rubrics can be designed to evaluate each student’s performance and learning ability.

e The average of 02 tests is scaled down to 20 marks (40% of the maximum marks).

The Sum of scaled-down marks scored in the report write-up/journal and average marks of two tests is the total CIE
marks scored by the student.

Semester End Evaluation (SEE):
SEE marks for the practical course is 50 Marks.
SEE shall be conducted jointly by the two examiners of the same institute, examiners are appointed by the University.
All laboratory experiments are to be included for practical examination.
(Rubrics) Breakup of marks and the instructions printed on the cover page of the answer script to be strictly adhered to
by the examiners. OR based on the course requirement evaluation rubrics shall be decided jointly by examiners.
Students can pick one question (experiment) from the questions lot prepared by the internal /external examiners jointly.
Evaluation of test write-up/ conduction procedure and result/viva will be conducted jointly by examiners.
General rubrics suggested for SEE are mentioned here, writeup-20%, Conduction procedure and result in -60%, Viva-
voce 20% of maximum marks. SEE for practical shall be evaluated for 100 marks and scored marks shall be scaled
down to 50 marks (however, based on course type, rubrics shall be decided by the examiners)

Change of experiment is allowed only once and 10% Marks allotted to the procedure part to be made zero.
The duration of SEE is 03 hours

Suggested Learning Resources:
Reference Books

e UNIX Network Programming — Networking APIs: Sockets and XTI , W. Richard Stevens
e Computer Networks: A Systems Approach — Network Simulation Experiments in OPNET L. Peterson and S. Davie

17
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NETWORK PROTOCOL DESIGN

Course Code 22SNI21 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 3 Exam Hours 03

Course Learning objectives:
o llustrate the knowledge on various secure mechanisms through set of protocols.

o Efficiently design new set of protocols.
¢ Define the Security issues and overcome means with protocols.

Module-1

How to specify network protocols? Semantics of traditional protocol specifications, syntax of
traditional protocol. Network processes constants, inputs, and variables. Specifications in new
protocol, A vending machine protocol, a request/reply protocol, a Manchester encoding protocol.
Current internet.

Teaching- Chalk and Talk method /PPT/ Case study
Learning
Process

Module-2

Protocol execution processes in the internet. Nondeterministic assignment process arrays, protocol
process communication in the internet, Types of transmission errors. Error occurrence. Normal
timeout actions implementing transmission errors in the internet connections: using timeouts
connections, using identifiers full-duplex and half-duplex connections. Connections in the internet.

Teaching- Chalk and Talk method /PPT/ Case study
Learning
Process

Module-3

Detection of message corruption. Detection of message loss, detection of message reorder, error
detection in the internet. Error recovery-forward & backward error recovery. Cumulative
acknowledgment, individual acknowledgment, blocks acknowledgment error recovery in the
internet flow control. Window size control, rate control, circular buffer control, flow control in the
internet.

Teaching- Chalk and Talk method /PPT/ Case study /Simulation
Learning
Process

Module-4

Local and global topology information, maintaining local topology information, hierarchical topology
information topology information in the internet, Abstraction of perfect channel in the internet,
Hierarchical routing, random routing.

Teaching- Chalk and talk method / PowerPoint Presentation/Case study
Learning
Process

Module-5

Asymmetric and symmetric keys authentication. Privacy and integrity non-repudiation authorization.
Message digest security in the internet data compression. Huffman coding, static Huffman
compression, dynamic Huffman compression. Context sensitive compression, lossy compression,
data compression in the internet

Teaching- Chalk and talk method / PowerPoint Presentation/Simulation
Learning
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Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks to attain the COs

and POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Books

1. Elements of Network Protocol Design ,Mohamed G. Gouda John ,Wiley & Sons, 2004

2. Computer Networks and Internet with Internet Applications,Douglas E Comer, Pearson Fourth
Edition, 2004

Web links and Video Lectures (e-Resources):

e https://youtu.be/4u2-mggdMx0
e  https://www.youtube.com/watch?v=ly8ikWtAY7s

Skill Development Activities Suggested
The students with the help of the course teacher can take up relevant technical —activities
which will enhance their skill. The prepared report shall be evaluated for CIE marks.

Course outcome (Course SKill Set)
At the end of the course the student will be able to :

Sl. No. Description Blooms Level
co1 Evaluate networking protocols in AP notation(can be attained through | L3
assignment or CIE)
€02 Compare and contrast on routing, security and compression protocols L2
co3 Designing various error and congestion and multiplexing protocols(can be | L3
attained through assignment or CIE)
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Mapping of COS and POs

engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.
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PO1 | PO2 P03 PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12

co1 X X

Cco2 X X

Co3 X X X

Program Outcome of this course

SI. No. Description POs

1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | PO1
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

3 Design/development of solutions: Design solutions for complex engineering problems and | PO3
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

4 Conduct investigations of complex problems: Use research-based knowledge and research | PO4
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

5 Modern tool usage: Create, select, and apply appropriate techniques, resources, and | POS
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

6 The engineer and society: Apply reasoning informed by the contextual knowledge to | PO6
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

7 Environment and sustainability: Understand the impact of the professional engineering | PO7
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

8 Ethics: Apply ethical principles and commit to professional ethics and responsibilities and | PO8
norms of the engineering and business practices.

9 Individual and team work: Function effectively as an individual, and as a member or leader | PO9
in diverse teams, and in multidisciplinary settings.

10 Communication: Communicate effectively on complex engineering activities with the | PO10




11 Project management and finance: Demonstrate knowledge and understanding of the | PO11
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

12 Life-long learning: Recognize the need for, and have the preparation and ability to engage | PO12
in independent and life-long learning in the broadest context of technological change.
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INTERNET OF THINGS AND APPLICATIONS

Course Code 22SNI22 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 3:2:0 SEE Marks 50
Total Hours of Pedagogy 50 Total Marks 100
Credits 04 Exam Hours 03

Course objectives:
Course Learning objectives:
e Able to interpret the application areas of IOT -

o Able to realize the revolution of Internet in Mobile Devices, Cloud & Sensor Networks.

e Able to interpret building blocks of Internet of Things and characteristics.

MODULE-1

What is The Internet of Things? Overview and Motivations, Examples of Applications, IPV6 Role, Areas of
Development and Standardization, Scope of the Present Investigation.Internet of Things Definitions and
frameworks-IoT Definitions, IoT Frameworks, Basic Nodal Capabilities. Internet of Things Application Examples-
Overview, Smart Metering/Advanced Metering Infrastructure-Health/Body Area Networks, City Automation,
Automotive Applications, Home Automation, Smart Cards, Tracking, OverThe-Air-Passive Surveillance/Ring of
Steel, Control Application Examples, Myriad Other Applications.

Teaching- Chalk and talk/PPT/Case study/web content
Learning
Process

MODULE-2

Fundamental [oT Mechanism and Key Technologies-Identification of IoT Object and Services, Structural Aspects
of the [oT, Key IoT Technologies. Evolving loT Standards-Overview and Approaches, IETF IPV6 Routing Protocol
for RPL Roll, Constrained Application Protocol, Representational State Transfer, ETSI M2M,Third Generation
Partnership Project Service Requirements for Machine-Type Communications, CENELEC, IETF IPv6 Over Low
power WPAN, Zigbee IP(ZIP),IPSO

Teaching- Chalk and talk/PPT/Case study/web content
Learning
Process

MODULE-3

Layer %2 Connectivity: Wireless Technologies for the IoT-WPAN Technologies for [oT/M2M, Cellular and Mobile
Network Technologies for 10T/M2M,Layer 3 Connectivity:IPv6é Technologies for the IoT: Overview and
Motivations. Address Capabilities,IPv6 Protocol Overview, IPv6 Tunnelling, IPsec in IPv6,Header Compression
Schemes, Quality of Service in [Pv6, Migration Strategies to [Pvé6.

Teaching- Chalk and talk/PPT/Case study/web content
Learning
Process

MODULE-4

Case Studies illustrating I[oT Design-Introduction, Home Automation, Cities, Environment, Agriculture,
Productivity Applications.

Teaching- Chalk and talk/PPT/Case study/web content
Learning
Process

MODULE 5

Data Analytics for IoT - Introduction, Apache Hadoop, Using HadoopMapReduce for Batch Data Analysis, Apache
Oozie, Apache Spark, Apache Storm, Using Apache Storm for Real-time Data Analysis, Structural Health Monitoring
Case Study.
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Teaching- Chalk and talk/PPT/Case study/web content
Learning
Process

PRACTICAL COMPONENT OF IPCC (May cover all / major modules)

SL.LNO

Experiments

1

Transmit a string using UART

Point-to-Point communication of two Motes over the radio frequency

Multi-point to single point communication of Motes over the radio frequency. AN
(Subnetting).

12C protocol study

Reading Temperature and Relative Humidity value from the sensor

Study of Connectivity and Configuration of Raspberry-Pi/ Beagle Board circuit with
basic peripherals, LEDs, Understanding GPIO and its use in program.

Study of different operating systems for Raspberry Pi / Beagle board. Understanding the
process of Os installation on Raspberry — Pi/ Beagle board.

Familiarization with the concept of IOT, Arduino / Raspberry Pi and perform necessary
software installation.
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Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The

minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum

total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together

CIE for the theory component of IPCC
1. Two Tests each of 20 Marks

2. Two assignments each of 10 Marks/One Skill Development Activity of 20 marks
3. Total Marks of two tests and two assignments/one Skill Development Activity added will be CIE for
60 marks, marks scored will be proportionally scaled down to 30 marks.

CIE for the practical component of IPCC

On completion of every experiment/program in the laboratory, the students shall be evaluated
and marks shall be awarded on the same day. The1l5 marks are for conducting the experiment
and preparation of the laboratory record, the other 05 marks shall be for the test conducted at
the end of the semester.

The CIE marks awarded in the case of the Practical component shall be based on the continuous
evaluation of the laboratory report. Each experiment report can be evaluated for 10 marks.
Marks of all experiments’ write-ups are added and scaled down to 15 marks.

The laboratorv test at the end /after comnletion of all the exneriments shall be conducted for 50




marks and scaled down to 05 marks.

Scaled-down marks of write-up evaluations and tests added will be CIE marks for the laboratory
component of IPCC for 20 marks.

SEE for IPCC
Theory SEE will be conducted by University as per the scheduled timetable, with common question
papers for the course (duration 03 hours)
1. The question paper will be set for 100 marks and marks scored will be scaled down
proportionately to 50 marks.

2. The question paper will have ten questions. Each question is set for 20 marks.

3. There will be 2 questions from each module. Each of the two questions under a module (with a
maximum of 3 sub-questions), should have a mix of topics under that module.
4. The students have to answer 5 full questions, selecting one full question from each module.

The theory portion of the IPCC shall be for both CIE and SEE, whereas the practical portion will
have a CIE component only. Questions mentioned in the SEE paper shall include questions from
the practical component).

e The minimum marks to be secured in CIE to appear for SEE shall be the 15 (50% of maximum
marks-30) in the theory component and 10 (50% of maximum marks -20) in the practical
component. The laboratory component of the IPCC shall be for CIE only. However, in SEE, the
questions from the laboratory component shall be included. The maximum of 04/05 questions to
be set from the practical component of IPCC, the total marks of all questions should not be more
than the 20 marks.

e SEE will be conducted for 100 marks and students shall secure 40% of the maximum marks to
qualify in the SEE. Marks secured will be scaled down to 50. (Student has to secure an aggregate
of 50% of maximum marks of the course(CIE+SEE)

Suggested Learning Resources:
Suggested Learning Resources:
Text Books:
1. Building the Internet of Things with IPv6 and MIPv6:The Evolving World of M2M Communications, Daniel
Minoli, Wiley,2013.

2. Internet of Things: A Hands on Approach, ArshdeepBahga, Vijay Madisetti, Universities Press, 2015.

Reference Books:
1. The Internet of Things, Michael Miller, Pearson, 2015 First Edition

2. Designing Connected Products, Claire Rowland,Elizabeth Goodman et.al, O’Reilly, First Edition, 2015

Web links and Video Lectures (e-Resources):
e  https://www.coursera.org/specializations/internet-of-things
e  https://www.youtube.com/watch?v=Ic63-yf-zuc&list=PL3uLubnzL.2Tm5PAw88N1jRIMLT]puPEnX
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Mapping of COS and Pos

PO1 | PO2 PO3 P04 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10

PO11

PO12

co1

co2

Cco3

co4

Program Outcome of this course

SI. No.

Description

POs

1

Engineering knowledge: Apply the knowledge of mathematics, science, engineering
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

PO1

Problem analysis: Identify, formulate, review research literature, and analyze complex
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

PO2

Design/development of solutions: Design solutions for complex engineering problems and
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

PO3

Conduct investigations of complex problems: Use research-based knowledge and research
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

PO4

Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

PO5

The engineer and society: Apply reasoning informed by the contextual knowledge to
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

PO6

Environment and sustainability: Understand the impact of the professional engineering
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

PO7

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
norms of the engineering and business practices.

PO8

Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11
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Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12




WIRELESS AD HOC NETWORKS

Course Code 22SNI231 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
e Learn the different Multicast routing techniques.

e [llustrate the security measures present at different level.
e Explore energy consumption and management.
e Define the working of Transport Layer and Security Protocols for Ad-hoc Networks.

Module-1

Ad-hoc Wireless Networks Introduction, Issues in Ad-hoc Wireless Networks, Ad-hoc Wireless
Internet; MAC Protocols for Ad-hoc Wireless Networks: Introduction, Issues in Designing a MAC
Protocol, Design Goals of MAC Protocols, Classification of MAC protocols, Contention-Based
Protocols, Contention-Based Protocols with Reservation Mechanisms, Contention-Based Protocols
with Scheduling Mechanisms, MAC Protocols that Use Directional Antennas.

Teaching- Chalk and Talk method /PPT/Web contents
Learning
Process

Module-2

Routing Protocols for Ad-hoc Wireless Networks Introduction, Issues in Designing a Routing
Protocol for Ad-hoc Wireless Networks; Classification of Routing Protocols; Table Driven Routing
Protocols; OnDemand Routing Protocols, Hybrid Routing Protocols, Hierarchical Routing
Protocols and Power-Aware Routing Protocols.

Teaching- Chalk and Talk method /PPT/ Case study
Learning
Process

Module-3

Multicast Routing in Ad-hoc Wireless Networks Introduction, Issues in Designing a Multicast
Routing Protocol, Operation of Multicast Routing Protocols, An Architecture Reference Model for
Multicast Routing Protocols, Classifications of Multicast Routing Protocols, Tree-Based Multicast
Routing Protocols and Mesh-Based Multicast Routing Protocols.

Teaching- Chalk and Talk method /PPT/ Web contents
Learning
Process

Module-4

Transport Layer and Security Protocols for Ad-hoc Networks: Introduction, Issues in Designing a
Transport Layer Protocol; Design Goals of a Transport Layer Protocol; Classification of Transport
Layer Solutions; TCP over Transport Layer Solutions; Other Transport Layer Protocols for Ad-hoc
Networks; Security in Ad-hoc Wireless Networks, Issues and Challenges in Security Provisioning,
Network Security Attacks, Key Management and Secure Touting Ad-hoc Wireless Networks.

Teaching- Chalk and Talk method /PPT/ Case study/Web contents
Learning
Process

Module-5
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Quality of Service and Energy Management in Ad-hoc Wireless Networks: Introduction, Issues and
Challenges in Providing QoS in Ad-hoc Wireless Networks, Classification of QoS Solutions, MAC
Layer Solutions, Network Layer Solutions; Energy Management in Ad-hoc Wireless Networks:
Introduction, Need for Energy Management in Ad-hoc Wireless Networks, Classification of Energy
Management Schemes, Battery Management Schemes, Transmission Management Schemes, System
Power Management Schemes.

Teaching- Chalk and Talk method /PPT/ Case study/Web contents
Learning
Process

Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks to attain the COs and

POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Books

1. Ad-hoc Wireless Networks ,C. Siva Ram Murthy , B. S. Manoj, Pearson Education ,2nd
Edition, 2011

2. Ad-hoc Wireless Networks, Ozan K. Tonguz , Gianguigi Ferrari John, Wiley ,2007

3. Ad-hoc Wireless Networking, Xiuzhen Cheng, Xiao Hung, DingZhu Du Kluwer, Academic
Publishers, 2004

4. Ad-hoc Mobile Wireless Networks- Protocols and Systems,C.K. Toh, Pearson Education, 2002

Web links and Video Lectures (e-Resources):

e  https://www.youtube.com/watch?v=ycaz99NogS4
e https://www.youtube.com/watch?v=v2QFbXwsk0A

Skill Development Activities Suggested
The students with the help of the course teacher can take up relevant technical —activities which will
enhance their skill. The prepared report shall be evaluated for CIE marks.
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Course outcome (Course SKill Set)

At the end of the course the student will be able to :

Sl. No. Description Blooms Level
co1 Design their own wireless network (can be attained through assignment or | L3

CIE)
co2 Evaluate the existing network and improve its quality of service (can be | L3

attained through assignment or CIE)
€03 Choose appropriate protocol for various applications L2

Mapping of COS and POs
PO1 PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12

co1 X X X
C02 X X
Cco3 X X

Program Outcome of this course

SI. No. Description POs

1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | PO1
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

3 Design/development of solutions: Design solutions for complex engineering problems and | PO3
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

4 Conduct investigations of complex problems: Use research-based knowledge and research | PO4
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

5 Modern tool usage: Create, select, and apply appropriate techniques, resources, and | POS
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

6 The engineer and society: Apply reasoning informed by the contextual knowledge to | PO6
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

7 Environment and sustainability: Understand the impact of the professional engineering | PO7
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

8 Ethics: Apply ethical principles and commit to professional ethics and responsibilities and | PO8
norms of the engineering and business practices.

9 Individual and team work: Function effectively as an individual, and as a member or leader | PO9
in diverse teams, and in multidisciplinary settings.
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10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11

12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12
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WEB SERVICES

Course Code 22SNI232 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
o Explore the working of RPC, TP monitors and Object oriented middleware

e Explain different WSDL document
e [llustrate the Service Co-ordination Protocol
e Study BPEL Concepts

Module-1

Middleware: Understanding the middle ware, RPC and Related Middle ware, TP Monitors, Object
Brokers, and Message-Oriented Middleware.

Teaching-
Learning
Process

Chalk and Talk method /PPT/ Case study/Web contents

Module-2

Web Services: Web Services Technologies, Web Services Architecture

Teaching-
Learning
Process

Chalk and talk method / PowerPoint Presentation/ Case study

Module-3

Basic Web Services Technology: WSDL Web Services Description Language, UDDI Universal
Description Discovery and Integration, Web Services at work interactions between the Specifications,
Related Standards.

Teaching- Chalk and talk method / PowerPoint Presentation/ Case study
Learning
Process

Module-4

Service Coordination Protocols: Infrastructure for Coordination Protocols, WS- Coordination,
WSTransaction, Rosetta Net and Other Standards Related to Coordination Protocols.

Teaching-
Learning
Process

Chalk and talk method / PowerPoint Presentation/ Case study

Module-5

Service Composition: Basic of Service Composition, A New Chance of Success for Composition,
Services Composition Models, Dependencies between Coordination and Composition, BPEL:
Business Process Execution Language for Web Services, Outlook, Applicability of the Web Services,
Web services as a Problem and a Solution : AN Example

Teaching- Chalk and talk method / PowerPoint Presentation/ Case study
Learning
Process
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Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks to attain the COs and

POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Test Books
1. Web Services :Concepts, Architectures and Applications, Gustavo A, F Casati, Harumi Kuno,
Vijay M, Springer International,1st Edition, 2009.
Reference Books:
1. Web Services: Theory and Practice, Anura Guruge, Digital Press, 1* Edition ,2004

Web links and Video Lectures (e-Resources):

Skill Development Activities Suggested
The students with the help of the course teacher can take up relevant technical —activities which will
enhance their skill. The prepared report shall be evaluated for CIE marks.

Course outcome (Course SKill Set)
At the end of the course the student will be able to :

Sl Description Blooms
No. Level
C01 | Develop WSDL document (can be attained through assignment or CIE) L3
C0z | Implement web service client to call public service L2
CO3 | Implement a service and exposing it as public service. L2
CO4 | Bind and unbind services in UDDI. (can be attained through assignment or L3
CIE)
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Mapping of COs and POs

PO1 | PO2 PO3 PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10

PO11

PO12

co1

co2

X

co3

co4

Program Outcome of this course

SI. No.

Description

POs

1

Engineering knowledge: Apply the knowledge of mathematics, science, engineering
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

PO1

Problem analysis: Identify, formulate, review research literature, and analyze complex
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

PO2

Design/development of solutions: Design solutions for complex engineering problems and
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

PO3

Conduct investigations of complex problems: Use research-based knowledge and research
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

PO4

Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

PO5

The engineer and society: Apply reasoning informed by the contextual knowledge to
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

PO6

Environment and sustainability: Understand the impact of the professional engineering
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

PO7

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
norms of the engineering and business practices.

PO8

Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11
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Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12




ADVANCES IN STORAGE AREA NETWORK

Course Code 22SNI233 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
e To study the Storage Area Networks characteristics and its components.

o llustrate storage virtualization and bring out its importance.
e Describe different networked storage options for different application environments
e Explore the management of storage networks

Module-1

Introduction: Server Centric IT Architecture and its Limitations; Storage — Centric IT Architecture
and its advantages. Case study: Replacing a server with Storage Networks The Data Storage and
Data Access problem; The Battle for size and access. Intelligent Disk Subsystems: Architecture of
Intelligent Disk Subsystems; Hard disks and Internal I/O Channels; JBOD, Storage virtualization
using RAID and different RAID levels; Caching: Acceleration of Hard Disk Access; Intelligent disk
subsystems, Availability of disk subsystems

Teaching- Chalk and talk method / PowerPoint Presentation/Web contents
Learning
Process

Module-2

I/0 Techniques: The Physical I/O path from the CPU to the Storage System; SCSI; Fibre Channel
Protocol Stack; Fibre Channel SAN; IP Storage. Network Attached Storage: The NAS Architecture,
The NAS hardware Architecture, The NAS Software Architecture, Network connectivity, NAS as a
storage system. File System and NAS: Local File Systems; Network file Systems and file servers;
Shared Disk file systems; Comparison of fibre Channel and NAS.

Teaching- Chalk and talk method / PowerPoint Presentation/ Case study
Learning
Process

Module-3

Storage Virtualization: Definition of Storage virtualization; Implementation Considerations; Storage
virtualization on Block or file level; Storage virtualization on various levels of the storage Network;
Symmetric and Asymmetric storage virtualization in the Network.

Teaching- Chalk and talk method / PowerPoint Presentation/ Case study
Learning
Process

Module-4

SAN Architecture and Hardware devices: Overview, creating a Network for storage; SAN Hardware
devices; The fibre channel switch; Host Bus Adaptors; Putting the storage in SAN; Fabric operation
from a Hardware perspective. Software Components of SAN: The switch’s Operating system; Device
Drivers; Supporting the switch’s components; Configuration options for SANSs.

Teaching- Chalk and talk method / PowerPoint Presentation/Web contents
Learning
Process

Module-5

Management of Storage Network: System Management, Requirement of management System,
Support by Management System, Management Interface, Standardized Mechanisms, Property
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Mechanisms, Inband Management, Use of SNMP, CIM and WBEM, Storage Management Initiative
Specification (SMIS), CMIP and DMI, Optional Aspects of the Management of Storage Networks,
Summary

Teaching- Chalk and talk method / PowerPoint Presentation/Web contents
Learning
Process

Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks to attain the COs

and POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Text Books

1. Storage Networks Explained: Basics and Application of Fibre Channel SAN, NAS,
iSCSI InfiniBand and FCoE, Ulf Troppens, Rainer Erkens and Wolfgang Muller, Wiley 2
Edition,2009

Reference Books:

1. EMC Education Services, Information Storage and Management: Storing, Managing, and
Protecting Digital Information in Classic, Virtualized, and Cloud Environments, Wiley, 2nd
Edition, 2012

2. Robert Spalding 2003 “Storage Networks The Complete Reference ,Robert Spalding,Tata
Mcgraw Hill ,1* Edition,2003

3. Storage Area Networks Essential A complete Guide to understanding and implementing SANS
Richard Baker and Paul Masssiglia, Wiley, 1* Edition,2002.

Web links and Video Lectures (e-Resources):

e https://voutu.be/nF3kr5KvUno
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https://youtu.be/nF3kr5KvUno

Skill Development Activities Suggested
The students with the help of the course teacher can take up relevant technical —activities which will

enhance their skill. The prepared report shall be evaluated for CIE marks.

Course outcome (Course Skill Set)

At the end of the course the student will be able to :

Sl. No. Description Blooms Level
CO1 Identify the need for performance evaluation and the metrics used for it L2
CO2 Apply the techniques used for data maintenance. L2
Co3 Realize strong virtualization concepts. L2
Co4 Develop techniques for evaluating policies for LUN masking, file L3
systems(can be attained through assignment or CIE)
Mapping of COS and POs
PO1 | PO2 P03 PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12
Cco1 X X X X X
€02 X X X
Cco3 X X
C04 X X
Program Outcome of this course
SI. No. Description POs
1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | PO1
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.
2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.
3 Design/development of solutions: Design solutions for complex engineering problems and | PO3
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.
4 Conduct investigations of complex problems: Use research-based knowledge and research | PO4
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.
5 Modern tool usage: Create, select, and apply appropriate techniques, resources, and | PO5
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations
6 The engineer and society: Apply reasoning informed by the contextual knowledge to | PO6
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.
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Environment and sustainability: Understand the impact of the professional engineering
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

PO7

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
norms of the engineering and business practices.

PO8

Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11

12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12
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CYBER SECURITY AND CYBER LAW

Course Code 22SNI1234 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
e Define cyber security, cyber law and their roles

e Demonstrate cyber security cybercrime and forensics.

o Infer legal issues in cybercrime,

e Demonstrate tools and methods used in cybercrime and security.
e [llustrate evidence collection and legal challenges

Module-1

Introduction to Cybercrime: Cybercrime: Definition and Origins of the Word, Cybercrime and Information Security,
Who are Cybercriminals?, Classifications of Cybercrimes, Cybercrime: The Legal Perspectives, Cybercrimes: An
Indian Perspective, Cybercrime and the Indian ITA 2000, A Global Perspective on Cybercrimes, Cybercrime Era:
Survival Mantra for the Netizens. Cyberoffenses: How Criminals Plan Them: How Criminals Plan the Attacks, Social
Engineering, Cyberstalking, Cybercafe and Cybercrimes, Botnets: The Fuel for Cybercrime, Attack Vector, Cloud
Computing.

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Module-2

Cybercrime: Mobile and Wireless Devices: Introduction, Proliferation of Mobile and Wireless Devices, Trends in
Mobility, Credit Card Frauds in Mobile and Wireless Computing Era, Security Challenges Posed by Mobile Devices,
Registry Settings for Mobile Devices, Authentication Service Security, Attacks on Mobile/Cell Phones, Mobile
Devices: Security Implications for organizations, Organizational Measures for Handling Mobile, Organizational
Security Policies and Measures in Mobile Computing Era, Laptops

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Module-3

Tools and Methods Used in Cybercrime: Introduction, Proxy Servers and Anonymizers, Phishing, Password Cracking,
Keyloggers and Spywares, Virus and Worms, Trojan Horses and Backdoors, Steganography, DoS and DDoS Attacks,
SQL Injection, Buffer Overflow, Attacks on Wireless Networks. Phishing and Identity Theft: Introduction, Phishing,
Identity Theft (ID Theft).

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Module-4

Understanding Computer Forensics: Introduction, Historical Background of Cyberforensics, Digital Forensics Science,
The Need for Computer Forensics, Cyberforensics and Digital Evidence, Forensics Analysis of E-Mail, Digital Forensics
Life Cycle, Chain of Custody Concept, Network Forensics, Approaching a Computer Forensics Investigation, Setting up a
Computer Forensics Laboratory: Understanding the Requirements, Computer Forensics and Steganography, Relevance of
the OSI 7 Layer Model to Computer Forensics, Forensics and Social Networking Sites: The Security/Privacy Threats,
Computer Forensics from Compliance Perspective, Challenges in Computer Forensics, Special Tools and Techniques,
Forensics Auditing, Antiforensics.

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-5
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Introduction to Security Policies and Cyber Laws: Need for An Information Security Policy, Information Security
Standards — Iso, Introducing Various Security Policies and Their Review Process, Introduction to Indian Cyber Law,
Objective and Scope of the it Act, 2000, Intellectual Property Issues, Overview of Intellectual - Property - Related
Legislation in India, Patent, Copyright, Law Related to Semiconductor Layout and Design, Software License.

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 MarksoroneSKkill Development Activity of 40 marks to attain the COs and

POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Text Books
1. Cyber Security: Understanding Cyber Crimes, Computer Forensics And Legal Perspectives. SunitBelapure and
Nina Godbole. Wiley India Pvt Ltd. 2013.

2. Introduction to information security and cyber laws. Surya PrakashTripathi, RitendraGoyal, Praveen Kumar
Shukla. Dreamtech Press. 2015.

Reference Books:

1. Cybersecurity: Managing Systems, Conducting Testing, and Investigating Intrusions. Thomas J. Mowbray. John
Wiley & Sons,

2. Cyber Security Essentials. James Graham, Ryan Olson, Rick Howard. CRC Press, 2010.

Web links and Video Lectures (e-Resources):

e  https://www.udemy.com/course/cybersecurity-law-policy/
e https://www.youtube.com/watch?v=BS5v5Rr-oVo&list=PL-]JvKgQx2Atelbm-z4X709scVr90aHplY

Cybersecurity Law is one of the most rapidly growing areas of law, and issues like privacy, cybercrime, bitcoin banking,
international legal issues and internet governance are some of the important areas that will be covered in this course.
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https://www.udemy.com/course/cybersecurity-law-policy/
https://www.youtube.com/watch?v=BS5v5Rr-oVo&list=PL-JvKqQx2AteIbm-z4X709scVr9OaHpIY

Skill Development Activities Suggested
The students with the help of the course teacher can take up relevant technical -activities which will enhance their
skill. The prepared report shall be evaluated for CIE marks.
Course outcome (Course Skill Set)
At the end of the course the student will be able to :
Sl. No. Description Blooms
Level
co1 Demonstrate cyber security cybercrime and forensics. (can be attained through assignment | L3
or CIE)
Cco2 Demonstrate tools and methods used in cybercrime and security. (can be attained through L3
assignment or CIE)
C0o3 Illustrate evidence collection and legal challenges L2
Mapping of COS and POs
PO1 | PO2 PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12
Cco1 X X
CO2 X X
Co3 X X
Program Outcome of this course
SI. No. Description POs
1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | PO1
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.
2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.
3 Design/development of solutions: Design solutions for complex engineering problems and | PO3
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.
4 Conduct investigations of complex problems: Use research-based knowledge and research | PO4
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.
5 Modern tool usage: Create, select, and apply appropriate techniques, resources, and | POS
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations
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The engineer and society: Apply reasoning informed by the contextual knowledge to
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

PO6

Environment and sustainability: Understand the impact of the professional engineering
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

PO7

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
norms of the engineering and business practices.

PO8

Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11

12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12
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MANAGING BIG DATA

Course Code 22SNI235 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
e Define Hadoop, YARN.

o Illustrate MapReduce Applications Configuration.
e Able to Install and run Pig.

Module-1

Meet Hadoop: Data!, Data Storage and Analysis, Querying All Your Data, Beyond Batch,
Comparison with Other Systems: Relational Database Management Systems, Grid Computing,
Volunteer Computing Hadoop Fundamentals MapReduce A Weather Dataset: Data Format,
Analysing the Data with Unix Tools, Analysing the Data with Hadoop: Map and Reduce, Java
MapReduce, Scaling Out: Data Flow, Combiner Functions, Running a Distributed MapReduce Job,
Hadoop Streaming The Hadoop Distributed Filesystem The Design of HDFS, HDFS Concepts:
Blocks, Namenodes and Datanodes, HDFS Federation, HDFS High-Availability, The Command-
Line Interface, Basic Filesystem Operations, Hadoop Filesystems Interfaces, The Java Interface,
Reading Data from a Hadoop URL, Reading Data Using the FileSystem API, Writing Data,
Directories, Querying the Filesystem, Deleting Data, Data Flow: Anatomy of a File Read, Anatomy

of a File Write.
Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-2

YARN Anatomy of a YARN Application Run: Resource Requests, Application Lifespan, Building
YARN Applications, YARN Compared to MapReduce,Scheduling in YARN: The FIFO Scheduler,
The Capacity Scheduler, The Fair Scheduler, Delay Scheduling, Dominant Resource Fairness
Hadoop I/O Data Integrity, Data Integrity in HDFS, LocalFileSystem, ChecksumFileSystem,
Compression, Codecs, Compression and Input Splits, Using Compression in MapReduce,
Serialization, The Writable Interface, Writable Classes, Implementing a Custom Writable,
Serialization Frameworks, File-Based Data Structures: SequenceFile

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Module-3

Developing a MapReduce Application The Configuration API, Combining Resources, Variable
Expansion, Setting Up the Development Environment, Managing Configuration,
GenericOptionsParser, Tool, and ToolRunner, Writing a Unit Test with MRUnit: Mapper, Reducer,
Running Locally on Test Data, Running a Job in a Local Job Runner, Testing the Driver, Running
on a Cluster, Packaging a Job, Launching a Job, The MapReduce Web UI, Retrieving the Results,
Debugging a Job, Hadoop Logs, Tuning a Job, Profiling Tasks, MapReduce Workflows:
Decomposing a Problem into MapReduce Jobs, JobControl, Apache Oozie How MapReduce Works
Anatomy of a MapReduce Job Run, Job Submission, Job Initialization, Task Assignment, Task
Execution, Progress and Status Updates, Job Completion, Failures: Task Failure, Application
Master Failure, Node Manager Failure, Resource Manager Failure, Shuffle and Sort: The Map Side,

The Reduce Side, Configuration Tu
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Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Module-4

Input, Binary Input, Multiple Inputs, Database Input (and Output) Output Formats: Text Output,
Binary Output, Multiple Outputs, Lazy Output, Database Output, Flume Installing Flume, An
Example,Transactions and Reliability, Batching, The HDFS Sink, Partitioning and Interceptors, File
Formats, Fan Out, Delivery Guarantees, Replicating and Multiplexing Selectors, Distribution: Agent
Tiers, Delivery Guarantees, Sink Groups, Integrating Flume with Applications, Component
Catalogue.

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Module-5

Pig Installing and Running Pig, Execution Types, Running Pig Programs, Grunt, Pig Latin Editors,
An Example: Generating Examples, Comparison with Databases, Pig Latin: Structure, Statements,
Expressions, Types, Schemas, Functions, Data Processing Operators: Loading and Storing Data,
Filtering Data, Grouping and Joining Data, Sorting Data, Combining and Splitting Data. Spark An
Example: Spark Applications, Jobs, Stages and Tasks, A Java Example, A Python Example, Resilient
Distributed Datasets: Creation, Transformations and Actions, Persistence, Serialization, Shared
Variables, Broadcast Variables, Accumulators, Anatomy of a Spark Job Run, Job Submission, DAG
Construction, Task Scheduling, Task Execution, Executors and Cluster Managers: Spark on YARN

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 MarksoroneSkill Development Activity of 40 marks to attain the COs and

POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

Each full question will have a sub-question covering all the topics under a module.

The students will have to answer five full questions, selecting one full question from each module

N

vl
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Suggested Learning Resources:
Text Books

1. Hadoop: The Definitive Guide ,Tom White, O'Reilley, Third Edition, 2012

Reference Books:

1. SPARK: The Definitive Guide, MateiZaharia and Bill Chambers, Oreilly, 2018

2. Apache Flume: Distributed Log Collection for Hadoop, .D'Souza and Steve Hoffman, Oreilly
2014

Web links and Video Lectures (e-Resources):

https://www.digimat.in/nptel/courses/video/106104189/L01.html

Skill Development Activities Suggested

The students with the help of the course teacher can take up relevant technical -activities which will enhance their
skill. The prepared report shall be evaluated for CIE marks.

Course outcome (Course SKill Set)

At the end of the course the student will be able to :

Sl. No. Description Blooms
Level
Co1 Define managing big data using Hadoop and SPARK technologies L2
CO2 Explain HDFS and MapReduce concepts L2
CO3 Install, configure, and run Hadoop and HDFS L2
Co4 Perform map-reduce analytics using Hadoop and related tools L2
CO5 Explain SPARK concepts L2
Mapping of COS and POs
PO1 | PO2 PO3 PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12
co1 X X
co2 X X
co3 X X
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Program Qutcome of this course

Sl. No.

Description

POs

Engineering knowledge: Apply the knowledge of mathematics, science, engineering
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

PO1

Problem analysis: Identify, formulate, review research literature, and analyze complex
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

PO2

Design/development of solutions: Design solutions for complex engineering problems and
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

PO3

Conduct investigations of complex problems: Use research-based knowledge and research
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

PO4

Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

PO5

The engineer and society: Apply reasoning informed by the contextual knowledge to
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

PO6

Environment and sustainability: Understand the impact of the professional engineering
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

PO7

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
norms of the engineering and business practices.

PO8

Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11

12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12

@#01112023




SOFTWARE AGENTS

Course Code 22SNI241 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
o Explore Software agents and its architecture.

e Define the working of Agents.
e Study the Software Agents for Cooperative Learning

Module-1

An introduction to Software Agents Why Software Agents? Simplifying Computing, Barriers to
Intelligent Interoperability, Incorporating Agents as Resource Managers, Overcoming user Interface
Problems, Toward Agent-Enabled System Architectures. Agents: From Direct Manipulation to
Delegation Introduction, Intelligent Interfaces, Digital Butlers, Personal Filters, Digital sisters-in-
Law, Artificial Intelligence, Decentralization, Why Linking works, The Theatrical Metaphor,
Conclusion: Direct Manipulation and Digital Butlers, Acknowledgements. Interfaces Agents
Metaphors with Character Introduction, Objections to Agents, In Defence of Anthropomorphism,
Key Characteristics of Interface Agents, Agency, Responsiveness, Competence, Accessibility,
Design and Dramatic Character, An R & D Agenda

Teaching- Chalk and Talk method /PPT/ Case study/Web contents
Learning
Process

Module-2

Designing Agents as if People Mattered: What does “Agents” Mean? Adaptive Functionality: Three
Design Issues, The Agent Metaphor: Reactions and Expectations The Agent Conceptual Model.
Direct Manipulation versus Agents: Paths to Predict able, Controllable, and Comprehensible
Interfaces: Introduction, General Concerns About Intelligent Interfaces, Learning From History,
What Is an Agent?, Looking at the Components, Realizing a New Vision, Tree Maps, Dynamic
Queries, Back to a Scientific Approach, Acknowledgements. Agents for Information Sharing and
Coordination: A History and some Reflections: Information, Lens: An Intelligent Tool for
Managing Electronic Messages, Semiformal Systems an d Radical Tailorability, Oval: A Radically
Tailorable Tool for Information Management and Cooperative Work, Examples of Application and
Agents in Oval, Conclusions: An Addendum: The Relationship between Oval and Objects Lens

Teaching- Chalk and Talk method /PPT/ Case study
Learning
Process

Module-3

Agents that Reduce Work and Information Overload Introduction, Approaches to Building Agents,
Training a Personal Digital Assistant, Some Example of Existing Agents, Electronic Mail Agents,
Meeting Scheduling Agent, News Filtering Agent, Entertainment Selection Agent, Discussion,
20082020/26 Acknowledgements Software Agents for Cooperative Learning: Computer-Supported
Cooperative Learning, Examples of Software Agents for Cooperative Learning, Examples of Software
Agents for Cooperative Learning, Developing an Example, Discussion and Perspectives.
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Teaching- Chalk and Talk/PPT
Learning
Process

Module-4

An Overview of Agent-Oriented Programming: Agent-Oriented Programming: Software with Mental
State, Two Scenarios, On the Mental state of agents, Generic Agent Interpreter, AGENT-0: A Simple
Language and its Interpreter, KQML as an Agent Communication Language: The approach of
knowledge sharing effort(KSE), The Solution of the knowledge sharing efforts, knowledge Query
Manipulation Language (KQML),Implementation, Application of KQML , Other Communication
Language, The Approach of Knowledge-Sharing Effect,(KSE),The Solutions of the Sharing Effect.

Teaching- Chalk and Talk/PPT
Learning
Process

Module-5

Agent for Information Gathering: Agent Organization, The Knowledge of an Agent, The Domain
Model of an Agent, Modeling other Agent, communication language and protocol, query processing,
an information goal, information source selection, generating a query access plan, interleaving
planning and execution , semantic query optimization, learning, caching retrieved data, related work,
discursion, acknowledgement. Mobile Agents: Enabling Mobile Agents, Programming Mobile
Agents, Using Mobile Agents

Teaching- Chalk and Talk method /PPT/ Case study
Learning
Process

Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks to attain the COs and

POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Test Books
1. Software Agents, Jeffrey M. Bradshaw, PHI(MIT Press) ,2012
Reference Books:
1. Developing Intelligent Agent Systems: A Practical Guide , Lin Padgham, Michael
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2. Agent-Based and Individual Based modelling: A Practical Introduction,Steven F.
RailsBack , Volker Grimm, Princeton University Press ,2012
3. Disappearing Cryptography — Information Hiding: Steganography & Watermarking,
Peter Wayner Morgan, Kaufmann Publishers ,2002
4. Multimedia Secuirty, Watermarking, Steganography and Forensics, Frank Y. Shih, CRC
Press 2012
Web links and Video Lectures (e-Resources):
e  https://www.youtube.com/watch?v=d39tTuUbDVw
e  https://www.youtube.com/watch?v=gHhwkV00K]8
Skill Development Activities Suggested
The students with the help of the course teacher can take up relevant technical —activities which will
enhance their skill. The prepared report shall be evaluated for CIE marks.
Course outcome (Course SKill Set)
At the end of the course the student will be able to :
Sl Description Blooms
No. Level
CO1 | Identify and explore the advantages of agents and design the architecture for | L1
an agent
CO02 | Illustrate the agent in details in a view for the implementation L2
C03 | Explain communicative actions with agents. L2
CO4 | Describe typical agents using a tool for different types of applications. L2
Mapping of COs and POs
PO1 P02 P03 P04 | PO5 PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12
co1 X X
Cc02 X X X
co3 X X
Co4 X X
Program Qutcome of this course
SI. No. Description POs
1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | PO1
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.
2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.
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Design/development of solutions: Design solutions for complex engineering problems and
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

PO3

Conduct investigations of complex problems: Use research-based knowledge and research
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

PO4

Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

PO5

The engineer and society: Apply reasoning informed by the contextual knowledge to
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

PO6

Environment and sustainability: Understand the impact of the professional engineering
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

PO7

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
norms of the engineering and business practices.

PO8

Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11

12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12
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BIOINFORMATICS

Course Code 22SNI1242 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
o Explore the need for Bioinformatics Technologies.

e Define the data ware housing and data mining in Bioinformatics
e Study the Patter Matching and visualization and Microarray analysis

Module-1

Introduction: Need for Bioinformatics technologies — Overview of Bioinformatics technologies —
Structural bioinformatics — Data format and processing — secondary resources- Applications — Role
of Structural bioinformatics - Biological Data Integration System.

Teaching- Chalk and talk method / PPT/Case study
Learning
Process

Module-2

Data ware housing and Data mining in Bioinformatics: Bioinformatics data — Data ware housing
architecture — data quality — Biomedical data analysis — DNA data analysis — Protein data analysis —
Machine learning — Neural network architecture- Applications in bioinformatics.

Teaching- Chalk and talk method / PPT/Case study
Learning
Process

Module-3

Modeling for Bioinformatics Hidden Markova modelling for biological data analysis Sequence
identification — Sequence classification — multiple alignment generation — Comparative modelling —
Protein modelling — genomic modelling — Probabilistic modelling — Bayesian networks — Boolean
networks - Molecular modelling — Computer programs for molecular modelling

Teaching- Chalk and talk method / PP/?Case Study
Learning
Process

Module-4

Pattern Matching and Visualization Gene regulation — motif recognition and motif detection —
strategies for motif detection — Visualization — Fractal analysis — DNA walk models — one dimension
— two dimension — higher dimension — Game representation of Biological sequences — DNA, Protein,
Amino acid sequences.

Teaching- Chalk and talk method / PPT/Case Study
Learning
Process

Module-5

Microarray Analysis : Microarray technology for genome expression study — image analysis for data
extraction — preprocessing — segmentation — gridding, spot extraction, normalization, filtering —
cluster analysis — gene network analysis

Teaching- Chalk and talk method / PPT/Case Study
Learning
Process
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Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks to attain the COs and

POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Test Books

1. Bio Informatics Technologies ,Yi-Ping Phoebe Chen, Springer Verlag ,2014
Reference Books:

1. Introduction to Bioinformatics, Arthur ,Oxford

Web links and Video Lectures (e-Resources):

e  https://www.digimat.in/nptel/courses/video/102106065/L01.html

Skill Development Activities Suggested
The students with the help of the course teacher can take up relevant technical —activities which will
enhance their skill. The prepared report shall be evaluated for CIE marks.

Course outcome (Course SKill Set)

At the end of the course the student will be able to :

Sl. No. Description Blooms Level
CO01 | Deploy the data warehousing and data mining techniques in Bioinformatics | L1
CO2 | Model bioinformatics-based applications L2
CO3 Deploy the pattern matching and visualization techniques in bioinformatics | L2
C04 | Use the Microarray technologies for genome expression. L2
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Mapping of COS and POs

PO1 | PO2 PO3 PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10

PO11

PO12

co1

co2

X

co3

co4

Program Outcome of this course

SI. No.

Description

POs

1

Engineering knowledge: Apply the knowledge of mathematics, science, engineering
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

PO1

Problem analysis: Identify, formulate, review research literature, and analyze complex
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

PO2

Design/development of solutions: Design solutions for complex engineering problems and
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

PO3

Conduct investigations of complex problems: Use research-based knowledge and research
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

PO4

Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

PO5

The engineer and society: Apply reasoning informed by the contextual knowledge to
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

PO6

Environment and sustainability: Understand the impact of the professional engineering
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

PO7

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
norms of the engineering and business practices.

PO8

Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11
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Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.
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ADVANCED CRYPTOGRAPHY

Course Code 22SNI1243 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
e Apply the Basics of Encryption Techniques.

o [llustrate the Basic Concepts in Number Theory
e Define Public key encryption and Key Management and Distribution

Module-1

Classical Encryption Techniques Symmetric Cipher Model, Cryptography, Cryptanalysis and
BruteForce Attack, Substitution Techniques, Caesar Cipher, Mono-alphabetic Cipher, Playfair
Cipher, Hill Cipher, Poly alphabetic Cipher, One Time Pad. Block Ciphers and the data encryption
standard: Traditional block Cipher structure, stream Ciphers and block Ciphers, Motivation for the
Feistel Cipher structure, the Feistel Cipher, The data encryption standard, DES encryption, DES
decryption, A DES example, results, the avalanche effect, the strength of DES, the use of 56-Bit
Keys, the nature of the DES algorithm, timing attacks, Block cipher design principles, number of
rounds, design of function F, key schedule algorithm.

Teaching- Chalk and talk method / PowerPoint Presentation
Learning
Process

Module-2

Basic Concepts in Number Theory and Finite Fields :Divisibility and The Division Algorithm, The
Euclidean Algorithm, Modular Arithmetic, Groups, Rings, and Fields , Finite Fields of the Form
GF(p) ,Polynomial Arithmetic , Finite Fields of the Form GF(2n). Advanced Encryption Standard :
Finite Field Arithmetic, AES Structure General Structure Detailed Structure, AES Transformation
Functions Substitute Bytes Transformation Shift Rows Transformation Mix Columns
Transformation AddRound Key Transformation ,AES Key Expansion Key Expansion Algorithm
Rationale ,An AES Example Results Avalanche Effect ,AES Implementation Equivalent Inverse
Cipher Implementation Aspects. Block Cipher Operation:Multiple Encryption and Triple des
Double DES Triple DES with Two Keys Triple DES with Three Keys , Electronic Code Book
Cipher Block Chaining Mode Cipher Feedback Mode , Output Feedback Mod

Teaching-

Learning Chalk and talk method / PowerPoint Presentation
Process

Module-3

Public-Key Cryptography and RSA,The RSA algorithm, Other Public-Key Cryptosystems: Diffie-
Hellman Key Exchange The Algorithm Key Exchange Protocols Man-in-the-Middle Attack ,Elgamal
Cryptographic System , Elliptic Curve Arithmetic Abelian Groups Elliptic Curves over Real Numbers
Elliptic Curves over Zp Elliptic Curves over GF(2m) ,Elliptic Curve Cryptography Analog of Diffie-
Hellman Key Exchange Elliptic Curve Encryption/Decryption Security of Elliptic Curve
Cryptography

Teaching- Chalk and talk method / PowerPoint Presentation
Learning
Process
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Module-4

Key Management and Distribution :Symmetric Key Distribution Using Symmetric Encryption
Symmetric Key Distribution Using Asymmetric Encryption Distribution of Public Keys X.509
Certificates Public-Key Infrastructure , User Authentication Remote User-Authentication Principles
Remote User-Authentication Using Symmetric Encryption Kerberos Remote User Authentication
Using Asymmetric Encryption Federated Identity Management Personal Identity Verification 484

Teaching- Chalk and talk method / PowerPoint Presentation
Learning
Process

Module-5

Transport-Level Security Web Security Considerations Secure Sockets Layer Transport Layer
Security HTTPS Secure Shell (SSH) Wireless Security Wireless Network Threats Wireless Security
Measures Mobile Device Security Security Threats Mobile Device Security Strategy Pretty Good
Privacy Notation Operational Description S/MIME RFC 5322 Multipurpose Internet Mail Extensions
S/MIME Functionality S/MIME Messages S/MIME Certificate Processing Enhanced Security
Services

Teaching- Chalk and talk method / PowerPoint Presentation
Learning
Process

Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks to attain the

COs and POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Books
1. Cryptography and Network Security Principles And Practice William Stallings,Pearson
Education, Fourth Edition
2. A Course in Number Theory and Cryptology, Neal Koblitz ,Springer, 1987
3. Cryptography and Network Security ,Behrouz A Forouzan, DebdeepMukhopadh yay ,Mc-
GrawHill ,3rd Edition, 2015

Web links and Video Lectures (e-Resources):
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Skill Development Activities Suggested

The students with the help of the course teacher can take up relevant technical —activities which will

enhance their skill. The prepared report shall be evaluated for CIE marks.

Course outcome (Course SKill Set)

At the end of the course the student will be able to :

SL Description Blooms
No. Level
Cco1 Understand OSI security architecture and classical encryption techniques. L1
C02 Understand various block cipher and stream cipher models. L2
co3 Describe the principles of public key cryptosystems, hash functions and digital | L2
signature.
CO4 Compare various Cryptographic Techniques L2

Mapping of COS and POs

PO1 P02 P03 P04 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10
Cco1 X X
C02 X X X
Cco3 X X
C04

Program Outcome of this course

SL. No. Description POs

1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | PO1
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

3 Design/development of solutions: Design solutions for complex engineering problems and | PO3
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

4 Conduct investigations of complex problems: Use research-based knowledge and research | PO4
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.
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Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

PO5

The engineer and society: Apply reasoning informed by the contextual knowledge to
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

PO6

Environment and sustainability: Understand the impact of the professional engineering
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

PO7

Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
norms of the engineering and business practices.

PO8

Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11

12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12
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MACHINE LEARNING TECHNIQUES

Course Code 22SNI244 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
e Explore the Learning and decision tree concepts.

e Define neural network and genetic algorithms
e Able to apply Different learning algorithms

Module-1

INTRODUCTION, CONCEPT LEARNING AND DECISION TREES Learning Problems —
Designing Learning systems, Perspectives and Issues — Concept Learning — Version Spaces and
Candidate Elimination Algorithm — Inductive bias — Decision Tree learning — Representation —
Algorithm — Heuristic Space Search.

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Module-2

NEURAL NETWORKS AND GENETIC ALGORITHMS: Neural Network Representation —
Problems — Perceptrons — Multilayer Networks and Back Propagation Algorithms — Advanced Topics
— Genetic Algorithms — Hypothesis Space Search — Genetic Programming — Models of Evolution and
Learning.

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-3

BAYESIAN AND COMPUTATIONAL LEARNINGL Bayes Theorem — Concept Learning —
Maximum Likelihood — Minimum Description Length Principle — Bayes Optimal Classifier — Gibbs
Algorithm — Naive Bayes Classifier— Bayesian Belief Network — EM Algorithm — Probably Learning
— Sample Complexity for Finite and Infinite Hypothesis Spaces — Mistake Bound Model

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Module-4

INSTANT BASED LEARNING AND LEARNING SET OF RULES: K- Nearest Neighbour
Learning — Locally Weighted Regression — Radial Basis Functions —Case-Based Reasoning —
Sequential Covering Algorithms — Learning Rule Sets — Learning First Order Rules — Learning Sets
of First Order Rules — Induction as Inverted Deduction — Inverting Resolution

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Module-5

ANALYTICAL LEARNING AND REINFORCED LEARNING: Perfect Domain Theories —
Explanation Based Learning — Inductive-Analytical Approaches - FOCL Algorithm — Reinforcement
Learning — Task — Q-Learning — Temporal Difference Learning

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process
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Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks to attain the COs and

POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Text Books:

1. Machine Learning, Tom M. Mitchell, McGraw-Hill ,2013
Reference Books:
1. Introduction to Machine Learning, EthemAlpaydin PHI Learning Pvt. Ltd 2 nd Ed., 2013

2. The Elements of Statistical Learning, T. Hastie, R. Tibshirani, J. H. Friedman Springer 1st
edition, 2001

Web links and Video Lectures (e-Resources):

e https://nptel.ac.in/courses/106105184
e https://ocw.mit.edu/courses/15-s12-blockchain-and-money-fall-2018 /video galleries/video-lectures

Skill Development Activities Suggested

The students with the help of the course teacher can take up relevant technical -activities which will
enhance their skill. The prepared report shall be evaluated for CIE marks.
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Course outcome (Course SKill Set)

At the end of the course the student will be able to :

Sl No. Description Blooms Level
Co1 Choose the learning techniques with this basic knowledge L2
co2 Apply effectively neural networks and genetic algorithms for appropriate L3
applications(can be attained through assignment or CIE)
co3 Apply Bayesian techniques and derive effectively learning rules(can be L3
attained through assignment or CIE)
CO4 Choose and differentiate reinforcement and analytical learning techniques | L2

Mapping of COS and POs

PO1 | PO2 PO3 PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12
co1 X X X
co2 X X
Cco3 X X

Program Outcome of this course

SI. No. Description POs

1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | PO1
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

3 Design/development of solutions: Design solutions for complex engineering problems and | PO3
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

4 Conduct investigations of complex problems: Use research-based knowledge and research | PO4
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

5 Modern tool usage: Create, select, and apply appropriate techniques, resources, and | PO5
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

6 The engineer and society: Apply reasoning informed by the contextual knowledge to | PO6
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

7 Environment and sustainability: Understand the impact of the professional engineering | PO7
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

8 Ethics: Apply ethical principles and commit to professional ethics and responsibilities and | PO8
norms of the engineering and business practices.
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Individual and team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

PO9

10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11

12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12
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MOBILE APPLICATION DEVELOPMENT

Course Code 22SNI245 CIE Marks 50
Teaching Hours/Week (L:P:SDA) 2:0:2 SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Learning objectives:
e Able to explain the overview of Mobile App Development

e Able to explain the App Design Issues and Considerations
e To Develop the Mobile App

Module-1

Introduction to mobile communication and computing: Introduction to mobile computing, Novel
applications, limitations and GSM architecture, Mobile services, System architecture, Radio
interface, protocols, Handover and security. Smart phone operating systems and smart phones
applications.

Teaching- Chalk and talk/PPT /case study/web content
Learning
Process

Module-2

Fundamentals of Android Development: Introduction to Android., The Android 4.1 Jelly Bean
SDK, Understanding the Android Software Stack, Installing the Android SDK, Creating Android
Virtual Devices, Creating the First Android Project, Using the Text View Control, Using the
Android Emulator.

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-3

The Intent of Android Development, Four kinds of Android Components: Activity, Service,
Broadcast Receiver and Content Provider. Building Blocks for Android Application Design, Laying
Out Controls in Containers. Graphics and Animation: Drawing graphics in Android, Creating
Animation with Android’s Graphics API.

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-4

Creating the Activity, working with views: Exploring common views, using a list view, creating
custom views, understanding layout. Using Selection Widgets and Debugging Displaying and
Fetching Information Using Dialogs and Fragments. Multimedia: Playing Audio, Playing Video and
Capturing Media. Advanced Android Programming: Internet, Entertainment, and Services.

Teaching- Chalk and talk/PPT/case study/web content
Learning
Process

Module-5

Displaying web pages and maps, communicating with SMS and emails. Creating and using content
providers: Creating and consuming services, publishing android applications

Teaching- ‘ Chalk and talk/PPT/case study/web content
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Process

Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 50% of the maximum marks. Minimum passing marks in SEE is 40% of the
maximum marks of SEE. A student shall be deemed to have satisfied the academic requirements and earned the
credits allotted to each subject/ course if the student secures not less than 50% (50 marks out of 100) in the sum
total of the CIE (Continuous Internal Evaluation) and SEE (Semester End Examination) taken together.
Continuous Internal Evaluation:

1. Three Unit Tests each of 20 Marks

2. Two assignments each of 20 Marks or one Skill Development Activity of 40 marks to attain the COs and

POs

The sum of three tests, two assignments/skill Development Activities, will be scaled down to 50 marks
CIE methods /question paper is designed to attain the different levels of Bloom’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

1. The SEE question paper will be set for 100 marks and the marks scored will be proportionately reduced to
50.

2. The question paper will have ten full questions carrying equal marks.

3. Each full question is for 20 marks. There will be two full questions (with a maximum of four sub-questions)
from each module.

4. Each full question will have a sub-question covering all the topics under a module.

5. The students will have to answer five full questions, selecting one full question from each module

Suggested Learning Resources:
Text Books:
1. Mobile Computing: (technologies and Applications. N. N. Jani. S chand
2. Android programming. B.M.Hirwani. Pearson publications. 2013.
3. Android in Action. W. Frank Ableson, RobiSen and C. E. Ortiz. DreamTech Publisher. Third
Edition-2012.
Refence Books:
1. Android Application development. James C. Sheusi. Cengage learning. 2017.

Web links and Video Lectures (e-Resources):

e https://tinyurl.com/5du53uam
e https://www.ibm.com/cloud/learn/mobile-application-development-explained

e https://tinyurl.com/mscezade

Skill Development Activities Suggested
e The students with the help of the course teacher can take up relevant technical -activities which will
enhance their skill. The prepared report shall be evaluated for CIE marks.

@#01112023


https://tinyurl.com/5du53uam
https://www.ibm.com/cloud/learn/mobile-application-development-explained
https://tinyurl.com/mscezade

Course outcome (Course SKill Set)

At the end of the course the student will be able to :

in diverse teams, and in multidisciplinary settings.

Sl. No. Description Blooms Level
co1 Describe the requirements for mobile applications L2
Ccoz Explain the challenges in mobile application design and development L2
Cco3 Deploy mobile applications in Android and iPone marketplace for distribution (can be L3
attained through assignment or CIE)

Mapping of COS and POs

PO1 | PO2 PO3 PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12
co1 X X X
co2 X X
Cco3 X X

Program Outcome of this course

SI. No. Description POs

1 Engineering knowledge: Apply the knowledge of mathematics, science, engineering | PO1
fundamentals, and computer science and business systems to the solution of complex
engineering and societal problems.

2 Problem analysis: Identify, formulate, review research literature, and analyze complex | PO2
engineering and business problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

3 Design/development of solutions: Design solutions for complex engineering problems and | PO3
design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

4 Conduct investigations of complex problems: Use research-based knowledge and research | PO4
methods including design of experiments, analysis and interpretation of data, and synthesis
of the information to provide valid conclusions.

5 Modern tool usage: Create, select, and apply appropriate techniques, resources, and | POS
modern engineering and IT tools including prediction and modeling to complex
engineering activities with an understanding of the limitations

6 The engineer and society: Apply reasoning informed by the contextual knowledge to | PO6
assess societal, health, safety, legal and cultural issues and the consequent responsibilities
relevant to the professional engineering and business practices.

7 Environment and sustainability: Understand the impact of the professional engineering | PO7
solutions in business societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

8 Ethics: Apply ethical principles and commit to professional ethics and responsibilities and | PO8
norms of the engineering and business practices.

9 Individual and team work: Function effectively as an individual, and as a member or leader | PO9
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10

Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and
write effective reports and design documentation, make effective presentations, and give
and receive clear instructions.

PO10

11

Project management and finance: Demonstrate knowledge and understanding of the
engineering, business and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary environments.

PO11

12

Life-long learning: Recognize the need for, and have the preparation and ability to engage
in independent and life-long learning in the broadest context of technological change.

PO12
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NETWORK PROTOCOL DESIGN LABORATORY

Course Code 22SNIL26 CIE Marks 50
Teaching Hours/Week (L:T:P: S) 1:2:0 SEE Marks 50
Credits 02 Exam Hours 03

Course objectives:

o Demonstrate the working of different Network Protocols.
e Explore the different network topologies.

SL.NO

Experiments

TCP Synchronization (handshake)

In this exercise, use a simple program (TELNET) to establish a TCP connection to a specified host. Essentially,
the following steps should be completed

1. Initialize.

2. Create socket

3. Connect socket

4. Send full packets of data

5. Close connection

Slow-Start and file transfer using TCP( Slow start is the TCP mechanism to initiate data flow across a
connection. It operates by

observing that the rate at which new packets should be injected into the network is the rate at which the
acknowledgments are returned by the other end)

File Transfer using UDP

Analysis the performance of vending machine protocol, a request/reply protocol, a Manchester encoding
protocol.

Analysis the performance of Hierarchical routing, random routing

Demonstrate the working of Huffman coding

Course outcomes (Course Skill Set):

At the end of the course the student will be able to:
e Demonstrate the working of Protocol in Network.
e  Analysis the File transfer protocol.
e Compare working of different routing algorithms.
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Assessment Details (both CIE and SEE)

The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam
(SEE) is 50%. The minimum passing mark for the CIE is 50% of the maximum marks. A
student shall be deemed to have satisfied the academic requirements and earned the credits
allotted to each course. The student has to secure not less than 40% of maximum marks in the
semester-end examination(SEE). In total of CIE and SEE student has to secure 50% maximum
marks of the course.

Continuous Internal Evaluation (CIE):

CIE marks for the practical course is 50 Marks.
The split-up of CIE marks for record/ journal and test are in the ratio 60:40.

e Each experiment to be evaluated for conduction with observation sheet and record write-
up. Rubrics for the evaluation of the journal/write-up for hardware/software experiments
designed by the faculty who is handling the laboratory session and is made known to
students at the beginning of the practical session.

e Record should contain all the specified experiments in the syllabus and each experiment
write-up will be evaluated for 10 marks.

e Total marks scored by the students are scaled downed to 30 marks (60% of maximum
marks).

e Weightage to be given for neatness and submission of record/write-up on time.

e Department shall conduct 02 tests for 100 marks, the first test shall be conducted after the
8th week of the semester and the second test shall be conducted after the 14t week of the
semester.

e In each test, test write-up, conduction of experiment, acceptable result, and procedural
knowledge will carry a weightage of 60% and the rest 40% for viva-voce.

e The suitable rubrics can be designed to evaluate each student’s performance and learning
ability.

e The average of 02 tests is scaled down to 20 marks (40% of the maximum marks).

The Sum of scaled-down marks scored in the report write-up/journal and average marks of
two tests is the total CIE marks scored by the student.

Semester End Evaluation (SEE):

SEE marks for the practical course is 50 Marks.

SEE shall be conducted jointly by the two examiners of the same institute, examiners are
appointed by the University.

All laboratory experiments are to be included for practical examination.

(Rubrics) Breakup of marks and the instructions printed on the cover page of the answer
script to be strictly adhered to by the examiners. OR based on the course requirement
evaluation rubrics shall be decided jointly by examiners.

Students can pick one question (experiment) from the questions lot prepared by the internal
/external examiners jointly.

Evaluation of test write-up/ conduction procedure and result/viva will be conducted jointly
by examiners.

General rubrics suggested for SEE are mentioned here, writeup-20%, Conduction procedure
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and result in -60%, Viva-voce 20% of maximum marks. SEE for practical shall be evaluated
for 100 marks and scored marks shall be scaled down to 50 marks (however, based on
course type, rubrics shall be decided by the examiners)

Change of experiment is allowed only once and 10% Marks allotted to the procedure part to
be made zero.
The duration of SEE is 03 hours

Suggested Learning Resources:
Books
1. UNIX Network Programming — Networking APIs: Sockets and XTI by W. Richard Stevens

2. Computer Networks: A Systems Approach — Network Simulation Experiments in OPNET by
L. Peterson and S. Davie
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