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 Specialization in Cyber Security 
 II SEMESTER 

Sl. 
No 

Course Course Code 

 
 

Course Title 

Teaching & Learning Scheme  Examination 

Credits 
  

 TW & 
SL  

Total Hours 
/Semester 

Duration 
in hours 

CIE 
Marks 

SEE 
Marks 

 

Total 
Marks 

L T P 

1 IPCC 1MSCR201 Vulnerability Analysis and Penetration Testing 42  28 50 120 03 50 50 100 4 

2 PCC 1MSCR202 Mobile and Wireless Security 42   48 90 03 50 50 100 3 

3 PCC 1MSCR203 Cyptosystems 42   48 90 03 50 50 100 3 

4 PCC 1MSCR204 Cyber Physical Systems Security 42   
 

48 
 

90 03 50 50 100 3 

5 PEC 1MXXX205x Professional Elective Course-III 42   48 90 03 50 50 100 3 

6 PEC 1MXXX206x Professional Elective Course-IV 42   48 90 03 50 50 100 3 

7 PCCL 1MSCRL207 Cryptosystems Lab   28 02 30 03 50 50 100 1 

8 PCC 1MSCRS208 Minor Project /Skill Development Project    60 60 03 50 50 100 2 

Total  400 400 800 22 
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      About the Ability /Skill Development Project. Please see the pages 10 and 11 
 

Professional Elective Courses (PECs) 
PEC-III  PEC-IV 

Code Title of the Course Code Title of the Course 

1MSCR205A Malware Analysis and Detection 1MSCR206A Threat Intelligence 

1MSFC205B Cyber Law 1MSCR206B Quantum Cryptography 

1MSFC205C Cloud Security and Forensics 1MSCR206C LLM and Agentic AI Security 

1MSCR205D Secure Coding 1MSCR206D Network and System Security  

 
 

 


