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Group 1
Sl. No. Course Code Course
1 16SFC15 Access Control and Identity Management Sys
2 16SCEL Advanced Digital Desic
3 16SCS24 Agile Technologie
4 16SCE154 / 16SCS244 | 16SFC2! Data Mining & Data Warehousil
16SIT23 / 16SSE241
5 16SCN33 Analysis of Computer Networ
6 16LNI31/16SIT15 Client Server Programmi
7 18SCS153/ 18SIT: Data Compressic
8 16SIT15: Information storage Managem
9 16LNI12/16SCN13/16SCS2t Information and Network Secur
10 16LNI22 / 16SCE2316SCN14 , Internet of Things
16SCS14 / 16SSE321
11 16LNI334 / 16SCN32 Network Routing Algorithr
12 16SFC32 Security Assessment and Verificat
13 16LNI23 / 16SCN33 Protocol Engineerir
14 16SCE24 Pattern Recognitic
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Group 2
SI. No. Course Code Course
1 16LNI23 / 16SCN33 Advanced Cryptograpt
2 16LNI243 / 16SCE323 / 16SCN241 / 16SCS | Advances in Storage Area Netw
/ 16SIT253 / 16SSE153
3 16SCE15] Computer Systems Performance Anal
4 16SCS1 Advances in Operating Systen
5 16SFC24 Biometric Securit
6 16LNI244 | 16SCE244 / 16SIT244 /| 16SCS | Cyber Security and Cyber I
7 16SFC1, Ethical Hackini
8 16SFC3 File System Forensic Analy.
9 16SE252 Information Retriev:
10 16LNI152 /16SCE322 / 16SCN: Multimedia Communication
11 16SFC1. Pragmatic of Information Secur
12 16SFC2 Preserving and Recovering Digital Evide
13 16SCE334/ 16SIT333/ 16SSE Object Oriented Software Engineer
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Group 3
SI. Nc. Course Code Course
1 16SCE15 Advances in Computer Architect
2 16SFC154 / 16SCS3 Application and Web Secur
3 16SCS25 Advances in Digital Image Process
4 16SCE3 ARM Processor
5 16LNI251 / 16SCE21/ 16SCN252 / 16SC¢ | Managing Big Dati
/ 16SFC331/ 16SIT31 / 16SSE322
6 16LNI153 / 16SCN24 Ethernet Technolog
7 16SCE25 Decision Support Syste
8 16SCE15/ 16SIT154 / 16SSE1! Distributed Operating Syste
9 16SFC32 Mobile Device Forensit
10 16LNI13 Network Programmir
11 16LNI21 Network Protocol Desig
12 16LNI11 Semantic Web and Social Netwc
13 16SIT321/ 16SSE3: Supply Chain Manageme
Group 4
Sl. No. Course Code Course
1 16SCS251/ 16SIT2! Advances in Computer Graph
2 16SCE252 / 16SCS13/ 16SIT14 / 16SSE Advances irData Base Management Sys
3 16SSE1 Advances in Software Testi
4 16LNI151 / 16SCE14 / 16SCN31/ 16SCS: | Cloud Computin
16SIT22 / 16SSE251
5 16SCE13/16SC15z Embedded Computing Systel
6 16SFC3 Cyber Crime and Cyber Forens
7 16SFC24 Cyber Laws and Ethic
8 16SCN323/16SFC2: Information Security Policies in Indus
9 16LNI154 /16SCN25 Network Manageme
10 16SCE243 /16SCS3 Natural Language Processing and 1
Mining
11 16LNI323/16SCN24/16SFC332 / 16SIT2: Mobile ApplicationDevelopmer
12 16SFC32 Security Architecture Desig
13 16LNI25Z Software Agent
14 16SCE33 Software Defined Networl
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Group 5
Sl. No. Course Code Course
1 16SCS22/16SSE2 Advanced Algorithm
2 16LNI321/16SCN12/ 16SCS1 Advances in Computer Networ
3 16SCS243/16SIT2! Business Intelligence and its Applicati
4 16SCE332 16SFC25: Database Secur
5 16LNI253 / 16SIT24 Bioinformatic:
6 16SCE25 Computer Visiol
7 16SFC253 / 16SIT12 / 16SSE22 / 16SC¢ Enterprise Application Programmi
8 16SCE22 / 16SCN152 / 16SCS Multi Core Architecture and Programmi
9 16LNI322 / 16SCE321 / 16SCN324 / 16SCS Machine Learning Techniqu
16SFC254 / 16SIT322 / 16SSE334
1C 16LNI333/16SCE331/ 16SCN1516SFC15 Cloud Security
11 16SFC2. Operating System Secut
12 16LNI332 / 16SCN153 /16SFC3 Social Network Analys
13 16SIT153/ 16SSE: Service Oriented Architectu
14 16SFC2. Secured Programmi
Group 6
Sl. No. Course Code Course
1 16LNI331/ 16SCE241 / 16SCN151 | Wireless Networks & Mobile Computir
16SCS323
2 16SCM24 Web Mining
3 16SCN333/ 16SIT3: Web Engineerin
4 16LNI324 /16SCE251 / 16SCN2 Wireless Sensor Networl
5 16SCN24 Switching & Statistical Multiplexing h
Telecommunications
6 16LNI242 / 16SIT21/ 16SSE1 Web Service:
7 16LNI241 / 16SCN2 Wireless Ad hoc Networl
8 16SFC32 Steganography and Digital Watermarl
9 16SSE2116SCS33 Software Project Planning & Managem
10 16SFC334 / 16SIT24316SSE24 Software Metrics & Quality Assurar
11 16SFC244 | 16SSE2 Trust Management in-commerc
12 16SSC2 Software Design Patter
13 16SCS252 / 16SIT323 / 16SSE; Trends in Atrtificial Intelligence and Soft Compuj
14 16SSE1 Soft Computin
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ACCESS CONTROL AND IDENTITY
01 16SFC15] Group-1 MANAGEMENT SYSTEM
Exam Hours:03 | Exam Marks:100
Module -1

Access control: Introduction, Attenuation of pragles, Trust and Assurance, Confinement problemyriBgec

design principles, Identity Management models, llodatwork, federal , global web identity, XNS appch
for global Web identity, Centralized enterprisedehentity Management.

Module -2

Elements of trust paradigms in computing, Thirdtypapproach to identity trust, Kerberos, Explidiird
party authentication paradigm, PKI approach tottegsablishment, Attribute certificates, Generalinesb of
trust models, Examples.

Module -3
Mandatory access control, comparing informatiorwfia BLP and BIBA models, Combining the BLP a
BIBA models, Chinese wall problem.

Module -4
Discretionary access control and Access matrix matidinitions, Safety problem, The take grant pobibn
model, Schematic protection model, SPM rules arstaijpns, Attenuating, Applications

Module -5

Role based access control, Hierarchical Accessr@lpiapping of a mandatory policy to RABC, Mappi
discretionary control to RBAC, RBAC flow analysiSgparation of Duty in RBAC, RBAC consisten
properties, The privileges perspective of sepamatfcduties, Functional specification for RBAC.

ng
cy

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
* The students will have to answer 5 full questi@adecting one full question from each module.

Text Books:
1. Messoud Benantar, “Access Control Systems: 8gcldentity
2. Management and Trust Models”, Springer, 2009.

Reference Books:
1. Elena Ferrari and M. Tamer A-zsu , “Access Qaritr Data Management

2. Systems”, Morgan & Claypool Publishers, 2010.
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02 16SCE12 Group-1 ADVANCED DIGITAL DESIGN
Exam Hours:03 | Exam Marks:100
Module -1

Introduction: Design methodology — An introductid@ technology options
Module -2

Logic Design with Verilog: Structural models ofrabinational logic; Logic simulation, Design ver#ition, and Test
methodology; Propagation delay; Truth-Table modélSombinational and sequential logic with Verilog.

Module -3

Logic Design with Behavioral Models: Behavioral deting; A brief look at data types for behaviorabaeling;
Boolean-Equation — Based behavioral models of coatliinal logic; Propagation delay and continuousgasnents;
Latches and Level — Sensitive circuits in Veril@yclic behavioral models of Flip-Flops and Latch@gglic behavior
and edge detection; A comparison of styles for bieial modeling; Behavioral models of multiplexeesicoders, and
decoders; Dataflow models of a Linear- Feedback Seigister; Modeling digital machines with repettalgorithms;
Machines with multi-cycle operations; Design docatadon with functions and tasks; Algorithmic statechine
charts for behavioral modeling; ASMD charts; Beloaali models of counters, shift registers and regiites; Switch
debounce, meta-stability and synchronizers for esypnous signals; Design example

Module -4
Synthesis of Combinational and Sequential Logmtroduction to synthesis; Synthesis of combinatioogic;
Synthesis of sequential logic with latches; Synthe$ three-state devices and bus interfaces; ®giglof sequentia
logic with flip-flops; Synthesis of explicit stateachines; Registered logic; State encoding; Syigl@amplicit state
machines, registers and counters; Resets; Syntbhégiated clocks and clock enables; Anticipating tlesults of
synthesis; Synthesis of loops; Design traps todgudivide and conquer: Partitioning a design.

Module -5
Programmable Logic and Storage Devices: Progrartetedic devices; storage devices; PLA; PAL; Prognaability
of PLDs; CPLDs; FPGAs; Verlog-Based design flowsF®GAs; Synthesis with FPGAs.

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covealighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. Michael D. Celetti: Advanced Digital Design withe Verilog HDL, PHI, 2013

Reference Books:
1. Peterd. Asheden: Degital Desigh —An EmbeddeteBysApproach Using VERILOG, ELSEVIER 2013.
2. Stephen Brown, Zvonko Vranesic: FundamentaBBigital Logic with Verilog Design, Tata Mc-Graw H2009.
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03 | 16SCS242 Group-1 AGILE TECHNOLOGIES
Exam Hours:03 | Exam Marks:100
Module -1

Why Agile?: Understanding Success, Beyond Deadlines, The liapoetof Organizational Success, Enter Agilitpw
to Be Agile?:Agile Methods, Don’t Make Your Own Method, The RdadMastery, Find a Mentor

Module -2
Understanding XP: The XP Lifecycle, The XP Team, XP Concepislopting XP: Is XP Right for Us?, Go!, Asses
Your Agility

Module -3

Practicing XP: Thinking: Pair Programming, Energized Work, Informative Waikse, Root-Cause Analysi
RetrospectivesCollaborating: Trust, Sit Together, Real Customer Involvement, quibus Language, Stand-U
Meetings, Coding Standards, Iteration Demo, RepgriReleasing‘Done Done”, No Bugs, Version Control, Te
Minute Build, Continuous Integration, Collective @» Ownership, DocumentatiofRlanning: Vision, Release
Planning, The Planning Game, Risk Management, titeraPlanning, Slack, Stories, Estimatin@eveloping:
Incremental requirements, Customer Tests, TestredrDevelopment, Refactoring, Simple Design ,In@etal Design
and Architecture, Spike Solutions, Performancdr@pation, Exploratory Testing

Module -4
Mastering Agility: Values and Principles: Commonalities, About Values, Principles, and Pcastj Further Reading
Improve the Process:Understand Your Project, Tune and Adapt, BreakRhes,Rely on People Build Effective
Relationships, Let the Right People Do the Righingk, Build the Process for the Peopiminate Waste Work in
Small, Reversible Steps, Fail Fast, Maximize Wodt None, Pursue Throughput

Module -5
Deliver Value: Exploit Your Agility, Only Releasable Code Has VaJDeliver Business Results, Deliver Frequen
Seek Technical ExcellenceSoftware Doesn’t Exist, Design Is for Understandibgsign Trade-offs, Quality with
Name, Great Design, Universal Design Principlesydjles in Practice, Pursue Mastery

tly,
a

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. The Art of Agile Development(Pragmatic guide to agile software developmenthekashore, Chromatic, O'Reil
Media, Shroff Publishers & Distributor2007

Reference Books:
1. Agile Software Development, Principles, Patteemsl Practices, Robert C. Martin, Prentice Hait;eldition, 2002

2. Agile and Iterative Development A Manger’s Guideraig Larman Pearson Education, First Editiowia, 2004
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04 | 16SCS244 Group-1 DATA MINING & DATA WAREHOUSING

Exam Hours:03 | Exam Marks:100

Module -1 Introduction and Data Preprocessing :Why data rginivhat is data mining, What kinds of data can| be
mined, What kinds of patterns can be mined, Whiebhhologies Are used, Which kinds of Applications targeted
Major issues in data mining .Data Preprocessing.osarview, Data cleaning, Data integration, Datdution, Datal
transformation and data discretization.

Module -2 Data warehousing and online analytical processibata warehousing: Basic concepts, Data warehpuse
modeling: Data cube and OLAP, Data warehouse desidrusage, Data warehouse implementation, Datxrgéegation
by attribute-oriented induction,

Module -3
Classification: Basic Concepts: Basic Concepts,iddat tree induction, Bays Classification MethoRs)je-Based
classification, Model evaluation and selection, Airéques to improve classification accuracy

Module -4 Cluster Analysis: Basic concepts and methods: €iushalysis, Partitioning methods, Hierarchical hals,
Density-based methods, Grid-Based Methods, Evaloati clustering.

Module -5 Data mining trends and research frontiers: Miniomplex data types, other methodologies of datangini
Data mining applications, Data Mining and society.

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
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» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. Jiawei Han, Micheline Kamber, Jian Pei: DataikiinConcepts and Techniques, ELSEVIER(MK) 3rd edit2012.

ANALYSIS OF COMPUTER
05 16SCN331 Group-1 NETWORKS
Exam Hours:03 | Exam Marks:100
Module -1

Introduction: Two examples of analysis: Efficient transport otket voice calls, Achievable throughput in an inp|
gueuing packet switch; the importance of quantieathodeling in the Engineering of Telecommunigatietworks.

Module -2
Multiplexing: Network performance and source characterizatiomeaBt sessions in a packet network: De
guarantees; Elastic transfers in a packet netwRakket multiplexing over Wireless networks.

Module -3
Stream SessionsDeterministic Network Analysis: Events and procssse packet multiplexer models: Univers
concepts; Deterministic traffic models and Netw@klculus; Scheduling; Application to a packet voeeample;
Connection setup: The RSVP approach; Schedulingifaged).

lay

al

Module -4
Stream Sessions:Stochastic Analysis: Deterministic analysis canldyibose bounds; Stochastic traffic mode
Additional notation; Performance measures; Littlysorem, Brumelle’s theorem, and applications;tidldxer analysis
with stationary and ergodic traffic; The effectisandwidth approach for admission control; Applioatio the packe
voice example; Stochastic analysis with shapedéi¢raflultihop networks; Long-Range- Dependent tiaff

Is;

Module -5

Adaptive Bandwidth Sharing for Elastic Traffic: Elastic transfers in a Network; Network parametard performance

objectives; sharing a single link; Rate-Based GanwVindow-Based Control: General Principles; TARe Internet’s|
Adaptive Window Protocol; Bandwidth sharing in atiMerk.

D

Question paper pattern:
e The question paper will have ten questions.

» Each full question consists of 20 marks.
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» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
»  The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. AnuragKumar, D.Manjunath, Joy Kuri:Communicati@iworking An AnalyticalApproach, Elsevier,2004.

Reference Books:
1. M. Schwartz: Broadband Integrated Networks, #rerHall PTR, 1996.

2. J. Walrand, P. Varaiya: High PerformanceComnatiia Networks, 2nd Edition, Morgan Kaufmann,1999

06 16LN131 Group-1 CLIENT SERVER PROGRAMMING

Exam Hours:03 | Exam Marks:100

Module -1 The Client Server Model and Software Designintroduction, Motivation, Terminology and Concep
Concurrent Processing in Client-Server softwareintroduction, Concurrency in Networks, ConcurremeyServers,
Terminology and Concepts, An example of ConcurRmcess Creation, Executing New Code, Context imigcand
Protocol Software Design, Concurrency and Asyncbusri/O.Program Interface to Protocols: Introduction, Loosely
Specified Protocol Software Interface, Interfacend¢tionality, Conceptual Interface Specificationst@yn Calls, Two
Basic Approaches to Network Communication, The 844D Functions available in UNIX, Using UNIX /O itk
TCP/IP.

ts.

Module -2 The Socket Interface: Introduction, Berkley Sockets, Specifying a Prototaterface, The Socke
Abstraction, Specifying an End Point Address, A &&nAddress Structure, Major System Calls usedh Bibckets,
Utility Routines for Integer Conversion, Using SetkCalls in a Program, Symbolic Constants for SbdRell
ParametersAlgorithms and Issues in Client Software Designintroduction, Learning Algorithms instead of Desai
Client Architecture, Identifying the Location ofServer, Parsing an Address Argument, Looking upoen&in Name,
Looking up a well-known Port by Name, Port Numbansl Network Byte Order, Looking up a Protocol byniég The
TCP Client Algorithm, Allocating a Socket, ChoosiagLocal Protocol Port Number, A fundamental Proble
choosing a Local IP Address, Connecting a TCP Sdoka Server, Communicating with the Server udiGg, Reading
a response from a TCP Connection, Closing a TCPné&aion, Programming a UDP Client, Connected
Unconnected UDP Socket, Using Connect with UDP, @amicating with a Server using UDP, Closing a ®0¢hat
uses UDP, Partial Close for UDP, A Warning aboutPfUlnreliability.

—

and

Module -3 Example Client Software:Introduction, The Importance of Small Examples, iridDetails, An Example
Procedure Library for Client Programs, Implemewtatbf Connect TCP, Implementation of Connect UDRRrAcedure
that Forms Connections, Using the Example Librdiye DAYTIME Service, Implementation of a TCP Cliefotr
DAYTIME, Reading from a TCP Connection, The Timensee, Accessing the TIME Service, Accurate Timesl

Network Delays, A UDP Client for the TIME ServicEhe ECHO Service, A TCP Client for the ECHO SeryikdJDP
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Client for the ECHO Service.

Module -4 Algorithms and Issues in Server Software Designintroduction, The Conceptual Server Algorithm,

Concurrent Vs lterative Servers, Connection-Orignds Connectionless Access, Connection-Orientedvesgr
Connectionless Servers, Failure, Reliability andte&léssness, Optimizing Stateless Servers, Fouic Bagpes of
Servers, Request Processing Time, Iterative SeXlgarithms, An lIterative Connection-Oriented Sen/dgorithm,
Binding to a Well Known Address using INADDR_ANY|aeing the Socket in Passive Mode, Accepting Cotioes
and using them. An lIterative Connectionless SeAlgorithm, Forming a Reply Address in a Connectessl Server
Concurrent Server Algorithms, Master and Slave &ses, A Concurrent Connectionless Server Algoritim
concurrent Connection-Oriented Server Algorithmingsseparate Programs as Slaves, Apparent Concyriesing a
Single Process, When to use each Server Types, lifmortant Problem of Server Deadlock, Alternat
Implementations.

Module -5 Iterative, Connectionless Servers (UDP)Introduction, Creating a Passive Socket, Processtate, An
example TIME Servelterative, Connection-Oriented Servers (TCP):Introduction, Allocating a Passive TCP Sock
A Server for the DAYTIME Service, Process Structufen Example DAYTIME Server, Closing Connectior
Connection Termination and Server Vulnerabili@oncurrent, Connection-Oriented Servers (TCP):Introduction,
Concurrent ECHO, lterative Vs Concurrent Implem#ates, Process Structure, An example Concurrent @Qdrver,
Cleaning up Errant Processes.

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. Douglas E.Comer, David L. Stevens: Internetwagkivith TCP/IP — Vol. 3, Client-Server Programmiagd
Applications, BSD Socket Version with ANSI C, 2ndifion, Pearson, 2001.

07 16SCS153 Group-1 DATA COMPRESSION
Exam Hours:03 | Exam Marks:100
Module -1

Introduction : Compression techniques, modeling and coding madkieal preliminaries for lossless compression} A
brief introduction to information theory, modelgding, algorithmic information theory, minimum degtion length
principle.

Module -2

Huffman Coding: The Huffman coding algorithm, non binary Huffmesdes, adaptive Huffman coding, golomb codes,
rice codes, Tunstall codes, application of Huffroading.

Module -3

Lossless Image Compressiorintroduction, CALIC, JPEG-LS, multi resolution@paches, facsimile encoding, MRC-
T.44. Mathematical Preliminaries For Lossy Coding Introduction, distortion criteria, informationdbry revisited,
rate distortion theory, models

Module -4

Wavelet Based Compressianintroduction, wavelets, multi resolution analysisd scaling function, implementation
using filters, image compression, embedded zem ¢arler, set partitioning in hierarchical treesEGPzero.Audio
Coding: Introduction , MPEG coding, MPEG advanced audidicg, Dolby AC3(DOLBY DIGITAL) other standards
Module -5

Video Compression Introduction, motion compensation, video sigrgpresentation, ITU-T recommendation H.261,
model based coding, asymmetric applications, TheEGH video standard, The MPEG-2 video standard,-TTU
recommendation H.263, ITU-T recommendation H.264H®-4 part 1.0 advanced video coding, MPEG-4 part 2

packet video, ATM networks.

Question paper pattern:
e The question paper will have ten questions.

» Each full question consists of 20 marks.
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» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. Introduction to data compression 4th editionakthsayoodElsevier. Reprinted 2014.

Reference Books:
1. Data compression, The complete reference. 4tioedDavid Salomon. Springer Year 2014.
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08 16SIT152 Group-1 INFORMATION STORAGE MANAGEMENT
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to Information Storage: Information Storage, Evolution of Storage Architeet Data cente
Infrastructure, Virtualization and cloud computirigata Center Environment: Application, Database Manageme
System(DBMS), Host(compute), Connectivity, Stordgisk Drive Components, Disk Drive Performance, Hascess
to Data, Direct-Attached Storage, Storage DesigseBaOn Application, Disk Native Command Queuingrdduction
to Flash Drives, Concept in Practice: VMware EXata Protection: RAID: RAID Implementation Methods, RAIL
Array Components, RAID Techniques, RAID Levels, BAImpact on Disk Performance, RAID Comparison,
Spares.

r
nt

D
Hot

Module -2

Intelligent Storage SystemsComponents of an Intelligent Storage System, SeoR@visioning, Types of intelliger
Storage Systems, Concepts in Practice: EMC Symxnatrd VNX. Fiber Channel Storage Area Networks:Fiber
Channel: Overview, The SAN and Its Evolution, Comgats of FC SAN, FC Connectivity, Switched FabrimrtB,
Fiber Channel Architecture, fabric Services, SwettHabric Login Types, Zoning, FC SAN Topologiesitialization
in SAN, Concepts in Practice: EMC Connectrix and@EMPLEX.IP SAN and FcoE:iSCSI, FCIP, FcoE.

—

Module -3

Network-Attached Storage:General-purpose Servers versus NAS Devices, berd#fNlAS, File Systems and netwo
File Sharing. Components of NAS, NAS /O OperatidiAS Implementations, NAS File-Sharing Protocoksgtbrs
Affecting NAS Performance, File-Level Virtualizatip Concepts in Practice: EMC lIsilon and EMC VNX eyaay.
Object-Based and unified Storage:Object-Based Storage Devices, Content-Addressedagip CAS use Case
unified Storage, Concepts in Practice: EMC atomB|CEVNX, and EMC centeralntroduction to Business
Continuity. Information Availability, BC Terminology, BC Plarmmg life Cycle, failure Analysis, Business Impg
Analysis, BC Technology solutions.

Module -4

Backup and Archive : Backup Purpose, Backup Considerations, Backup GaetylRecovery Considerations, Back
Methods, Backup Architecture, Backup and Restorer&tjpn, Backup Topologies, Backup in NAS Environise
Backup Targets, Data Deduplication for Backup, Bgcin Virtualized Environments, Data Archive ,Areinig Solution
Architecture, Concepts in Practice :EMC NetworkEMC Avamar, and EMC Data domaihocal Replication:
Replication Terminology, Uses of Local Replicas,piR® Consistency, Local Replication Technologigsacking
Changes to Source and Replica, Restore and R€Xtagiderations, Creating Multiple Replicas, Loca&pRcation in

Virtualized Environment, Concepts in Practice: ENlitheFinder.Remote Replication:Modes of Remote Replication,

Remote Replication Technologies, Three-Site RefilinaData Migration Solutions, Remote Replicatamd Migration
in a Virtualized Environment, Concepts in Practi&VC SRDF, EMC MirrorView, and EMC RecoverPoint.

Module -5 Securing the Storage Infrastructure: Information Security Framework, Risk Triad, Stora8ecurity
Domains, Security implementations in Storage Nekigy, Securing Storage Infrastructure in Virtuatizend Cloud
Environments, Concepts in practice: RSA and VMwa&ezurity ProductsManaging the Storage Infrastructure:
Monitoring the Storage Infrastructure, Storagedsfructure Management Activities, Storage Infragtme Managemen
Challenges, Developing an ldea Solution, Infornratigfecycle Management, Storage Tiering, Concept®iactice:
EMC Infrastructure.

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. EMC2 : Information Storage and Management, Wiliedia 2013.

Reference Books:

1. EMC Corporation, Information Storage and ManagetmWiley, India. ISBN-13: 978-8126537501, AugRet. 2.
2. Robert Spalding, “Storage Networks: The CompReéerence”, Tata McGraw Hill , Osborne, 2003.

3. Marc Farley, “Building Storage Networks”, Tatac@®raw Hill ,Osborne, 2001.

4. Additional resource material on www.emc.com/tese-library/resource-library.esp




Visvesvaraya Technological University, Belagavi.
PhD Coursework Courses — 2018 (Computer Science aishgineering)
As per 2017 Regulation

0g | 1OLNHZAOSCNIS | Group-1 | INFORMATION AND NETWORK SECURITY
Exam Hours:03 | Exam Marks:100
Module -1

Classical Encryption TechniquesSymmetric Cipher Model, Cryptography, Cryptanalyaisd Brute-Force Attack
Substitution Techniques, Caesar Cipher, Mono-alpti@lCipher, Playfair Cipher, Hill Cipher, Poly &kbetic Cipher
One Time PadBlock Ciphers and the data encryption standard:Traditional block Cipher structure, stream Ciph
and block Ciphers, Motivation for the feistel Ciptstructure, the feistel Cipher, The data encrypttandard, DES
encryption, DES decryption, A DES example, resutis,avalanche effect, the strength of DES, theoli$é-Bit Keys,
the nature of the DES algorithm, timing attacksyd&l cipher design principles, number of roundsjgfesf function F,
key schedule algorithm.

ers
]

Module -2

Public-Key Cryptography and RSA: Principles of public-key cryptosystems. Public-keyptosystems. Application
for public-key cryptosystems, requirements for putkky cryptosystems. Public-key cryptanalysis. R&®A algorithm,
description of the algorithm, computational aspetiie security of RSAOther Public-Key Cryptosystems: Diffie-

hellman key exchange, The algorithm, key exchangeopols, man in the middle attack, Elgamal Crypapdpic
systems, Elliptic curve arithmetic, abelian groueliptic curves over real numbers, elliptic cun@ger Zp, elliptic
curves overGF(2m), Elliptic curve cryptography, fotpof Diffie-hellman key exchange, Elliptic cunancryption/
decryption, security of Elliptic curve cryptograptiseudorandom number generation based on an assmuoipher,
PRNG based on RSA.

[2)

Module -3

Key Management and Distribution: Symmetric key distribution using Symmetric encrgpti A key distribution
scenario, Hierarchical key control, session kegtilifie, a transparent key control scheme, Decenticglkey control
controlling key usage, Symmetric key distributiosing asymmetric encryption, simple secret key iistion, secret
key distribution with confidentiality and autheraion, A hybrid scheme, distribution of public keypublic
announcement of public keys, publicly availableediory, public key authority, public keys certifiea, X-509
certificates. Certificates, X-509 version 3, pulkey infrastructureUser Authentication: Remote user Authenticatio
principles, Mutual Authentication, one way Autheation, remote user Authentication using Symmegncryption,
Mutual Authentication, one way Authentication, Kerbs, Motivation , Kerberos version 4, Kerberossiar 5, Remote
user Authentication using Asymmetric encryption,tival Authentication, one way Authentication, feated identity
management, identity management, identity fedamapiersonal identity verification.

>

Module -4

Wireless network security: Wireless security, Wireless network threats, Weel@etwork measures, mobile dev
security, security threats, mobile device secusitytegy, IEEE 802.11 Wireless LAN overview, the-Niialliance,
IEEE 802 protocol architecture. Security, IEEE 802.services, IEEE 802.11i phases of operatiomodisry phase
Authentication phase, key management phase, pedtetdta transfer phase, the IEEE 802.11i pseudonaridnction.
Web Security Considerations:Web Security Threats, Web Traffic Security Appraeeisecure Sockets Layer: SSL
Architecture, SSL Record Protocol, Change CiphegcSprotocol, Alert Protocol, and shake Protocolyp@rgraphic
ComputationsTransport Layer Security: Version Number, Message Authentication Code, Psamdom Functions
Alert Codes, Cipher Suites, Client Certificate TypeCertificate Verify and Finished Messages, Crgpaphic
Computations, and Padding TTPS Connection Initiation, Connection Closurg@ecure Shell(SSH)Transport Layer
Protocol, User Authentication Protocol, Connectsntocol

Module -5

Electronic Mail Security: Pretty good privacy, notation, operational; deswip S/MIME, RFC5322, Multipurpos
internet mail extensions, S/IMIME functionality, SIE messages, S/IMIME certificate processing, enbdrsecurity,
services, Domain keys identified mail, internet lnaachitecture, E-Mail threats, DKIM strategy, DKIfnctional flow.
IP Security: IP Security overview, applications of IPsec, betsedf IPsec, Routing applications, IPsec documéRtsec
services, transport and tunnel modes, IP Secualigyy Security associations, Security associatidatabase, Securit
policy database, IP traffic processing, Encapsujatsecurity payload, ESP format, encryption anchemtication
algorithms, Padding, Anti replay service, transpart tunnel modes, combining security associatianthentication
plus confidentiality, basic combinations of segumissociations, internet key exchange, key detetioims protocol,
header and payload formats, cryptographic suits.

D

Question paper pattern:

» The question paper will have ten questions.
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» Each full question consists of 20 marks.

*  There will be 2 full questions (with a maximum off sub questions) from each module.

» Each full question will have sub questions coveaiighe topics under a module.

» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. William Stallings, Cryptography and Network Setyy Pearson 6th edition.

Reference Books:
1. V K Pachghare: Cryptography and Information $iégu
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10 | 16SCS14 Group-1 INTERNET OF THINGS

Exam Hours:03 | Exam Marks:100

Module -1 What is The Internet of Things? Overview and Mdiimas, Examples of Apllications, IPV6 Role, Areds
Development and Standardization, Scope of the Rtdgeestigation.Internet of Things Definitions afndmeworks-loT
Definitions, 10T Frameworks, Basic Nodal Capalsiiti Internet of Things Apjplication Examples- Ovew, Smart
Metering/Advanced Metering Infrastructure-HealthdBoArea Networks, City Automation, Automotive Apgditions,
Home Automation, Smart Cards, Tracking, Over-Thef2assive Surveillance/Ring of Steel, Control Apation
Examples, Myriad Other Applications.

Module -2 Fundamental 10T Mechanism and Key Technologiestlfiestion of 10T Object and Services, Structu
Aspects of the 10T, Key loT Technologies. EvolvilgJl Standards- Overview and Approaches,|ETF IPVéatRg
Protocol for RPL Roll, Constrained Application Rrool,Representational State Transfer, ETSI M2M,d@eneration

Partnership Project Service Requirements for Maefiiype Communications, CENELEC, IETF IPv6 Over Lower
WPAN, Zigbee IP(ZIP),IPSO

al

Module -3

Layer ¥ Connectivity: Wireless Technologies for tlod-WPAN Technologies for loT/M2M, Cellular and Mite
Network Technologies for 10T/M2M,Layer 3ConnectwitiPv6 Technologies for the loT:Overview and Mations.
Address Capabilities,IPv6 Protocol Overview, IPunfieling, IPsec in IPv6,Header Compression Sch&poedity of
Service in IPv6, Migration Strategies to IPv6.

Module -4 Case Studies illustrating 10T Design-Introductidtigme Automation, Cities, Environment, Agricultur
Productivity Applications.

Module -5 Data Analytics for 10T — Introduction, Apache HagodJsing Hadoop MapReduce for Batch Data Analy
Apache Oozie, Apache Spark, Apache Storm, UsingcApaStorm for Real-time Data Analysis, Structuraatth
Monitoring Case Study.

SIS,

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:

1. Daniel Minoli, "Building the Internet of Thingsith IPv6 and MIPv6:The Evolving World of M2M
communications”, Wiley, 2013.

2. Arshdeep Bahga, Vijay Madisetti, "Internet ofifigis: A Hands on Approach” Universities Press., 52201

Reference Books:
1. Michael Miller,” The Internet of Things”, Fir&dition, Pearson, 2015.

2. Claire Rowland,Elizabeth Goodman et.al.,” DegigrConnected Products”, First Edition,O’'Reilly,18)
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11 16SCN322 Group-1 NETWORK ROUTING ALGORITHMS
Exam Hours:03 | Exam Marks:100
Module -1

NETWORK ROUTING: BASICS AND FOUNDATIONS: Networking and Network Routing: An Introduction:
Addressing and Internet Service: An Overview, NetwBouting: An Overview, IP Addressing, On Archit@es,
Service Architecture, Protocol Stack ArchitectuRguter Architecture, Network Topology Architecturdetwork
Management Architecture, Public Switched TelephNe&vork, Communication Technologies, Standards Cittees,
Last Two Bits.

Routing Algorithms: Shortest Path and Widest Path:Bellman—Ford Algorithm and the Distance Vector Aggh,
Dijkstra’s Algorithm, Comparison of the Bellman—Eohlgorithm and Dijkstra’s Algorithm, Shortest Paflomputation
with Candidate Path Caching, Widest Path Computatiith Candidate Path Caching, Widest Path Algamittk-
Shortest Paths Algorithm

Routing Protocols: Framework and Principles: Routing Protocol, Routing Algorithm, and Routingble Routing
Information Representation and Protocol Messagesaice Vector Routing Protocol, Link State Routirgtocol, Path
Vector Routing Protocol, Link Cost

Module -2

ROUTING IN IP NETWORKS: IP Routing and Distance Vector Protocol Family : Routers, Networks, and Routin
Information: Some Basics, Static Routes, Routinfprination Protocol, Version 1 (RIPv1), Routing Infaation
Protocol, Version 2 (RIPv2), Interior Gateway RaogtiProtocol (IGRP), Enhanced Interior Gateway RaufProtocol
(EIGRP), Route Redistribution

OSPF and Integrated 1S-IS From a Protocol Family to aninstanceof a Proto@BPF: Protocol Features, OS
Packet Format, Examples of Router LSAs and Netw@&AKs, Integrated I1S-1S, Similarities and Differeadgetween IS
IS and OSPF

Internet Routing Architectures: Internet Routing Evolution, Addressing and Routindjustrations, Curren
Architectural View of the Internet, Allocation o IPrefixes and AS Number, Policy-Based Routingnfai Presence|
Traffic Engineering Implications, Internet Routihgstability

Module -3
Router Architectures: Functions of a Router, Types of Routers, ElemehtsRouter, Packet Flow, Packet Process

Fast Path versus Slow Path, Router ArchitecturRegddress Lookup Algorithms: Impact of Addressing on Lookup,

Longest Prefix Matching, Naive Algorithms, Binargids, Multibit Tries, Compressing Multibit Triese&ch by Length
Algorithms, Search by Value Approaches, Hardwamgo#ithms, Comparing Different ApproachéB.Packet Filtering

and Classification: Importance of Packet Classification, Packet Clasgibn Problem, Packet Classificati
Algorithms, Naive Solutions, Two-Dimensional Sobuts, Approaches ford Dimensions, Extending Two-Disienal

Solutions, Divide and Conquer Approaches, TuplecBpapproaches, Decision Tree Approaches, Hardwas=

Solutions.

ng:

N

Module -4
ADVANCED ROUTING PROTOCOLS FOR WIRELESS NETWORKS: Wireless networking basic aspects, Ba
routing concepts, AD hoc routing, Mesh routing, Meltar routing, Sensor routing

sic

Module -5

TOWARD NEXT GENERATION ROUTING: Quality of Service Routing: QoS Attributes, Adapting Shortest P3
and Widest Path Routing: A Basic Framework, Updakrequency, Information Inaccuracy, and ImpactRauting,
Lessons from Dynamic Call Routing in the Telephdletwork, Heterogeneous Service, Single-Link Caséekeral
Framework for Source-Based QoS Routing with Patth@®g, Routing Protocols for QoS RoutiMPLS and GMPLS:
Traffic Engineering Extension to Routing Protocdiyltiprotocol Label Switching, Generalized MPLS PUS Virtual
Private NetworksRouting and Traffic Engineering with MPLS: Traffic Engineering of IP/MPLS Networks, VP
Traffic Engineering, Routing/Traffic EngineeringrfVoice Over MPLSVoIP Routing: Interoperability through IP
and PSTN :PSTN Call Routing Using the Internet, PSTN Call Rogt Managed IP Approach, IP-PSTN Interworki
for VoIP, IP Multimedia Subsystem, Multiple Hetessgeous Providers Environment and All-IP Environment/olP
Services.

Question paper pattern:
» The question paper will have ten questions.
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» Each full question consists of 20 marks.

*  There will be 2 full questions (with a maximum off sub questions) from each module.

» Each full question will have sub questions coveaiighe topics under a module.

» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:

1. Deepankar Medhiand Karthikeyan Ramasamy, “NeivwRwuting: Algorithms, Protocols, and Architectsite(The
Morgan Kaufmann Series in Networking ), Elseviar 2007

2. Miguel Elias M. Campista and Marcelo G. RubiimstéAdvanced Routing Protocols for Wireless NetksS, John
Wiley & Sons, Inc, © ISTE Ltd 2014

Reference Books:

1. William Stallings, “High speed networks and kmets Performance and Quality of Service”, 2nd iBdjtPearsor
Education Asia. Reprint India 2002.

2. M. Steen Strub, “Routing in Communication nete/oPrentice —Hall International, Newyork, 1995.

3. James D. McCabe, “Network Analysis, Architecfuned Design”, 3rd Edition, 2007 Elsevier Inc.
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12 16SFC324 Group-1 SECURITY ASSESSMENT AND VERIFICATION
Exam Hours:03 | Exam Marks:100
Module -1

Evolution of information security: information assesecurity standards, organizational impactsyritgccertifications,
elements of information security program, needsfrurity assessment, security assessment process.

Module -2
Security assessment planning: Business driverspesatefinition, consultant’s perspective, Client'srgpective,
Development of project plan. Initial informationtaring, Initial preparation, analysis of gathemgf@drmation.

Module -3
Business process evaluation, Technology evaluaR@k analysis, Risk mitigation.

Module -4
Security Risk assessment project management, 8edsk assessment approaches and methods.

Module -5
Information security standards, Information segukieégislation, Formal security verification, Sedyrverification with
SSL.

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
»  The students will have to answer 5 full questi@atecting one full question from each module.

Text Books
1. Sudhanshu Kairab, A practical guide to seca#tyessments, CRC press, 2005.
2. Douglas J. Landoll, A Security risk assessmeardtbook, Auerbach publications, 2006.

Reference Books:

1. Michael E. Whitman, Herbert J. Mattord, Prinefpbf Information Security, 2nd Edition, Cengagarning Pub.

2. Thomas R Peltier,Justin Peltier and John BlacKigormation Security Fundamentals”,2nd EditidPrentice Hall,
1996
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13 16SCN332 Group-1 PROTOCOL ENGINEERING
Exam Hours:03 | Exam Marks:100
Module -1

Introduction: Communication Model, Communicatiorftéare, Communication Subsystems, Communicationtoeod,
Communication Protocol Development Methods, Prdt&tgineering Process. Layered Architecture, Nekw®ervices
and Interfaces, Protocol Function, OSI Model, TE@PArotocol Suite, Application Protocols, Protocple&ification:
Components of Protocol to be Specified, Commuroca8ervice Specification, Protocol Entity Specifica, Interface
Specifications, Multimedia Protocol Specificatiofrsternet Protocol Specifications: Examples

Module -2
SDL: Examples of SDL Based Protocol Specificatibrisoduction to Other Protocol
Specification Languages.

Module -3

Protocol Verification/Validation: Protocol Verifitian, Verification of a Protocol Using Finite Sta#achines, Protoco
Validation, Protocol Design Errors, Protocol Valida Approaches, and SDL based Protocol VerifiggtiSDL based
Protocol Validation

Module -4

Protocol Conformance Testing: Conformance Testanformance Testing Methodology and Framework, @onénce
Test Architectures, Test Sequence Generation MsethBistributed Architecture by Local Methods, Canfiance
Testing with TTCN, Conformance Testing in Systenithemi-controllable Interfaces, Conformance Testf RIP,
Multimedia Applications Testing, SDL Based Tools fdonformance Testing, SDL Based Conformance Tgstin
MPLS.

Module -5

Protocol Synthesis:Protocol Synthesis, InteractByathesis Algorithm, Automatic Synthesis Algorithrutomatic
Synthesis of SDL from MSC, Protocol Re-synthesigot®tol Implementation: Requirements of Proto
Implementation, Object based approach to Protoogbldmentation, Protocol Compilers, and Tools footétol
Engineering.

col

Question paper pattern:
e The question paper will have ten questions.
e Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. Venkataram & Manvi, Pallapa Venkataram Sunilku@®aManvi, “Communication Protocol
Engineering”, PHI Learning Pvt. Ltd., 2004.

Reference Books:
1. Miroslav Popovic, “Communication Protocol Engenieg”, CRC Press, 2006.
2. Konig, Hartmut, “Protocol Engineering”, Spring2012.
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14 | 16SCE242 Group-1 PATTERN RECOGNITION

Exam Hours:03 | Exam Marks:100

Module -1 Introduction: Definition of PR, Applications, Datts for PR, Different paradigms for PR, Introductio
probability, events, random variables, Joint disttions and densities, moments. Estimation mininmisk estimators
problems

Module -2 Representation: Data structures for PR, Representaf clusters, proximity measures, size of paser
Abstraction of Data set, Feature extraction, Feasatection, Evaluation

Module -3 Nearest Neighbor based classifiers & Bayes classiflearest neighbor algorithm,
variants of NN algorithms, use of NN for transactitatabases, efficient algorithms, Data reductoototype selection),
Bayes theorem, minimum error rate classifier, egtiom of probabilities, estimation of probabilitieomparison with
NNC, Naive Bayes classifier, Bayessian belief nekwo

Module -4 Naive Bayes classifier, Bayessian belief networ&giBion Trees: Introduction, DT for PR, Constructiaf
DT, Splitting at the nodes, Over fitting & Prunirigxamples , Hidden Markov models: Markov modelsdiassification,
Hidden Markov models and classification using HMM

Module -5 Clustering: Hierarchical (Agglomerative, single/quete/average linkage, wards, Partitional (Forgis
means, Isodata), clustering large data sets, exanfth application: Handwritten Digit recognition

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:

1. Pattern Recognition ( An Introduction) , V SuslaeDevi, M Narsimha Murthy, 2011 Universities R,dSBN 978-
81-7371-725-3

2. Pattern Recognition & Image Analysis, Earl Gd®iehard Johnsonbaugh, Steve Jost. PH ISBN-81-283-D, 1996.

Reference Books:
1. Duda R. O., P.E. Hart, D.G. Stork., Pattern sifamtion, John Wiley and sons, 2000.
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01 16LNI23 / 16SCN332 Group-2 | ADVANCED CRYPTOGRAPHY
Exam Hours:03 | Exam Marks:100
Module -1

OSiI security architecture: Classical encryptiorntegues, Cipher principles, Data encryption stagidBfock
cipher design principles and modes of operatiorgli&ation criteria for AES, AES cipher, Triple DE
Placement of encryption function, Traffic confidatity.

Module -2
Key management: Diffie Hellman key exchange, Bllipurve architecture and cryptography, Introductio
number theory, Confidentiality using symmetric g/qtion, Public key cryptography and RSA.

Module -3

Authentication requirements: Authentication funoip Message authentication codes, Hash funct
Security of hash functions and MACS, MD5 MessaggeBi algorithm, Secure hash algorithm, Ripe
HMAC digital signatures, Authentication protocols.

ons,
nd,

Module -4

Quantum Cryptography and Quantum Teleportationséféderg uncertainty principle, polarization state
photons, quantum cryptography using polarized pigttocal vs. non local interactions, entanglemdaiiR
paradox, Bell's theorem, Bell basis, teleportatsbia single qubit theory and experiments.

U7r

Module -5
Future trends: Review of recent experimental a@rents, study on technological feasibility of a rfuan
computer candidate physical systems and limitatiorposed by noise.

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:

1. William Stallings, “Cryptography and Network ity -Principles and Practices”, 3rd Edition, Riem
Hall of India, 2003.

2. Atul Kahate, “Cryptography and Network Securjtfata McGraw -Hill, 2003.

3. William Stallings, “Network Security Essentialspplications and Standards”, Pearson Educatiora,A
2000.

\Si

Reference Books

1.R. P. Feynman, “Feynman lectures on computatioafigbin Books, 1996.

2. Gennady P. Berman, Gary D. Doolen, Ronnie Miagivaldmis Itri Frinovich, “Introduction to quanin
computers”, World Scientific, Singapore, 1998.

3. Jonathan Katz, Yehuda Lindell, “IntroductionMwdern Cryptography” Principles And Protocols”,CH
Press.

RC
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ADVANCES IN STORAGE AREA
02 16SCS241 Group-2 NETWORK
Exam Hours:03 | Exam Marks:100
Module -1

Introduction : Server Centric IT Architecture and its LimitatgrStorage — Centric IT Architecture and
advantages. Case study: Replacing a server withag@toNetworks The Data Storage and Data Ac
problem; The Battle for size and access. Intellighisk Subsystems: Architecture of Intelligent D
Subsystems; Hard disks and Internal I/O Chann&@&0] Storage virtualization using RAID and diffetg
RAID levels; Caching: Acceleration of Hard Disk Ass; Intelligent disk subsystems, Availability a$kd
subsystems.

its
cess
sk

n

Module -2

I/0 Techniques The Physical I/O path from the CPU to the Stor8gstem; SCSI; Fibre Channel Proto
Stack; Fibre Channel SAN; IP Storage. Network Atext Storage: The NAS Architecture, The N
hardware Architecture, The NAS Software Architeefudetwork connectivity, NAS as a storage systeita.
System and NAS: Local File Systems; Network filestéyns and file servers; Shared Disk file syste
Comparison of fibre Channel and NAS.

col
AS
F
ms;

Module -3
Storage Virtualization: Definition of Storage virtualization; Implemeritat Considerations; Storag
virtualization on Block or file level; Storage widlization on various levels of the storage Netw
Symmetric and Asymmetric storage virtualizationhia Network.

e
Drk

Module -4

SAN Architecture and Hardware devices Overview, Creating a Network for storage; SAN tHeare
devices; The fibre channel switch; Host Bus Adapt&utting the storage in SAN; Fabric operationrfra
Hardware perspective. Software Components of SANe $witch’'s Operating system; Device Drive
Supporting the switch’s components; Configuratiptians for SANSs.

Module -5
Management of Storage Network System Management, Requirement of managemener8ySupport by
Management System, Management Interface, Standdrditechanisms, Property Mechanisms, In-b
Management, Use of SNMP, CIM and WBEM, Storage Manzent Initiative Specification (SMI-S), CMI
and DMI, Optional Aspects of the Management of &erNetworks, Summary

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
»  Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questi@atecting one full question from each module.

Text Books:
1. UIf Troppens, Rainer Erkens and Wolfgang Mulleor@ge Networks Explained, Wiley India,2013.

Reference Books:

1. Robert Spalding: “Storage Networks The CompleteeRefce”, Tata McGraw-Hill, 2011.
2. Marc Farley: Storage Networking Fundamentals i~ IAtroduction to Storage Devices, Subsyste
Applications, Management, and File Systems, Cigess? 2005.

3. Richard Barker and Paul Massiglia: “Storage Aetwork Essentials A Complete Guide to understam

ms,

and Implementing SANs”, Wiley India, 2006.
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03 | 16SCS151 Group-2 COMPUTER SYSTEMS PERFORMANCE ANALYSIS

Exam Hours:03 | Exam Marks:100

Module -1

Introduction: The art of Performance Evaluationjr@®oon Mistakes in Performance Evaluation, A Syst@mgpproach
to Performance Evaluation, Selecting an Evaluafi@thnique, Selecting Performance Metrics, Commamgd
Performance Metrics, Utility Classification of Pemihance Metrics, Setting Performance Requirements.

Module -2

Workloads, Workload Selection and Characterizatibppes of Workloads, addition instructions, Instioic mixes,
Kernels; Synthetic programs, Application benchmagapular benchmarks. Work load Selection: Servisesrcised,
level of detail; Representativeness; TimelinessieDtonsiderations in workload selection. Work |lahdracterizatior
Techniques: Terminology; Averaging, Specifying disgion, Single Parameter Histograms, Multi Paramdigtograms,
Principle Component Analysis, Markov Models, Cluistg.

Module -3

Monitors, Program Execution Monitors and Accountlr@gs: Monitors: Terminology and classification;f®a@re and
hardware monitors, Software versus hardware maniteirmware and hybrid monitors, Distributed Systelonitors,
Program Execution Monitors and Accounting Logs,gPam Execution Monitors, Techniques for Improvingdtam
Performance, Accounting Logs, Analysis and Integiien of Accounting log data, Using accountingddg answer
commonly asked questions.

Module -4

Capacity Planning and Benchmarking: Steps in c@pgdanning and management; Problems in Capacigyrithg;
Common Mistakes in Benchmarking; Benchmarking Garhead Drivers; Remote- Terminal Emulation; Computse
of an RTE; Limitations of RTEs. Experimental Desigmd Analysis: Introduction: Terminology, Commonstakes in
experiments, Types of experimental designs, 2kdfiattDesigns, Concepts, Computation of effectgn@able methog
for computing effects; Allocation of variance; Geale2k Factorial Designs, General full factoriakiggms with k factors
Model, Analysis of a General Design, Informal Metko

Module -5

Queuing Models: Introduction: Queuing Notation; &ulfor all Queues; Little’'s Law, Types of Stochadirocess
Analysis of Single Queue: Birth-Death ProcessedVIMl/Queue; M/M/m Queue; M/M/m/B Queue with finiteifers;
Results for other M/M/1 Queuing Systems. Queuingwedeks: Open and Closed Queuing Networks; Prodaoinf
networks, queuing Network models of Computer SysteDperational Laws:

Utilization Law; Forced Flow Law; Little's Law; Genal Response Time Law; Interactive Response Tiaw; L
Bottleneck Analysis; Mean Value Analysis and Ralatechniques; Analysis of Open Queuing Networksaigalue
Analysis; Approximate MVA; Balanced Job Bounds; @olution Algorithm, Distribution of Jobs in a Syste
Convolution Algorithm for Computing G(N), ComputiRerformance using G(N), Timesharing Systems, IHiaieal
Decomposition of Large Queuing Networks: Load Dejgen Service Centers, Hierarchical Decompositiomitations
of Queuing Theory.

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
* The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. Raj Jain: The Art of Computer Systems Perforreakicalysis, John Wiley and Sons, 2013.

Reference Books:

1. Paul J Fortier, Howard E Michel: computer Systétarformance Evaluation and prediction, Else7@f3.

2. Trivedi K S: Probability and Statistics with Rddility, Queuing and Computer Science ApplicatioBsd Edition,
Wiley India, 2001.
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04 | 16SCS12 Group-2 ADVANCES IN OPERATING SYSTEMS
Exam Hours:0< | Exam Marks:100
Module -1.

Operating System Overview, Process description & Gurol: Operating System Objectives and Functions,

Evolution of Operating Systems, Major Achievememtsyelopments Leading to Modern Operating Systévisrosoft
Windows Overview, Traditional UNIX Systems, ModddoiNIX Systems, What is a Process?, Process Stateses$3
Description, Process Control, Execution of the @peg System, Security Issues.

The

Module -2
Threads, SMP, and Microkernel, Virtual Memory: Processes and Threads, Symmetric MultiprocessikigPjsMicro
Kernels, Windows Vista Thread and SMP Hours ManagemLinux Process and Thread Management. Hardwzale
Control Structures, Operating System Software, UNMEmory Management, Windows Vista Memory Managem
Summary

Module -3

Multiprocessor and Real-Time Scheduling:Multiprocessor Scheduling, Real-Time Schedulingauxi Scheduling
UNIX PreclsSl) Scheduling, Windows Vista Hours Sailleng, Process Migration, Distributed Global S&atistributed
Mutual Exclusion, Distributed Deadlock

Module -4

Embedded Operating SystemsEmbedded Systems, Characteristics of Embedded ppfystems, eCOS, TinyO$

Computer Security Concepts, Threats, Attacks, assefs, Intruders, Malicious Software Overview, g&s, Worms
and Bots, Rootkits.

\°J

Module -5

Kernel Organization: Using Kernel Services, Daemons, Starting the Ker@ehtrol in the Machine , Modules amd

Device Management, MODULE Organization, MODULE hiktion and Removal, Process and Reso
Management,Running Process Manager, Creating aTask , IPC and Synchronization, The Scheduler , btgn
Manager , The Virtual Address Space, The Page Faidler , File Management. The windows NT/2000k&el:
Introduction, The NT kernel, Objects , Threads, fifilication Synchronization,Traps,Interrupts ancc&ations, The NT|
executive , Object Manager, Process and Thread ¢§#ainaVirtual Memory Manager, I/0 Manager, The @dhanager
Kernel local procedure calls and IPC, The nativé, ABbsystems.

rce
n

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
»  The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. William Stallings: Operating Systems: Internagl Design Principles, 6th Edition, Prentice H20113.
2. Gary Nutt: Operating Systems, 3rd Edition, Pear2014.

Reference Books:

1. Silberschatz, Galvin, Gagne: Operating Systemc€pts, 8th Edition, Wiley, 2008

2. Andrew S. Tanenbaum, Albert S. Woodhull: Opegystems, Design and Implementation, 3rd EdifRventice
Hall, 2006.

3. Pradeep K Sinha: Distribute Operating Systenesic€pt and Design, PHI, 2007
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05 16SFC242 Group-2 BIOMETRIC SECURITY
Exam Hours:03 | Exam Marks:100
Module -1

Biometrics: Introduction, benefits of biometricsepitraditional authentication systems, benefitbiometrics
in identification systems, selecting a biometric dosystem, Applications, Key biometric terms anacpsses
biometric matching methods, Accuracy inbiometristeyns.

Module -2
Physiological Biometric Technologies: Fingerprint§echnical description, characteristics, Compe

ing

technologies, strengths, weaknesses, deploymertialFacan: Technical description, characteristics,

weaknesses, deployment. Iris scan: Technical geiarj characteristics, strengths, weaknessespymgint.
Retina vascular pattern: Technical descriptionyattaristics, strengths, weaknesses, deploymemtd Kean:
Technical description, characteristics, strengtlegknesses, deployment , DNA biometrics.

Module -3

Behavioral Biometric Technologies: Handprint Bionest, DNA Biometrics, signature and handwriti
technology, Technical description, classificatiteyboard / keystroke Dynamics, Voice, data acdaisit
feature extraction, characteristics, strengths knwesses deployment.

Module -4
Multi biometrics: Multi biometrics and multi factdsiometrics, two-factor authentication with pass#g!
tickets and tokens, executive decision, implemérigilan.

Module -5
Case studies on Physiological, Behavioral and faator biometrics in identification systems.

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
»  The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:

1. Samir Nanavathi, Michel Thieme, and Raj Nanav&fometrics —Identity verification in a networked
World, Wiley Eastern, 2002.

2. John Chirillo and Scott Blaul, Implementing Biometsecurity, Wiley Eastern Publications, 2005.

Reference Books:
1 John Berger, Biometrics for Network Security, RienHall, 2004.
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06 16SCS334 Group-2 CYBER SECULRAI-\II'VY AND CYBER
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to Cybercrime: Cybercrime: Definitiand Origins of the Word, Cybercrime and Informati®ecurity,
Who are Cybercriminals?, Classifications of Cybienerss, Cybercrime: The Legal Perspectives, CybegsinAn Indian
Perspective, Cybercrime and the Indian ITA 2000Gkbal Perspective on Cybercrimes, Cybercrime Buavival
Mantra for the Netizens. Cyberoffenses: How Cringn®lan Them: How Criminals Plan the Attacks, Slocia
Engineering, Cyberstalking, Cybercafe and CyberesimBotnets: The Fuel for Cybercrime, Attack VectGtoud
Computing.

Module -2

Cybercrime: Mobile and Wireless Devices: Introdowti Proliferation of Mobile and Wireless Devicegefids in
Mobility, Credit Card Frauds in Mobile and Wirele€®mputing Era, Security Challenges Posed by Mob#eices,
Registry Settings for Mobile Devices, Authenticati®ervice Security, Attacks on Mobile/Cell Phoridsbile Devices:
Security Implications for organizations, Organiaatl Measures for Handling Mobile, Organizationat&ity Policies
and Measures in Mobile Computing Era, Laptops

Module -3

Tools and Methods Used in Cybercrime: IntroductiBroxy Servers and Anonymizers, Phishing, PassWwattking,
Keyloggers and Spywares, Virus and Worms, Trojamse® and Backdoors, Steganography, DoS and DDkt
SQL Injection, Buffer Overflow, Attacks on Wireled¢etworks. Phishing and Identity Theft: IntroductjidPhishing,
Identity Theft (ID Theft).

Module -4

Understanding Computer Forensics: Introductiontdifisal Background of Cyberforensics, Digital Fosms Science
The Need for Computer Forensics, Cyberforensicsizigial Evidence, Forensics Analysis of E-Mail,dgial Forensics
Life Cycle, Chain of Custody Concept, Network Faien, Approaching a Computer

Forensics Investigation, Setting up a Computer f%os Laboratory: Understanding the Requirementangliter
Forensics and Steganography, Relevance of the OSiyér Model to Computer Forensics, Forensics aadiab
Networking Sites: The Security/Privacy Threats, @ater Forensics from Compliance Perspective, Chgdls in
Computer Forensics, Special Tools and TechniquarenBics Auditing, Antiforensics.

Module -5

Introduction to Security Policies and Cyber Lawseed for An Information Security Policy, Informatid®ecurity
Standards — Iso, Introducing Various Security Redicand Their Review Process, Introduction to Ind@yber Law,
Objective and Scope of the it Act, 2000, Intellett@roperty Issues, Overview of Intellectual - Rdp — Related
Legislation in India, Patent, Copyright, Law Rethte Semiconductor Layout and Design, Software ihsee

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:

1 Sunit Belapure and Nina Godbole, “Cyber Securitpderstanding Cyber Crimes, Computer Forensics keghl
Perspectives”, Wiley India Pvt Ltd, ISBN: 978-818281791, Publish Date 2013

2. Dr. Surya Prakash Tripathi, Ritendra Goyal, BemvKumar Shukla, KLSI. “Introduction to

information security and cyber laws”. DreamtechsBréSBN: 9789351194736, 2015

Reference Books:
1 Thomas J. Mowbray, “Cybersecurity: Managing Syste Conducting Testing, and Investigating Intrusion
Copyright © 2014 by John Wiley & Sons, Inc, ISBN:&-1-118 -84965 -1

2. James Graham, Ryan Olson, Rick Howard, “Cybeufty Essentials”, CRC Press, 15-Dec- 2010
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07 16SFC12 Group-2 ETHICAL HACKING
Exam Hours:03 | Exam Marks:100
Module -1

Casing the Establishment: What is foot printingetnet Foot printing, Scanning, Enumeration, bbaitner
grabbing, Enumerating Common Network services. Gasdy: Network Security Monitoring.

Module -2

Securing permission: Securing file and folder pegiain, Using the encrypting file system, Securemjstry
permissions. Securing service: Managing servicmzsion, Default services in windows 2000 and wimslo
XP. Unix: The Quest for Root, Remote Access vs Lacaess, Remote access, Local access, After lack
root.

Module -3

Dial-up, PBX, Voicemail and VPN hacking, Prepartnglial up, War-Dialing, Brute-Force Scripting PBX
hacking, Voice mail hacking, VPN hacking, Network\ices: Discovery Autonomous System Lookup,
Public Newsgroups, Service Detection, Network Vedidity, Detecting Layer 2 Media.

Module -4

Wireless Hacking: Wireless Foot printing, Wirelé&dsanning and Enumeration, Gaining Access, Tools
exploiting WEP Weakness, Denial of Services Attacksrewalls: Firewalls landscape, Firew
Identification-Scanning Through firewalls, packsttdfing, Application Proxy Vulnerabilities, Deniadf
Service Attacks, Motivation of Dos Attackers, Typek DoS attacks, Generic Dos Attacks, UNIX g
Windows DoS.

tha
all

nd

Module -5

Remote Control Insecurities, Discovering Remotet@bisoftware, Connection, Weakness.VNC, Microsa
Terminal Server and Citrix ICA, Advanced Technig&ession Hijacking, Back Doors, Trojans,
Cryptography, Subverting the systems Environmemtje® Engineering, Web Hacking, Web server hackin
web application hacking, Hacking the internet UMalicious Mobile code, SSL fraud, E-mail HackinG
hacking, Global countermeasures to Internet Usekifg.

ft

Question paper pattern:
» The question paper will have ten questions.
Each full question consists of 20 marks.
There will be 2 full questions (with a maximum ofif sub questions) from each module.
Each full question will have sub questions coveafighe topics under a module.
The students will have to answer 5 full questi@@ecting one full question from each module.

Text Books:

1 Stuart McClure, Joel Scambray and Goerge Kurtz,kidgcExposed 7: Network Security Secrets
Solutions, Tata Mc Graw Hill Publishers, 2010.

2. Bensmith, and Brian Komer, Microsoft Windows @#ty Resource Kit, Prentice Hall of India, 2010.

Reference Books:

1 Stuart McClure, Joel Scambray and Goerge Kurtz,ckitay Exposed Network Security Secrets
Solutions”, 5th Edition, Tata Mc Graw Hill Publisise2010.

2. Rafay Baloch, “A Beginners Guide to Ethical Hack.

3. Allen Harper, Shon Harris, Jonathan Ness, Chagle, “Gray Hat Hacking The Ethical Hacke

Handbook”, 3rd Edition, McGraw-Hill Osborne Mediapgerback(January 27, 2011)
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08 16SFC31 Group-2 FILE SYSTEM FORENSIC ANALYSIS
Exam Hours:03 | Exam Marks:100
Module -1

Volume Analysis: Introduction, Background, AnalysBasics, Summary. PC-based Partitions: D
Partitions, Analysis Considerations, Apple Pantiip Removable Media. Server-based Partitions: &
Partitions, Sun Solaris Slices, GPT Partitions, thdld Disk Volumes: RAID, Disk Spanning.

oS
3SD

Module -2

File System Analysis: What Is a File System?, Bystem Category, Content Category, Metadata Cate
File Name Category, Application Category, Applicatievel Search Techniques, Specific File Syste&B

Concepts and Analysis: Introduction, File Systente@ary, Content Category, Metadata Category, Fidenbl
Category, The Big Picture, Other Topics. FAT Datai@ures: Boot Sector, FAT32 FSINFO, FAT, Diregtc
Entries, Long File Name Directory Entries

jor

Module -3

NTFS Concepts: Introduction, Everything is a FN&T Concepts, MFT Entry Attribute Concepts, Otl
Attribute Concepts, Indexes, Analysis Tools. NTF8alsis: File System Category, Content Categ
Metadata Category, File Name Category, Applicai@ategory, The Big Picture. NTFS Data Structu
Basic Concepts, Standard File Attributes, IndexibBites and Data Structures, File System Metadiga.F

ner

ory,
es:

Module -4

Ext2 and Ext3 Concepts and Analysis: Introductibite System Category, Content Category, Meta
Category, File Name Category, Application Categdie Big Picture. Ext2 and Ext3 Data Structuf
Superblock, Group Descriptor Tables, Block Bitmimdes, Extended Attributes, Directory Entry, Syt
Link, Hash Trees, Journal Data Structures

lata
es:
D

Module -5
UFS1 and UFS2 Concepts and Analysis: Introductiéle System Category, Content Category, Meta

Category, File Name Category, The Big Picture. UaSd UFS2 Data Structures: UFS1 Superblock, U’LFSZ

Superblock, Cylinder Group Summary, UFS1 Group BDpsw, UFS2 Group Descriptor, Block a
Fragment Bitmaps, UFS1 Inodes, UFS2 Inodes, UF$@rided Attributes, Directory Entries

lata

d

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum off sub questions) from each module.
» Each full question will have sub questions covealighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1.Brian Carrier, File System Forensic Analysis, Peafsducation, 2005

Reference Books:
1 Machtelt Garrels, “Introduction to Linux A Handsi@uide”, Third Edition, Fultus Corporation
Publisher, 2010.
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09 16SSE252 Group-2 INFORMATION RETRIEVAL

Exam Hours:03 | Exam Marks:100

Module -1

Introduction: Motivation, Basic concepts, Past, present, andréutThe retrieval procesdviodeling:
Introduction, A taxonomy of information retrieval m odels, Retrieval: Adhoc and filtering, A formal
characterization of IR models, Classic informatiatrieval, Alternative set theoretic models, Alistiae
algebraic models, Alternative probabilistic mod&suctured text retrieval models, Models for brings

Module -2
Retrieval Evaluation: Introduction, Retrieval performance evaluation, dRefice collectionsQuery
Languages: Introduction, keyword-based querying, Pattern miatghStructural queries, Query protoco

Query Operations: Introduction, User relevance feedback, Automaticaloanalysis, Automatic global

analysis.

Is.

Module -3

Text and Multimedia Languages and Properties:Introduction, Metadata, Text, Markup languag
Multimedia. Text Operations: Introduction, Document preprocessing, Document telrgy, Text
compression, Comparing text compression techniques.

es,

Module -4

User Interfaces and Visualization: Introduction, Human-Computer interaction, The infation acces
process, Starting pints, Query specification, Cantelsing relevance judgments, Interface supporttlie
search processSearching the Web: Introduction, Challenges, Characterizing the webargh engines
Browsing, Meta searchers, Finding the needle ihtystack, Searching using hyperlinks.

Module -5

Indexing and Searching: Introduction; Inverted Files; Other indices for ttelBoolean queries; Sequent
searching; Pattern matching; Structural queriean@ession.Parallel and Distributed IR: Introduction,
Parallel IR, Distributed IR.

al

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. Ricardo Baeza-Yates, Berthier Ribeiro-Neto: Modeformation Retrieval, Pearson,1999.

Reference Books:
1. David A. Grossman, Ophir Frieder: Information Rexel Algorithms and Heuristics"2Edition, Springer,
2004
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10 | 16SCN21 Group-2 MULTIMEDIA COMMUICATIONS
Exam Hours:03 | Exam Marks:100
Module -1

Introduction, multimedia information representatiomultimedia networks, multimedia applications,

Application and networking terminology, network Qa8d application QoS, Digitization principles,. Te
images, audio and video.

X

Module -2
Text and image compression,, compression pringiplest compression- Runlength, Huffman, LZ
Document Image compression using T2 and T3 codimage compression- GIF, TIFF and JPEG

Nv

Module -3

Audio and video compression, audio compression irciples, DPCM, ADPCM, Adaptive and Line
predictive coding, Code-Excited LPC, PerceptuairmpdVIPEG and Dolby coders video compression, vi
compression principles.

ar
deo

Module -4
Video compression standards: H.261, H.263, MPEG, GIRE MPEG 2, MPEG-4 and Reversible VL(
MPEG 7 standardization process of multimedia cdrdercription, MPEG 21 multimedia framework.

LS,

Module -5
Notion of synchronization, presentation requireragn¢ference model for synchronization, Introductio
SMIL, Multimedia operating systems, Resource mamegyd, process management techniques.

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:

1. Fred Halsall, “Multimedia Communications”, Pearsalucation, 2001.

2. Raif Steinmetz, Klara Nahrstedt, “Multimedia:r@outing, Communications and Applications”,
Pearson education, 2002.

Reference Books:
1 K. R. Rao, Zoran S. Bojkovic, Dragorad A. Milovaim “Multimedia Communication Systems”, Pearg
education, 2004.

2. John Billamil, Louis Molina, “Multimedia : An Imoduction”, PHI, 2002.

on
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11 16SFC13 Group-2 PRAGMATIC OF IMFORMATION SECURITY
Exam Hours:03 | Exam Marks:100
Module -1

Overview: Computer Security Concepts, Requiremeftshitecture, Trends, Strategy Perimeter Secu
Firewalls, Intrusion Detection, Intrusion Preventgystems, Honeypots Case Study: Readings, Intrzsid
intrusion detection by John McHugh.

rity:

Module -2

User Authentication: Password, Password-basedntoised, Biometric, Remote User authenticationess
Control: Principles, Access Rights, DiscretionargcAss Control, Unix File Access Control, Role Bal
Access Control Internet Authentication Applicatiokerberos, X.509, PKI, Federated Identity Managetme

sed

Module -3
Cryptographic Tools: Confidentiality with symmeteacryption, Message Authentication & Hash Fundig
Digital Signatures, Random Numbers. Symmetric Bpiiopm and Message Confidentiality: DES, AE
Stream Ciphers, Cipher Block Modes of Operatiory Réstribution.

n
Sv

Module -4
Internet Security Protocols: SSL, TLS, IPSEC, S/M#l Public Key Cryptography and Messa
Authentication: Secure Hash Functions, HMAC, RSAffi® Hellman Algorithms Case Study: Readin
Programming Satan's Computer Ross Anderson and Riegelham.

ge
JS,

Module -5
Malicious Software: Types of Malware, Viruses & @ber Measures, Worms, Bots, Rootkits Softw
Security: Buffer Overflows, Stack overflows, Defen®ther overflow attacks Case Study.

are

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@atecting one full question from each module.

Text Books:
1. Computer Security: Principles and Practice, Willigtalling & Lawrie Brown, 2008, Indian Edition 201
Pearson

(=}

Reference Books:

1. Readings: Smashing The Stack For Fun And ProfépAlOne http:// www.phrack.com/ issues.html ? ig
= 49&id=14+#article

2. Chuck Easttom, “ Computer Security Fundamentfaésrson, 2012.

sue
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PERSERVING AND RECOVERING DIGITAL
12 16SFC21 Group-2 EVIDENCE
Exam Hours:03 | Exam Marks:100
Module -1

Digital evidence and computer crime: history amniaals of computer crime investigation, technol@mad

law, the investigate process, investigate recoastm, modus operandi, motive and technology, digi

evidence in the court room.

Module -2

Computer basics for digital investigators: applyfiegensic science to computers, forensic examinatib
windows systems, forensic examination of Unix systeforensic examination of Macintosh systems,
forensic examination of handheld devices

=

and

Module -3
Networks basics for digital investigators: applyiiegensic science to networks, digital evidencepbysical
and datalink layers, digital evidence on networ#t aansport layers, digital evidence on the interne

Module -4
Investigating computer intrusions, investigatingerystalking, digital evidence as alibi.

Module -5
Handling the digital crime scene, digital evideegamination guidelines.

Question paper pattern:
* The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books
1. Digital Evidence and Computer Crime Forensic s@e@omputers and Internet -Eoghan Casey,
Elsevier Academic Press, Second Edition.

Reference Books
1. A Electronic Discovery and Digital Evidence in a tNshell-Shira A scheindlin, Daniel J Capra, T
Sedona Conference, Academic Press, Third EditianviNere available).

2. Digital Forensic for Network, Internet, and GlioComputing A forensic evidence guide for mov
Targets and Data’ — Terrence V.Lillard, Glint P.@&n, Craig A..Schiller, James Steele,

Syngress.

he
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13 16SCE334 / G 5 OBJECT ORIENTED SOFTWARE
16517333 / 16SSE13 ~ °UP™“ | ENGINEERING

Exam Hours:03 | Exam Marks:100

Module -1

INTRODUCTION: What is software engineering?  Software Engineeribgncepts, Developme
Activities, Managing Software Development, Modelingith UML, Project Organization an
Communication.

=
—

Module -2

REQUIREMENT ELICITATION AND ANALYSIS: Requirements Elicitation: Requirements Elicitatio
Concepts, Requirements Elicitation Activities, Mgimg Requirements ElicitationAnalysis: Analysis
Concepts, Analysis Activities, Managing Analysis.

Module -3

SYSTEM DESIGN :System design-Decomposing the systerverview of System Design, System Des
Concepts, System Design Activities: Objects to $stesns,System Design —Addressing design goa
Activities: An overview of system design activesiMU deployment diagrams, Addressing Design Go
Managing System Design.

gn

als,

Module -4

OBJECT DESIGN, IMPLEMENTATION AND TESTING : Object design-Reusing pattern solutions
An Overview of Object Design, Reuse Concepts: DeBigtterns, Reuse Activities, Managing Re@igiect
design-Specifying interface: An overview of interface specification, Interfac&pecification Concepts
Interfaces Specification Activities, Managing Oltj@esign,Mapping model to code Mapping Models tg
Code Overview, Mapping Concepts, Mapping Activiti®anaging Implementation, Testing: An overview|
testing, Testing concepts, Managing testing.

of

Module -5

SOFTWARE MAINTENANCE AND SOFTWARE CONFIGURATION MAN AGEMENT: Software
maintenance: What is Software Maintenance?, Factors that Man@dtange, Lehman’s Laws of syste
evolution, Types of software maintenance, Softwaentenance process and actives, Reverse Engige
Software Re-engineering, Patterns for Software kéaimnce, Tool support for Software Maintenar
Software Configuration Management: The baseline of Software Life Cycle, What is Softy

m

erin
ce

a

Configuration Management, Why Software Configuratidanagement, Software Configuration Management

Functions, Software Configuration Management Tools.

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. Bernd Bruegge, Alan H Dutoit, Object-Oriented Saftes Engineering, Pearson Educatidfig8ition, 2014.
2. David C. Kung, “Object oriented software enginegtjirata McGraw Hill,2015

Reference Books:
1. Stephan R. Schach, “Object oriented software eeging’, Tata McGraw Hill, 2008

2. Craig Larman, Applying UML and Patterns, 3rd edafBen Education, 2005.
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01 16SCE153 Group-3 ADVANCES IN COMPUTER ARCHITECTURE
Exam Hours:03 | Exam Marks:100
Module -1

Data-Level Parallelism in vector, SIMD, and GPU Ritectures: Introduction, Vector Architecture, SIM
Instructions Set Extensions for Multimedia, GraghiRrocessing Units, Detecting and Enhancing LowgH
Parallelism, Crosscutting Issues, Putting it Alig€ther: Mobile versus Server GPUs and Tesla vetsus
i7, Fallacies and Pitfalls, Concluding Remarks, tbtisal Perspective and References Case Study
Exercises by Jason D. Bakos.

®

and

Module -2

Thread-Level Parallelism: Introduction, Centralizeéshared-Memory Architectures, Performance
Symmetric Shared-Memory Multiprocessors, Distrilbdutghared-Memory and Directory-Based Cohere
Synchronization: The Basics, Models of Memory Csisicy: An Introduction, Crosscutting Issues, Rgt

it All Together: Multicore Processors and Their fBenance, Fallacies and Pitfalls, Concluding Rersark

Historical Perspective and References Case Stadik&xercises by Amr Zaky and David A. Wood.

of
nce,

Module -3

Thread-Level Parallelism: Introduction, Centralizeéshared-Memory Architectures, Performance
Symmetric Shared-Memory Multiprocessors, Distrilbuthared-Memory and Directory-Based Cohere
Synchronization: The Basics, Models of Memory Csigsicy: An Introduction, Crosscutting Issues, Rgt

it All Together: Multicore Processors and Their fBenance, Fallacies and Pitfalls, Concluding Rersark

Historical Perspective and References Case Stadik&xercises by Amr Zaky and David A. Wood.

of
nce,

Module -4
Vector Processors in More Depth : Why Vector Preoes?, Basic Vector Architecture, Two Real-W0
Issues: Vector Length and Stride, Enhancing VekBenformance, Effectiveness of Compiler Vectorizat
Putting it All Together: Performance of Vector Reesors, a Modern Vector Supercomputer: The Cray
Fallacies and Pitfalls, Concluding Remarks, His@rPerspective and References Exercises

rid
fo]
X1

Module -5
Hardware and Software for VLIW and EPIC: Introdooti Exploiting Instruction-Level Parallelist
Statically, Detecting and Enhancing Loop-Level Reliam, Scheduling and Structuring Code
Parallelism, Hardware Support for Exposing Parishel Predicated Instructions, Hardware Support
Compiler Speculation, The Intel IA-64 Architectued Itanium Processor, Concluding Remarks.

m
or
for

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Hennessey and Patterson: “Computer Archited&u@riantitative Approach”, 5th Edition, Elsevier,13)

Reference Books:
1. Kai Hwang: Advanced Computer Architecture - Baliam, Scalability, Programmability, 2nd Edition,
Tata McGraw Hill, 2013.
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02 16SCS331 Group-3 | APPLICATION AND WEB SECURITY
Exam Hours:03 | Exam Marks:100
Module -1

Web Application (In) security: The Evolution of Wepplications, Common Web Application Functions,nBéts of
Web Applications , Web Application Security.

Core Defense Mechanisms: Handling User Access Atittegion, Session Management, Access Control, Hantser
Input, Varieties of Input Approaches to Input Hang) Boundary Validation.

Multistep Validation and Canonicalization: Handliddtackers, Handling Errors, Maintaining Audit LggAalerting
Administrators, Reacting to Attacks.

Module -2

Web Application Technologies: The HTTP Protocol, TH'TRequests, HTTP Responses, HTTP Methods, URLSTR
HTTP Headers, Cookies, Status Codes, HTTPS, HTDRi¢%, HTTP Authentication, Web Functionality, Sar&ide
Functionality, Client-Side Functionality, State aBdssions, Encoding Schemes, URL Encoding, Unid=ding,
HTML Encoding, Base64 Encoding, Hex Encoding, Rengoand Serialization Frameworks.

Module -3

Mapping the Application: Enumerating Content anddtionality, Web Spidering, User-Directed SpideriBgscovering
Hidden Content, Application Pages Versus FunctioRalths, Discovering Hidden Parameters, Analyzing
Application, Identifying Entry Points for User Inpudentifying Server-Side Technologies, Identifyirserver-Side
Functionality, Mapping the Attack Surface.

—

h

Module -4

Attacking Authentication: Authentication Technolegj Design Flaws in Authentication Mechanisms, Badswords
Brute-Forcible Login, Verbose Failure Messages,

Vulnerable Transmission of Credentials, Passwordangh, Functionality, Forgotten Password Functitna
“Remember Me” Functionality, User Impersonationné&ipnality Incomplete, Validation of CredentiaNpnunique
Usernames, Predictable Usernames, Predictableallfthsswords, Insecure Distribution of Credentialattacking
Access Controls: Common Vulnerabilities, Completdljnprotected, Functionality Identifier-Based Fuons,
Multistage Functions, Static Files, Platform Misfigaration, Insecure Access Control Methods.

Module -5

Attacking Data Stores: Injecting into Interpretedn@xts, Bypassing a Login, Injecting into SQL, Exing a Basic
Vulnerability Injecting into Different Statement pgs, Finding SQL Injection Bugs, Fingerprinting thatabase, Th¢
UNION Operator, Extracting Useful Data, Extractimtata with UNION, Bypassing Filters, Second-OrderLS|
Injection, Advanced Exploitation Beyond SQL Injecti Escalating the Database Attack, Using SQL Htqtion Tools,
SQL Syntax and Error Reference, Preventing SQLctiga.

D

R

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. The Web Application Hacker's Handbook: FindingdAExploiting Security
2. Defydd Stuttard, Marcus Pinto Wiley PublishiSgcond Edition.

Reference Books:

1. Professional Pen Testing for Web applicationdrés Andreu, Wrox Press.

2. Carlos Serrao, Vicente Aguilera, Fabio CerdMieb Application Security” Springer; 1st Edition

3. Joel Scambray, Vincent Liu, Caleb Sima ,"Hackéxgosed”, McGraw-Hill; 3rd Edition, (October, 2010
4. OReilly Web Security Privacy and Commerce 2ndi&u2011.

5. Software Security Theory Programming and Practichard sinn, Cengage Learning.

6. Database Security and Auditing, Hassan, Cengagearning.




Visvesvaraya Technological University, Belagavi.
PhD Coursework Courses — 2018 (Computer Science aishgineering)
As per 2017 Regulation

ADVANCES IN DIGITAL IMAGE
03 | 16SCS254 Group-3 PROCESSING
Exam Hours:03 | Exam Marks:100
Module -1

Introduction: What is Digital Image Processing, g of Digital Image Processing, Examples of &efldat
use DIP, Fundamental Steps in Digital Image Priwgss

Components of an Image Processing System. Digitabé Fundamentals: Elements of Visual Perceptio
Simple Image Formation Model, Basic Concepts in @arg and Quantization, Representing Digital Imag
Spatial and Gray-level Resolution, Zooming and 184ing Digital Images, Some Basic Relationsh
Between Pixels, Linear and Nonlinear Operations.

n, A
es
ips

Module -2

Image Enhancement in the Spatial Domain: Some Basig Level Transformations, Histogram Process
Enhancement Using Arithmetic/Logic Operations, Basbf Spatial Filtering, Smoothing Spatial Filte
Sharpening Spatial Filters, Combining Spatial Ereament Methods. Image Enhancement in the Frequ

ng,
rs,
ency

Domain: Introduction to the Fourier Transform ahé frequency Domain, Smoothing frequency-Domain

Filters, Sharpening Frequency-Domain Filters, Homgohic Filtering.

Module -3

Image Restoration: A Model of the Image degrad##®estoration process, Noise Models, Restoratidher
Presence of Noise Only— Spatial Filtering, Periddiise Reduction by Frequency Domain Filtering,dan
Position-Invariant Degradations, Estimating the dgtion Function, Inverse Filtering ,Minimum Me
Square Error (Wiener) Filtering, Constrained Leéamtare Filtering, Geometric Mean Filter.

an

Module -4

Color Fundamentals: Color Models, Pseudocolor InRgeessing, Basics of Full-Color Image Process
Color Transformations, Smoothing and SharpenindpiC8egmentation, Noise in Color Images, Color Im
Compression. Wavelets and Multiresolution Processimage Pyramids, Subband coding, The H
Transform, Multiresolution Expansions, Wavelet T@mms in one Dimension, Fast Wavelet Transfg
Wavelet Transforms in Two Dimensions, Wavelet Ptckémage Compression: Fundamentals, Im
Compression Models, Error-free (Lossless) compoassiossy Compression

ing,
Ag
aar

age

Module -5

Morphological Image Processing: Preliminaries, fidla and Erosion, Opening and Closing, The Hit-dssv
Transformation, Some Basic Morphological Algorithnimmage Segmentation: Detection of Discontinuit
Edge Linking and Boundary Detection, ThresholdiRggion-Based Segmentation.

es,

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Rafael C Gonzalez and Richard E. Woods: DigitalgenBrocessing, PHh&Edition 2005.

Reference Books:

1.S. Sridhar, Digital Image Processing, Oxford UnsitgrPress India, 2011.

2. A. K. Jain: Fundamentals of Digital Image Praoeg, Pearson, 2004.

3. Scott E. Umbaugh: Digital Image Processing andlysis, CRC Press, 2014.

4. S. Jayaraman, S. Esakkirajan, T. VeerakumaitdDignage Processing, McGraw Hill Ed. (India) Pwtd.,
2013.

5. Anthony Scime, “Web Mining Applications and Tedajues”, Idea Group Publishing,2005.
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04 16SCE31 Group-3 | ARM PROCESSORS
Exam Hours:03 | Exam Marks:100
Module -1

An Introduction to Processor Design: Processoritacture and organization. Abstraction in hardwaesign. A simple
processor. Instruction set design. Processor ddsigie-offs. The Reduced Instruction Set Compudesign for low
power consumption. The ARM Architecture: The AcoRISC Machine. Architectural inheritance. The ARM
programmer's model. ARM development tools

Module -2

ARM Assembly Language Programming: Data processimgjructions. Data transfer instructions. Contrawf
instructions. Writing simple assembly language pmogs. ARM Organization and Implementation: 3-stageeline
ARM organization. 5-stage pipeline ARM organizatid®fRM instruction execution. ARM implementation. 8 ARM
coprocessor interface

Module -3

The ARM Instruction Set: Introduction. ExceptiorBonditional execution. Branch and Branch with Li¢i BL)

Branch, Branch with Link and exchange instructi¢®X, BLX). Software Interrupt (SWI). Data procesgimstructions.
Multiply instructions. Count leading zeros (CLZ rchitecture v5T only). Single word and unsignedebgtta transfer
instructions. Half-word and signed byte data transgfstructions. Multiple

register transfer instructions. Swap memory andsteginstructions (SWP). Status register to gdnegister transfe
instructions. General register to status registansfer instructions. Coprocessor instructions. rGogssor data
operations . Coprocessor data transfers. Coprocesgister transfers. Breakpoint instruction (BRIarehitecture v5T|
only). Unused instruction space. Memory faults. ARithitecture variants. Architectural Support foighiLevel
Languages: Abstraction in software design. Datagyfloating point data types. The ARM floatingfarchitecture
Expressions. Conditional statements. Loops. Funstand procedures. Use of memory. Run-time enviesrim

Module -4

The Thumb Instruction Set: The Thumb bit in the @2%he Thumb programmer's model. Thumb branchuostns.
Thumb software interrupts instruction. Thumb datacpssing instructions. Thumb single register dagasfer
instructions. Thumb multiple register data transfestructions. Thumb breakpoint instruction. Thumiplementation.
Thumb applications. Architectural Support for Syst®evelopment: The ARM memory interface. The Acdexth
Microcontroller Bus Architecture (AMBA). The ARM ference

peripheral specification. Hardware system protaiggbols. The JTAG boundary scan test architecitiie. ARM debug
architecture. Embedded Trace. Signal processingastip

Module -5
ARM Processor Cores: ARM7TDMI. ARM8. ARM9TDMI. ARMI®MI Memory Hierarchy: Memory size and speed.
On-chip memory. Memory management. Architecturgbput for Operating Systems. An introduction to repieg
systems. The ARM system control coprocessor. CRb%egtion unit registers. ARM protection unit. CPLBMU
registers. ARM MMU architecture. Synchronizatioran@ext switching.

Input / Output.

Question paper pattern:
* The question paper will have ten questions.
e Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. Steve FurbeARM Systemon Chip Architecture by S.B Fuber 2nd Edition, Pearson 2013.

Reference Books:

1. Steve FurbeARM System on Chip Architecture by S.B Fuber 2nd Edition, Pearson 2013.
2. E. Capriolo, D. Wampler, and J. Rutherglen, gpamnming Hive", O'Reilley, 2012.

3. Lars George, "HBase: The Definitive Guide", Gffieg, 2011.

4. Alan Gates, "Programming Pig", O'Reilley, 2011
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05 16SCS21 Group-3 MANAGING BIG DATA
Exam Hours:03 | Exam Marks:100
Module -1

UNDERSTANDING BIG DATA: What is big data — why bigata —Data!, Data Storage and Analy:
Comparison with Other Systems, Rational Databaseadgement System , Grid Computing, Volunt
Computing, convergence of key trends — unstructdegd — industry examples of big data — web arcayi
big data and marketing — fraud and big data — aisét big data — credit risk management — big dath
algorithmic trading — big data and healthcare —dzita in medicine — advertising and big data —dbi
technologies — introduction to Hadoop — open sotechnologies — cloud and big data — mobile busi
intelligence — Crowd sourcing analytics — inter &mahs firewall analytics.

5iS,
per

an

nes

Module -2

NOSQL DATA MANAGEMENT: Introduction to NoSQL — agggate data models — aggregates — key-v
and document data models — relationships — gratgbdses — schema less databases — materializesl vi
distribution models — shading — version — map cedupartitioning and combining — composing map#oec
calculations.

alue
ew

Module -3

BASICS OF HADOOP: Data format — analyzing data withdoop — scaling out — Hadoop streamin
Hadoop pipes — design of Hadoop distributed filsteyn (HDFS) — HDFS concepts — Java interface —
flow — Hadoop 1/O — data integrity — compressiosefialization — Avro — file-based data structures.

g —
data

Module -4

MAPREDUCE APPLICATIONS: MapReduce workflows — utests with MRUnit — test data and local te
— anatomy of MapReduce job run — classic Map-redu¥&RN — failures in classic Map-reduce and YAFR
— job scheduling — shuffle and sort — task exeoutiddapReduce types — input formats — output fosmat

Sts
RN

Module -5

HADOOP RELATED TOOLS: Hbase — data model and imm@etations — Hbase clients — Hbase exampl
praxis. Cassandra — Cassandra data model — Caasaxainples — Cassandra clients —Hadoop integra
Pig — Grunt — pig data model — Pig Latin — deveaigpand testing Pig Latin scripts. Hive — data typed file
formats — HiveQL data definition — HiveQL data nm@anation — HiveQL queries.

es —
ition.

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Tom White, "Hadoop: The Definitive Guide", Third iidn, O'Reilley, 2012.
2. Eric Sammer, "Hadoop Operations”, O'Reilley,201

Reference Books:

1 Vignesh Prajapati, Big data analytics with R aradlbop, SPD 2013.

2. E. Capriolo, D. Wampler, and J. Rutherglen, ffPanming Hive", O'Reilley, 2012.
3. Lars George, "HBase: The Definitive Guide", Giieg, 2011.

4. Alan Gates, "Programming Pig", O'Reilley, 2011
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06 16SCN243 Group-3 ETHERNET TECHNOLOGY
Exam Hours:03 | Exam Marks:100
Module -1

Introduction: Introduction to Ethernet, The Evolution of EthefnBte Ethernet System, The Media Access
Control Protocol The media Access Control Protéadl Duplex Ethernet Auto-Negotiation

Module -2
Ethernet Media Systems:Ethernet Media Fundamentals Twisted-Pair Mediae®yélOBase-T) Fiber Opti
Media System(10Base-F) Fast Ethernet Twisted-PailidSystem(100Base-TX)

O

Module -3
Fast Ethernet Fiber Optic Media System(100Base-F&)gabit Ethernet Twisted-Pair Media
System(1000Base-T) Gigabit Ethernet Fiber Optic isl&ystem (1000Base-X)

Module -4
Multi-Segment Configuration Guidelinduilding Your Ethernet System: dructured Cabling Twisted-Pai
Cables and Connectors Fiber Optic Cables and Ctomsec

=

Module -5
Ethernet Repeater Hubs Ethernet Switching Hed$ormance and troubleshooting:Ethernet Performanc
Troubleshooting.

D

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1.Charles E. Spurgeon: “Ethernet — The Definitived&lli O'Reilly 2004.

Reference Books:
1. Rich Seifert: “Gigabit Ethernet”, Addison-Wes|£998.
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07 16SCE253 Group-3 DECISION SUPPORT SYSTEM
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to decision support systems: DSS DeefjrHistory of decision support systems, Ingredierfita
DSS, Data and model management, DSS Knowledge bsse,interfaces, User interfaces, The DSS U
Categories and classes of DSSs, Chapter Summatisi@e and decision makers Decision makers: whd
they, Decision styles, Decision effectiveness, Haw a DSS help?, A Typology of decisions, Decision
theory and simon’s model of problem solving, Bouhdiecision making, The process of choice, Cogni
processes, Biases and heuristics in decision maKingpter summary.

Ser,
ar

tive

Module -2

Decisions in the organization: Understanding thgapization, Organizational culture. Modeling demis
processes: Defining the problem and its structubesision models, Types of probability, Technigties
forecasting probabilities, Calibration and sengijv\Chapter summary

Module -3

Group decision support and groupware technologBssup Decision making, the problem with grou
MDM support technologies, Managing MDM activitiglhe virtual workspace, chapter summary. Execu
information systems: What exactly is an EIS, Sorite lidstory, Why area top executives so differe&s
components, Making the EIS work, The future of exie decision making and the EIS, chapter summar

PS,
tive

Module -4

Designing and building decision support systemsat&gies for DSS analysis and design, The DSS dpeel
DSS user interface issues, chapter summary. Impigngeand integrating decision support systems: [
implementation, System evaluation, The importarfdategration, chapter summary.

DSS

Module -5
Creative decision making and problem solving Wisatieativity?, Creativity defined, The occurrende
creativity, Creative problem solving techniquese&ivity and the role of technology, chapter summar

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:

1 George M.Marakas: DECISION SUPPORT SYSTEM, PHI.2011

Reference Books:
1 NILL
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08 | 16SCE154/16SIT154/16SSE152 Group-3 | DISTRIBUTED OPERATING SYSTEM

Exam Hours:03 | Exam Marks:100

Module -1
Fundamentals: What is Distributed Computing Systems? Evolution Diétributed Computing Systen
Distributed Computing System Models; What is Disited Operating System? Issues in Designin

Distributed Operating System; Introduction to Dimited Computing Environment (DCHEjlessage Passing;:

Introduction, Desirable features of a Good MessBgesing System, Issues in PC by Message Pas
Synchronization, Buffering, Multi-datagram Messageéacoding and Decoding of Message Data, Pro
Addressing, Failure Handling, Group Communicati®ase Study: 4.3 BSD UNIX IPC Mechanism.

=4

5sing,
cess

Module -2
Remote Procedure Calls: Introduction, The RPC Model, Transparency of RP@plementing RPC
Mechanism, Stub Generation, RPC Messages, Margh&lguments and Results, Server Managem
Parameter-Passing Semantics, Call Semantics, Coimation Protocols for RPCs, Complicated RP
Client-Server Binding, Exception Handling, SecuriBome Special Types of RPCs, RPC in Heterogen
Environments, Lightweight RPC, Optimization for BetPerformance, Case Studies: Sun RPC.

ent,
Cs,

eous

Module -3
Distributed Shared Memory: Introduction, General Architecture of DSM SystemBgsign and
Implementation Issues of DSM, Granularity, Struetwf Shared Memory Space, Consistency Mog
Replacement Strategy, Thrashing, Other approachd3SM, Heterogeneous DSM, Advantages of DS
Synchronization: Introduction, Clock Synchronization, Event Orderifdutual Exclusion, Dead Lock
Election Algorithms.

els,
5M.

Module -4
Resource Management:ntroduction, Desirable Features of a Good GlobaheBuling Algorithm, Task
Assignment Approach, Load — Balancing Approach, d_ea Sharing ApproachlProcess Management
Introduction, Process Migration, Threads.

Module -5

Distributed File Systems:Introduction, Desirable Features of a Good DistelduFile System, File model
File—Accessing Models, File — Sharing Semantidg, +FiCaching Schemes, File Replication, Fault Tolee,
Atomic Transactions and Design Principles.

U7

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
»  The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. Pradeep. K. Sinha: Distributed Operating Systenasic€pts and Design, PHI, 2007.

Reference Books:
1 Andrew S. Tanenbaum: Distributed Operating Systétaarson Education, 2013.
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09 16SFC323 Group-3 MOBILE DEVICE FORENSICS

Exam Hours:03 | Exam Marks:100

Module -1
Android and mobile forensics: Introduction, Andrgithtform, Linux, Open source software and forems
Android Open Source Project, Internationalizatiandroid Market, Android forensics

ic

Module -2
Android hardware platforms: Overview of core comgiats, Overview of different device types, Read-0
memory and boot loaders, Manufacturers, Specifiices

nly

Module -3
Android software development kit and android debtigge: Android platforms, Software development
(SDK), Android security model, Forensics and thekSD

kit

Module -4

Android file systems and data structures: Datahi shell, Type of memory, File systems, Mounted
systems and directory structures. Android foremsahniques: Procedures for handling an Android ae
Imaging Android USB mass storage devices, Logeehmiques, Physical techniques

fil

Module -5
Android device data and app security. Data thefgdis and attack vectors, Security considerati
Individual security strategies, Corporate secusitategies, App development security strategiesiréid

application and forensic analysis: Analysis tecbhe& FAT forensic analysis, YAFFS2 forensic analysi

Android app analysis

ons,

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Android Forensics Investigation, Analysis, and Melsiecurity for Google Android, Andrew Hoog,
John McCash, Technical Editor, Elsevier, 2011.

Reference Books:
1. Satish Bommisetty, Rohit Tamma, Heather Mahalilatfical Mobile Forensics”, Kindle Edition, Packt
Publishing (21 July 2014).

2. Andrew Martin,” Mobile Device Forensics”, © SANSstitute 2009
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10 | 16LNI13 Group-3 NETWORK PROGRAMMING

Exam Hours:03 | Exam Marks:100

Module -1
Introduction to network application, client/senggmmmunication, OSI Model, BSD Networking historyest
Networks and Hosts, Unix Standards, 64-bit archites, Transport Layer: TCP, UDP and SCTP.

Module -2
Sockets Introduction — socket address structurakievesult arguments, byte ordering and manipis
functions, address conversion functions, Element&k Sockets — socket, connect, bind, listen, acdepk
and concurrent server design, getcsockname aneegaeome functions and TCP Client/Server Exam
client/server programming through TCP sockets, Norstartup, termination, POSIX signal handling, raig
handling in server, Crashing, rebooting of senasthshutdown

\ti

ple-

Module -3
I/O Multiplexing and Socket Options, Elementary $FCBockets- Interface Models, sctp_xx functio

ns,

shutdown function, Notifications, SCTP Client/SerkExamples — One-to-Many, Head—of-Line Blocking,

Controlling number of streams and Termination, IRatl IPv6 Interoperability—different interoperatyil
scenarios.

Module -4
Daemon Processes, syslogd, daemonizing functiodstltaa inetd super server, Advanced I/O functig
readv, writev, sendmsg and recvmsg, Ancillary d#@&dyanced polling, Unix domain protocols- soc
address structure, functions and communicationas@es) Nonblocking /O — connect and accept example

ns-
et

Module -5
ioctl operations- socket, file, interface configima information, ARP cache and routing table ofiers,
Routing sockets- data link socket address structaegling and writing, sysctl operations, interfaaene ang

index functions, Key Management functions — readimgting, SADB, SA, Dynamically Maintaining SA’s,

Out-of-Band data, Threads- basic thread functi®@? echo server using threads, Mutexes and Condlit
variables.

(0]

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1.W. Richard Stevens, Bill Fenner, Andrew M. Rud&ffNIX Network Programming”. Volume 1, Third
Edition, Pearson 2004.

Reference Books:

1 Barry Nance: “Network Programming in C”, PHI 200B8b Quinn, Dave Shute: “Windows Socket
Network Programming”, Pearson 2003.

2. Richard Stevens: “UNIX Network Programming”. Wole 2, Second Edition.
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11 16LNI21 Group-3 NETWORK PROTOCOL DESIGN
Exam Hours:03 | Exam Marks:100
Module -1

How to specify network protocols? Semantics of itradal protocol specifications, syntax of traditad
protocol. Network processes constants, inputs, \ardbles. Specifications in new protocol, A verd
machine protocol, a request/reply protocol, a Mastdr encoding protocol. Current internet

Module -2

Protocol execution processes in the internet. Nizmdgnistic assignment process arrays, protocotesse
communication in the internet, Types of transmiss@rrors. Error occurrence. Normal timeout acti
implementing transmission errors in the internatrextions: using timeouts connections, using ifiersi
full-duplex and half-duplex connections. Connectiamthe internet.

DNS

Module -3

Detection of message corruption. Detection of ngesdass, detection of message reorder, error dlabeict
the internet. Error recovery-forward & backwardoerrecovery. Cumulative acknowledgment, individ
acknowledgment, blocks acknowledgment error regoirethe internet flow control. Window size contr
rate control, circular buffer control, flow contrial the internet.

ual

Module -4

Local and global topology information, maintainidgcal topology information, hierarchical topolo
information topology information in the internetpgtraction of perfect channel in the internet, Hliehical
routing, random routing.

Jy

Module -5

Asymmetric and symmetric keys authentication. Ryvand integrity non-repudiation authorization. sege
digest security in the internet data compressiouffrian coding, static Huffman compression, dyna
Huffman compression. Context sensitive compres$imsy compression, data compression in the interne

mic

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Mohamed G. GoudaElements of Network Protocol Desigt) John Wiley & Sons 2004.

Reference Books:
1. Douglas E Comer,Computer Networks and Internet with Internet Applic ations’, Fourth
Edition, Pearson 2004
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12 16LNI11 Group-3 SEMANTIC WEB AND SOCIAL NETWORKS
Exam Hours:03 | Exam Marks:100
Module -1

Web Intelligence Thinking and Intelligent Web Amaltions, The Information Age ,The World Wide W¢
Limitations of Today's Web, The Next Generation WeéWachine Intelligence, Artificial Intelligence
Ontology, Inference engines, Software Agents, Bwrhee www, Semantic Road Map, Logic on
semantic Web.

2D,

1Y

he

Module -2

Knowledge Representation for the Semantic Web ©gtes and their role in the semantic web, Ontol®
Languages for the Semantic Web — Resource Desuriptiamework(RDF) / RDF Schema, Ontology W
Language(OWL), UML, XML/XML Schema.

jie
eb

Module -3

Ontology Engineering, Ontology Engineering, Conding Ontology, Ontology Development Too
Ontology Methods, Ontology Sharing and Merging, dody Libraries and Ontology Mapping, Logic, RU
and Inference Engines.

le

Module -4

Semantic Web Applications, Services and TechnolSggnantic Web applications and services, Sem:
Search, e-learning, Semantic Bioinformatics, KnalgikeBase, XML Based Web Services, Creating an O
S Ontology for Web Services, Semantic Search TdoggpWeb Search Agents and Semantic Methods.

antic
WL-

Module -5

Social Network Analysis and semantic web What isiadloNetworks analysis, development of the so
networks analysis, Electronic Sources for Netwomrkalsis — Electronic Discussion networks, Blogs

Online Communities, Web Based Networks. Buildingn@atic Web Applications with social netwo
features.

cial
and
rk

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books
1. Thinking on the Web - Berners Lee, Godel and Tyrifvgey inter science, 2008. Social Networks amel
Semantic Web, Peter Mika, Springer, 2007.

Reference Books:

1. Semantic Web Technologies, Trends and Research in Ontology Based Systems.

2. Semantic Web and Semantic Web Services -LiyangChapman and Hall/CRC Publishers, (Taylof
Francis Group).

3. Programming the Semantic Web, T.Segaran, C.EJahaylor, O'Reilly.
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13 16SIT321 Group-3 SUPLY CHAIN MANAGEMENT
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to Supply Chain Management : Supply chain — objectives — importance — decisibases -
process view — competitive and supply chain stiateg achieving strategic fit — supply chain dréver
obstacles — framework — facilities — inventory ansportation — information — sourcing — pricing.

Module -2

Designing the supply chain network :Designing the distribution network — role of dibtrtion — factors
influencing distribution — design options — e-besis and its impact — distribution networks in pcact-
network design in the supply chain — role of nekverfactors affecting the network design decisien
modeling for supply chain.

(7]

Module -3
Designing and Planning Transportation Networks.:Role of transportation - modes and their perforrean
transportation infrastructure and policies - desigtions and their trade-offs - Tailored transpista

Module -4
Sourcing and Pricing: Sourcing — In-house or Outsource — 3rd and 4th PLsupplier scoring an
assessment, selection — design collaboration -upgo®ent process — sourcing planning and analysisng
and revenue management for multiple customersshegile products, seasonal demand, bulk and
contracts.

spot

Module -5
Information Technology in the supply chain:IT Framework — customer relationship managementernal
supply chain management — supplier relationshipagament — transaction management — future of IT.

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:

1. Sunil Chopra and Peter Meindl, Supply Chain Managgm Strategy, Planning and
Operation, Pearson/PHI, 3rd Edition, 2007.

2. Coyle, Bardi, Longley, The management of Businasgistics — A supply Chain
Perspective, Thomson Press, 2006.

3. Supply Chain Management by Janat Shah Peardwsicdion 2008.

Reference Books:
1 Donald J Bowersox, Dand J Closs, M Bixby Colufgmply Chain Logistics Management, TMH, Secon
Edition, 2008.

2. Wisner, Keong Leong and Keah-Choon Tan, Priesiplf Supply Chain Management A Balanced ppro
Thomson Press, 2005.

3. David Simchi-Levi et al, Designing and Managihg Supply Chain — Concepts, ISBN-13: 978-
0072357561

ach,
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01 16SCS251 Group-4 ADVANCES IN COMPUTER GRAPHICS
Exam Hours:03 | Exam Marks:100
Module -1

Three-Dimensional Object Representations: Polyhe@penGL Polyhedron Functions, Curved Surfaces,dfua
Surfaces, Super quadrics, OpenGL Quadric-Surfacd @&ubic-Surface Functions, Blobby Objects, Spline
Representations, Cubic-Spline Interpolation Meth®&kzier Spline Curves, Bazier Surfaces B-Splinev€s, B-Spline
Surfaces, Beta- Splines, Retional Splines, ConeerBietween Spline Representations, Displaying 8pluirves ang
rfaces, OpenGL Approximation-Spline Functions, SuwedRepresentations, Constructive Solid —Geometryhbit
Octrees, BSP T rees, Fractal-Geometry Methods, eStapmmars and Others Procedural Methods, PaBigitems,
Physically Based Modeling, Visualization Of DatdsSe

Module -2

Visible-Surface Detection Methods: Classificatiori W@sible —Surface Detection Algorithms, Back-Fabtethod,
Depth-Buffer Method, A-Buffer Method, Scan-Line Met, BSP-Tree Method, Area-Subdivision Method, €ir
Methods, Ray-Casting Method, Comparison of VisipiiDetection Methods, Curved Surfaces, Wire-Frafisibility —
De tection Functions

Module -3

lllumination Models and Surface- Rendering Methotight Sources, Surface Lighting Effects, Basiamination
Models, Transparent Surfaces, Atmospheric Eff&ftisdows, Camera parameters, Displaying light iitiessHalftone
patterns anddithering techniques, polygon rendenngthods, ray-tracing methods, Radiosity lightingodel,
Environment mapping, Photon mapping, Adding surfdegails, Modeling surface details with polygonexilre
mapping, Bump mapping, OpenGL lllumination and acetrendering functions, openGL texture functions.

Module -4
Color models, color applications and Computer ationa Properties of light, Color models, Standartaries and the
chromaticity diagram, The RGB color model, The Yd@Qd related color models, The CMY and CMYK colordels,
The HSV color model, The HLS color model, Colore®tion and applications. Raster methods for conmpanination,
Design of animations sequences, Traditional anonatéechniques, General computer-animation funcfi@wmputer-
animation languages, Key-frame systems, Motionifipation, Articulated figure animation, Periodicotions, OpenGL
animation procedures.

Module -5

Hierarchical modeling and Graphics file formats:sBamodeling concepts, Modeling packages, Genedgmahithical
modeling methods, Hierarchical modeling using open@splay list, Image-File configurations, Colometion
methods, File-compression techniques, Compositidheomajor file formats.

Question paper pattern:
e The question paper will have ten questions.
e Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:

1. Computer Graphics with openGL-Hearn Baker 4iitiaed Pearson publication.2010.

2. James D Foley,Andries van dam,Steven K Feirtan,JoHughes, Computer graphics, Pearson Educattedtion,
2013.

Reference Books:
1. Edward Angel: Interactive Computer graphics@down approach with openGL, Addison Wesley, 6fiticaa 2012.
2. Advanced graphics programming using openGL: MarReynolds-David Blythe. Elesvier.MK, 2005.
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ADVANCES IN DATABASE
02 16SCS13 Group-4 MANAGEMENT SYSTEM
Exam Hours:03 | Exam Marks:100
Module -1

Review of Relational Data Model and Relational Dathase Constraints: Relational model concept
Relational model constraints and relational datalsshemas; Update operations, anomalies, dealitig

&
Py

Wi

constraint violations, Types and violations. Ovewi of Object-Oriented Concepts — Objects, Basic

properties. Advantages, examples, Abstract datastyfEncapsulation, class hierarchies, polymorph
examples.

sm,

Module -2

Object and Object-Relational Databases:Overview of OOP; Complex objects; Identity, struetietc.
Object model of ODMG, Object definition Language IQbject Query Language OQL; Conceptual des
of Object database. Overview of object relatioredtfires of SQL; Object-relational features of Gral
Implementation and related issues for extended tysems; syntax and demo examples, The ng
relational model. Overview of C++ language binding;

ign
cl
psted

Module -3

Parallel and Distributed Databases: Architectures for parallel databases; Parallel yuevaluation;
Parallelizing individual operations; Parallel queoptimizations; Introduction to distributed datadss
Distributed DBMS architectures; Storing data in @tibuted DBMS; Distributed catalog manageme
Distributed Query processing; Updating distributida; Distributed transactions; Distributed Conency
control and Recovery.

nt;

Module -4

Data Warehousing, Decision Support and Data Mining:Introduction to decision support; OLA
multidimensional model; Window queries in SQL; Hirglanswers quickly; Implementation techniques
OLAP; Data Warehousing; Views and Decision supp¥iew materialization, Maintaining materialize
views. Introduction to Data Mining; Counting co-acences; Mining for rules; Tree-structured rulR§C
and CMC Curves; Clustering; Similarity search ogequences; Incremental mining and data stre
Additional data mining tasks.

D’
for
2d

AMms;

Module -5
Enhanced Data Models for Some Advanced ApplicationsActive database concepts and trigge
Temporal, Spatial, and Deductive Databases — Ragicepts. More Recent Applications: Mobile databgl
Multimedia databases; Geographical Information &yst Genome data management.

2I'S;

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@adecting one full question from each module.

Text Books:
1. EImasri and Navathe: Fundamentals of Databasei8gsteearson Education, 2013.

2. Raghu Ramakrishnan and Johannes Gehrke: DatdMmsggement Systems, 3rd Edition, McGraw-Hi

2013.

Reference Books:
1. Abraham Silberschatz, Henry F. Korth, S. Sudarsitatabase System Concepts, 6th Edition, McG

raw

Hill, 2010.
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03 | 16SSE12 Group-4 ADVANCES IN SOFTWATE TESTING

Exam Hours:03 | Exam Marks:100

Module -1 Basics of Software Testing and Example Basic definitions, Test cases, Insights from an/diagram,
Identifying test cases, Error and fault taxonomiesyels of testing. Examples: Generalized pseudecdtie triangle
problem, The NextDate function, The commission fgol) The SATM (Simple Automatic Teller Machine) ptem.

Module -2

Decision Table-Based TestingDecision tables, Test cases for the triangle pmblTest cases for the NextDate

function, Test cases for the commission problemid@ines and observation®ata Flow Testing: Definition-Use
testing, Slice-based testing, Guidelines and olasiens. Levels of Testing: Traditional view of testing levels
Alternative life-cycle models, The SATM system, Seging integration and system testimigtegration Testing: A
closer look at the SATM system, Decomposition-basatl graph-based, Path-based integrations, Gadg.s

Module -3

System Testing: Threads, Basic concepts for requirements spetiditaFinding threads, Structural strategies and

functional strategies for thread testing, SATM tibseads, System testing guidelines, ASF (Atomist&y Functions
testing examplelnteraction Testing: Context of interaction, A taxonomy of interactipihsteraction, composition, an

determinism, Client/Server Testingssues in Object-Oriented Testing:Units for object-oriented testing, Implications

of composition and encapsulation, inheritance, aotymorphism, Levels of object-oriented testing, IGigsting,
Dataflow testing for object-oriented software, Exdes.Class Testing:Methods as units, Classes as units.

Module -4
Object-Oriented Integration Testing: UML support for integration testing, MM-paths forbject-oriented

software, A framework for object-oriented dataflomegration testingsUl Testing: The currency conversion program,

Unit testing, Integration Testing and System tegtior the currency conversion prografbject-Oriented System
Testing: Currency converter UML description, UML-based systtesting, Statechart-based system testing.

Module -5
Exploratory Testing: The context-driven school, Exploring exploratorystieg, Exploring a familiar example

Exploratory and context-driven testing observatioi®del-Based Testing: Testing based on models, Appropriate

models, Use case-based testing, Commercial togdostifior model-based testingest-Driven Development: Test-
then-code cycles, Automated test execution, Jawh Jnit example, Remaining questions, Pros, cond, @en
questions of TDD, Retrospective on MDD versus TDD.

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. Paul C. Jorgensen: Software Testing, A Craftssndpproach, 3rd Edition, Auerbach Publications120

Reference Books
1. 1. Aditya P Mathur: Foundations of Software TestiRgarson, 2008.
2. Mauro Pezze, Michal Young: Software Testing and Igsia — Process, Principles and Techniques, John

Wiley & Sons, 2008.
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04 16SCS23 Group-4 | CLOUD COMPUTING
Exam Hours:03 | Exam Marks:100
Module -1

Introduction, Cloud Infrastructure: Cloud computing, Cloud computing delivery modelsl aervices, Ethical issue
Cloud vulnerabilities, Cloud computing at Amazompul computing the Google perspective, Microsofnddiws Azure
and online services, Open-source software platfdiongrivate clouds, Cloud storage diversity anchd@ lock-in,
Energy use and ecological impact, Service levetaments, User experience and software licensingrcises and
problems.

Module -2

Cloud Computing: Application Paradigms.: Challenges of cloud computing, Architectural stydé<loud computing
Workflows: Coordination of multiple activities, Cahnation based on a state machine model: The Zguke The Map
Reduce programming model, A case study: The GreVWhkb application, Cloud for science and engineerhligh-
performance computing on a cloud, Cloud computorgBiology research, Social computing, digital @mttand cloud
computing.

Module -3
Cloud Resource Virtualization: Virtualization, Layering and virtualization, Virtbamachine monitors, Virtua
Machines, Performance and Security Isolation, Raftualization and paravirtualization, Hardware gap for
virtualization, Case Study: Xen a VMM based patawditization, Optimization of network virtualizatiprvBlades,
Performance comparison of virtual machines, Th& dile of virtualization, Exercises and problems

Module -4

Cloud Resource Management and Scheduling?olicies and mechanisms for resource managemejcapon of
control theory to task scheduling on a cloud, Jitgtof a two-level resource allocation archite@uFeedback contrg
based on dynamic thresholds, Coordination of speethautonomic performance managers, A utilitydshsnodel for
cloud-based Web services, Resourcing bundling: Quatdrial auctions for cloud resources, Schedudilggprithms for
computing clouds, Fair queuing, Start-time fair wjng, Borrowed virtual time, Cloud scheduling suibjo deadlines
Scheduling MapReduce applications subject to deeslliResource management and dynamic scaling, iEegrand
problems.

Module -5

Cloud Security, Cloud Application Development:Cloud security risks, Security: The top concern dtwud users
Privacy and privacy impact assessment, Trust, @ipgrasystem security, Virtual machine Security, Bag of
virtualization, Security risks posed by shared ismgSecurity risks posed by a management OS, Aettugrtual
machine monitor, Amazon web services: EC2 instagri€eanecting clients to cloud instances througivfalls, Security
rules for application and transport layer protodol&€C2, How to launch an EC2 Linux instance andnet to it, How
to use S3 in java, Cloud-based simulation of aibisted trust algorithm, A trust management servie€loud service
for adaptive data streaming, Cloud based optim@ABynthesis .Exercises and problems.

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Dan C Marinescu: Cloud Computing Theory and fracElsevier(MK) 2013.

Reference Books:
1. Rajkumar Buyya , James Broberg, Andrzej Goscii@kud Computing Principles and Paradigms, Wik&i4.
2. John W Rittinghouse, James F Ransome:Cloud Cingplmplementation, Management and Security, CRE#

2013.
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05 16SCE13/16SCS152 Group-4 EMBEDDED COMPUTING SYSTEMS
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to embedded systems: Embedded syst®msessor embedded into a system, Embe
hardware units and device in a system, Embeddddaef in a system, Examples of embedded syst
Design process in embedded system, FormalizatisysiEm design, Design process and design exan
Classification of embedded systems, skills requioedn embedded system designer.

fdded
ems,
ples,

Module -2

Devices and communication buses for devices netwWworkypes and example, Serial communication devi
Parallel device ports, Sophisticated interfacirgfdees in device ports, Wireless devices, Timerandting
devices, Watchdog timer, Real time clock, Networkatbedded systems, Serial bus communica
protocols, Parallel bus device protocols-parallehmunication internet using ISA, PCI, PCI-X and aaked
buses, Internet enabled systems-network protodéilgless and mobile system protocols.

tion

Module -3

Device drivers and interrupts and service mechanfwgramming-l/O busy-wait approach without inttr
service mechanism, ISR concept, Interrupt sourtr@srrupt servicing (Handling) Mechanism, Multig
interrupts, Context and the periods for contexttahing, interrupt latency and deadline, Classifaatof
processors interrupt service mechanism from Cor#axing angle, Direct memory access, Device dr
programming.

le

iver

Module -4

Inter process communication and synchronizatioprotesses, Threads and tasks: Multiple process
application, Multiple threads in an application,sks, Task states, Task and Data, Clear-cut digim
between functions. ISRS and tasks by their chaiatitss, concept and semaphores, Shared data;
process communication, Signal function, Semaphamnetfons, Message Queue functions, Mailbox funesti
Pipe functions, Socket functions, RPC functions.

n a
nter
bn

Module -5

Real-time operating systems: OS Services, Processgement, Timer functions, Event functions, Mem
management, Device, file and IO subsystems managenmgerrupt routines in RTOS environment &
handling of interrupt source calls, Real-time ofirtpsystems, Basic design using an RTOS, RTOS
scheduling models, interrupt latency and resporigheotasks as performance metrics, OS securityes
Introduction to embedded software development mp®@nd tools, Host and target machines, Linking
location software.

ory
nd
task

=

D

and

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1.Raj Kamal, “Embedded Systems: Architecture, Prognarg, and Design” 2nd edition , Tata McGraw hi
2013.

Reference Books:
1.Marilyn Wolf, “Computer as Components, PrinciplédsEmbedded Computing System Design” 3rd editi
Elsevier-2014.
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06 | 165FC13 Group-4 CYBER CRIME AND CYBER FORENSICS
Exam Hours:03 Exam Marks:100
Module -1

Introduction and Overview of Cyber Crime, Naturel @cope of Cyber Crime, Types of Cyber Crime, 30
Engineering, Categories of Cyber Crime, PropertheZ\Crime.

cia

Module -2

Unauthorized Access to Computers, Computer IntngsigVhite collar Crimes, Viruses and Malicious Go
Internet Hacking and Cracking, Virus Attacks, Pgmaphy, Software Piracy, Intellectual Property, M
Bombs, Exploitation ,Stalking and Obscenity in tnt, Digital laws and legislation, Law Enforcem&ules
and Responses.

ai

Module -3

Introduction to Digital Forensics, Forensic Softevand Hardware, Analysis and Advanced Tools, Fare
Technology and Practices, Forensic Ballistics amat&yraphy, Face, Iris and Fingerprint Recognitiundio
Video Analysis, Windows System Forensics, Linuxt8gsForensics, Network Forensics.

ns

Module -4

Introduction to Cyber Crime Investigation, Investign Tools, eDiscovery, Digital Evidence Colleati
Evidence Preservation, E-Mail Investigation, E-Me&ihcking, IP Tracking, E-Mail Recovery, Hands oas€
Studies, Encryption and Decryption Methods, Seamod Seizure of Computers, Recovering Delg
Evidences, Password Cracking.

ted

Module -5
Laws and Ethics, Digital Evidence Controls, Evidemtandling Procedures, Basics of Indian Evidencd A
IPC and CrPC , Electronic Communication Privacy AC&gal Policies.

A\C

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:

1. Bernadette H Schell, Clemens Matrtin, “Cybercrim®BC — CLIO Inc, California, 2004. "Understandin
Forensics in IT “, NIIT Ltd, 2005.

2. Nelson Phillips and Enfinger Steuart, “Computerensics and Investigations”, Cengage Learningy
Delhi, 2009.

g

Reference Books:

1. Kevin Mandia, Chris Prosise, Matt Pepe, “IncidBesponse and Computer Forensics “, Tata McGr
Hill, New Delhi, 2006.

2. Robert M Slade,” Software Forensics”, Tata Ma@Graill, New Delhi, 2005.
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07 16SFC241 Group-4 CYBER LAWS AND ETHICS
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to Cyber Law and Cyber Ethics: Introtlon to Cyber Crimes and Ethical Issues in Basic
concepts of Law and Information Security, overviefvMnformation Security obligations under ITA 200
Privacy and data protection concepts.

Module -2

Law of Contracts applicable for Cyber Space tratisas. introduction to Contract law, legal recogmit of
Electronic Documents, Authentication of Electroflocuments, Authentication of Electronic Documet
Cyber space contracts, Resolution of Contractisgudes, stamping of Contractual document.

nts,

Module -3
Intellectual Property Law for Cyber Space: ConceptVirtual assests, nature of Intellectual prope
Trademarks and domain names, copyright law, lapaténts.

rty

Module -4
Intellectual Property Law for Cyber Space: ConceptVirtual assests, nature of Intellectual prope
Trademarks and domain names, copyright law, lapaténts.

Ity

Module -5

Miscellaneous Issues in Cyber Crimes and Cyber r@gcilCyber Crime Investigation and Prosecuti
Digital evidence and Cyber forensics, Jurisdictissues, Information Security Management in corgo
Sector.

rat

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1 Cyber Laws for Engineers, Naavi, Ujvala ConsultéhsLtd, 2010.

Reference Books:

1 Deborah G Johnson, Computer Ethics, Pearson Edndatib., ISBN : 81-7758-593-2.

2. Earnest A. Kallman, J.P Grillo, Ethical Decisioraking and Information Technology: An Introducti
with Cases, McGraw Hill Pub.

3. John W. Rittinghouse, William M. Hancock, Cylsecurity Operations Handbook, Elsevier Pub.

4. Michael E. Whitman, Herbert J. Mattord, Prineplof Information Security, 2nd Edition, Cenga
Learning Pub.

on

\ge

5. Randy Weaver, Dawn Weaver, Network Infrastructugeusity, Cengage Learning Pub
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INFORMATION SECURITY POLICES
08 16SCN323 Group-4 IN INDUSTRY
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to Information Security Policies: AlioBolicies, why Policies are Important, When peligi

should be developed, How Policy should be develppeticy needs, Identify what and from whom it &rig
protected, Data security consideration, Backupshi&al storage and disposal of data, IntellectuapBrty

rights and Policies, Incident Response and Forghditanagement Responsibilities, Role of Information

Security Department, Security Management and Lafer€ament, Security awareness training and suppd

rt.

Module -2

Policy Definitions, Standards, Guidelines, Proceduith examples, Policy Key elements, Policy fdrarad
Basic Policy Components, Policy content considensti Program Policy Examples, Business Goal
Security Goals, Computer Security Objectives, Missistatement Format, Examples, Key roles
Organization, Business Objectives, Standards:nat@nal Standards.

Vs
in

Module -3
Writing The Security Policies: Computer locatiorddracility construction, Contingency Planning, Béit

System and Network Configuration Audits, Authertima and Network Security, Addressing and

Architecture, Access Control, Login Security, Pamslg8, User Interface, Telecommuting and Remote 8¢

Internet Security Policies, Administrative and UsBResponsibilities, WWW Policies, Applicatic
Responsibilities, E-mail Security Policies.

Module -4

Establishing Type of Viruses Protection: Rules fiandling Third Party Software, User Involvementhwi

Viruses, Legal Issues, Managing Encryption and ¥pted data, Key Generation considerations
Management, Software Development policies, Prose$ssting and Documentation, Revision control
Configuration management, Third Party Developmknellectual Property Issues.

Module -5

Maintaining the Policies: Writing the AUP, User lingResponsibilities, Organization’s responsibistiand
Disclosures, Compliance and Enforcement, TestimEffectiveness of Policies, Publishing and Notifion
Requirements of the Policies, Monitoring, Contralsd Remedies, Administrator Responsibility, Lo
Considerations, Reporting of security Problems,cipdReview Process, The Review Committee, San
Corporate Policies, Sample Security Policies.

gin
nple

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Scott Barman, Writing Information Security Poligi&ms Publishing, 2002.
2. Thomas.R.Peltier, Information Policies, Procedwand Standards, CRC Press, 2004.

Reference Books:

1 Thomas R Peltier, Justin Peltier, John Backley, nfoimation Security Fundamentals”, Auerbg
publications, CRC Press, 2005.

2. Harold F. Tipton and Micki Krause “Information Seity Management Handbook”, Auerba

ch

h

T

publications, 5th Edition, 2005.
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09 16SCN253 Group-4 NETWORK MANAGEMENT

Exam Hours:03 | Exam Marks:100

Module -1 Introduction: Analogy of Telephone Network Management, Data amfledommunication Networ
Distributed computing Environments, TCP/IP-Basedwdeks: The Internet and Intranets, CommunicatiBnstocols
and Standards- Communication Architectures, Pradtoggers and Services; Case Histories of

Networking and Management — The Importance of togyl, Filtering Does Not Reduce Load on Node, S@ommon
Network Problems; Challenges of Information Tecliggl Managers, Network Management: Goals, Orgamizaand
Functions- Goal of Network Management, Network Msimning, Network Operations and the NOC, Netw
Installation and Maintenance; Network and Systenmadgement, Network Management System platform, Qu&tus
and Future of Network Management.

Drk

Module -2 Basic Foundations: Standards, Models, and Langudgtwork Management Standards, Netw
Management Model, Organization Model, Informatioroddl — Management Information Trees, Managed Ok
Perspectives, Communication Model; ASN.1- TermiggldSymbols, and Conventions, Objects and Data g,ypéject
Names, An Example of ASN.1 from ISO 8824; Encoddtigicture; Macros, Functional Model.

Drk
ject

Module -3 SNMPv1 Network Management: Managed Network: Thetd#ys of SNMP Management, Intern
Organizations and standards, Internet Documents,SMIMP Model, The Organization Model, System OwewiThe
Information Model - Introduction, The Structure &anagement Information, Managed Objects, Managen
Information Base. The SNMP Communication Model —e TABNMP Architecture, Administrative Model, SNM
Specifications, SNMP Operations, SNMP MIB Group,nétional Model SNMP Management — RMON: Rem
Monitoring, RMON SMI and MIB, RMONI1- RMON1 TextuaConventions, RMON1 Groups and Functio
Relationship Between Control and Data Tables, RM@winmon and Ethernet Groups, RMON Token Ring Exten
Groups, RMON2 — The RMON2 Management Informatiosd 8&RMON2 Conformance Specifications.

et

nent
P
pDte
ns,
5

Module -4 Broadband Network Management: Broadband Access &tkswand Technologies: Broadband Acc
Networks, Broadband Access Technology; HFCT Tedamol The Broadband LAN, The Cable Modem, The Ca
Modem Termination System, The HFC Plant, The RFcBpm for Cable Modem; Data Over Cable, Refere
Architecture; HFC Management — Cable Modem and CMM&agement, HFC Link Management, RF Spect
Management, DSL Technology; Asymmetric Digital Serfiser Line Technology — Role of the ADSL Accesstwiark
in an Overall Network, ADSL Architecture, ADSL Chaling Schemes, ADSL Encoding Schemes; AD

PSS
\ble
nce
um

SL

Management — ADSL Network Management Elements, A@®figuration Management, ADSL Fault Management,

ADSL Performance Management, SNMP Based
ADSL Line MIB, MIB Integration with Interfaces Grps in MIB-2, ADSL Configuration Profiles

Module -5 Network Management Applications: Configuration Mgement- Network Provisioning, Invento
Management, Network Topology, Fault Management-ltFRetection, Fault Location and Isolation 24 Teicjues,
Performance Management — Performance Metrics, Diataitoring, Problem Isolation, Performance StatistiEvent
Correlation Techniques — Rule-Based Reasoning, MBdsed Reasoning, Case Based Reasoning, Code
correlation Model, State Transition Graph Modehiteé State Machine Model, Security Management -ickal and
Procedures, Security Breaches and the Resourcetetiéz Prevent Them, Firewalls, Cryptography, Antioation and
Authorization, Client/Server Authentication SysteriMessages Transfer Security, Protection of Netadr&m Virus
Attacks, Accounting Management, Report Managenteuitcy- Based Management, Service Level Management.

[y

book

Question paper pattern:
e The question paper will have ten questions.
e Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
»  The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. Mani Subramanian: Network Management- Principled Practice, 2nd Pearson Education, 2010.

Reference Books:
1. J. Richard Burke: Network management ConceptsPaactices: a Hands-On Approach, PHI,

2008.
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16SCS333 NATURAL LANGUAGE PROCESSING AND TEXT
10 Group-4
MINING
Exam Hours:03 | Exam Marks:100
Module -1

OVERVIEW AND LANGUAGE MODELING: Overview: Origins iad challenges of NLP-Language and Grammatr-

Processing Indian Languages- NLP Applications- imiation Retrieval. Language Modeling: Various Graam
based Language Models- Statistical Language Model.

Module -2

WORD LEVEL AND SYNTACTIC ANALYSIS: Word Level Analgis: Regular Expressions-Finite-Sta
Automata-Morphological Parsing-Spelling Error Detae and correction-Words and Word classes-Pafdmdech
Tagging. Syntactic Analysis: Context-free GrammanS§lituency- Parsing-Probabilistic Parsing.

ite

Module -3

Extracting Relations from Text: From Word SequenoeBependency Paths: Introduction, Subsequenceeiefor
Relation Extraction, A Dependency-Path Kernel faldon Extraction and Experimental Evaluation. M
Diagnostic Text Reports by Learning to Annotate Whemige Roles: Introduction, Domain Knowledge &

nd

Knowledge Roles, Frame Semantics and Semantic Rabeling, Learning to Annotate Cases with Knowledge

Roles and Evaluations. A Case Study in Natural bagg Based Web Search: InFact System Overview,
GlobalSecurity.org Experience.

The

Module -4

Evaluating Self-Explanations in iISTART: Word Matepi Latent Semantic Analysis, and Topic Models:

Introduction, iISTART: Feedback Systems, iISTART: Igation of Feedback Systems, Textual Signatu
Identifying Text-Types Using Latent Semantic An&@ys Measure the Cohesion of Text Structuresothiction,
Cohesion, Coh-Metrix, Approaches to Analyzing Textstent Semantic Analysis, Predictions, Results
Experiments. Automatic Document Separation: A Caratidon of Probabilistic

Classification and Finite-State Sequence Modelihgroduction, Related Work, Data Preparation, Doenty
Separation as a Sequence Mapping Problem, ReEuti$ving Explanatory Novel Patterns for Semanticélhsed
Text Mining: Related Work, A Semantically Guided &b for Effective TextMining.

res:

of

Module -5

INFORMATION RETRIEVAL AND LEXICAL RESOURCES: Inforration Retrieval: Design features
Information Retrieval Systems-Classical, Non cleaisi Alternative Models of Information Retrieval valuation
Lexical Resources: World Net-Frame Net- StemmerSFagger- Research Corpora.

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:

1. Tanveer Siddiqui, U.S. Tiwary, “Natural Languagecessing and Information Retrieval”, Oxford Uity
Press, 2008.

2. Anne Kao and Stephen R. Poteet (Eds), “NatuaalguageProcessing andText Mining”,Springer-Verlagdon
Limited 2007.

Reference Books:

1 Daniel Jurafsky and James H Martin, “Speech aadglage Processing: Anintroduction to Natural Laggu
Processing, Computational Linguistics and Speecbéétion”, 2" Edition, Prentice Hall, 2008.

2. James Allen, “Natural Language Understandingy &dition, Benjamin/Cummingspublishing company93.9

3. Gerald J. Kowalski and Mark.T. Maybury, “Infortitan Storage and Retrieval systems”, Kluwer acade
Publishers, 2000.

4. Steven Bird, Ewan Klein, Edward Loper, “Naturahguage Processing with Python,” Publisher: Olir#ledia,

June 2009

5. Christopher D.Manning and Hinrich Schutze, “Fdations of Statistical Natural Language ProcessihgiT

mi

Press, 1999.
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11 16SCN244 Group-4 MOBILE APPLICATION DEVELOPMENT
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to mobile communication and computihgroduction to mobile computing, Novel applicatin
limitations and GSM architecture, Mobile servic8gstem architecture, Radio interface, protocol)déaer
and security. Smart phone operating systems and pimanes applications.

Module -2

Fundamentals of Android Development: Introductian Android., The Android 4.1 Jelly Bean SD
Understanding the Android Software Stack, Instglliihe Android SDK, Creating Android Virtual Devige
Creating the First Android Project, Using the T€igw Control, Using the Android Emulator.

Module -3

The Intent of Android Development, Four kinds of dhoid Components: Activity, Service, Broadc
Receiver and Content Provider. Building Blocks fordroid Application Design, Laying Out Controls
Containers. Graphics and Animation: Drawing graphit Android, Creating Animation with Android
Graphics API.

ast
in

)

Module -4

Creating the Activity, Working with views: Explogncommon views, using a list view, creating custom

views, understanding layout. Using Selection Widgatd Debugging Displaying and Fetching Informat
Using Dialogs and Fragments. Multimedia: Playingdia Playing Video and Capturing Media. Advang
Android Programming: Internet, Entertainment, apdviges.

ion
ed

Module -5
Displaying web pages and maps, communicating wWills &nd emails. Creating and using content provid
Creating and consuming services, publishing andapaications

ers

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@adecting one full question from each module.

Text Books:

1. Mobile Computing: (technologies and ApplicationsNN.Jani S chand

2. B.M.Hirwani- Android programming Pearson pubiicas-2013

3. W. Frank Ableson, Robi Sen and C. E. Ortiz - faidlin Action, Third Edition-2012 DreamTech Pubks

Reference Books:
1. NILL
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12 16SFC321 Group-4 SECURITY ARCHITECTURE DESIGN
Exam Hours:03 | Exam Marks:100
Module -1

Architecture and Security: Architecture Reviewsft®8are Process, Reviews and the Software Develop
Cycle, Software Process and Architecture Model$twaoe Process and Security, Architecture Reviey
System, Security Assessments, Security Archite@®asics, Architecture Patterns in Security

men

Module -2

Low-Level Architecture: Code Review, importance abde review, Buffer Overflow Exploits
Countermeasures Against Buffer Overflow Attacksttggas applicable, Security and Perl, Bytec
Verification in Java-Good Coding Practices LeadSecure Code, Cryptography, Trusted Code, Se
Communications.

nde
cure

Module -3

Mid-Level Architecture: Middleware Security, Middéare and Security, The Assumption of Infallibilifyhe
Common Object Request Broker Architecture, The OMBORBA Security Standard, Vend
Implementations of CORBA Security, CORBA Securitevels, Secure Interoperability, Applicatio
Unaware Security, Application, Aware Security, Apption Implications, Web Security, Application and
OS Security, Database Security.

Dr

Module -4

High-Level Architecture: Security Components, Secusingle Sign-On- Public-Key Infrastructure
Firewalls, Intrusion Detection Systems, LDAP andb0Q Directories, Kerberos, Distributed Comput
Environment, The Secure Shell, or SSH, The Distaduandbox, Security and Other Architectural Go
Metrics for Non- Functional Goals, Force Diagrammuad Security, High Availability, Robustness,
Reconstruction of Events, Ease of Use, MaintaiitgpilAdaptability, and Evolution, Scalability
Interoperability, Performance, Portability.

£S,

ng
als,

Module -5

Enterprise Security Architecture: Security as acPss, Security Data, Enterprise Security as a
Management Problem, Tools for Data Management, disénberg and the “Stupid Network”, Extensi
Markup Language,The XML Security Services Signaliager, XML and Security Standards, The Secu
Pattern Catalog Revisited, XML-Enabled SecurityddGP: A Case Study in Data Management, Busi
Cases and Security, Building Business Cases fanrBg€ase study:Building secure OS for Linux: Linu
security modules, security enhanced Linux.

Data
Dle
rity
ness
X

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books
1. Jay Ramachandran, Designing Security Architectotat®®ns, Wiley Computer Publishing, 2010.

Reference Books:
1. Markus Schumacher, Security Patterns: Integrateguty and Systems Engineering, Wiley Software
Pattern Series, 2010.
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13 16LNI252 Group-4 SOFTWARE AGENTS

Exam Hours:03 | Exam Marks:100

Module -1 An introduction to Software Agents Why Software Atg? Simplifying Computing, Barriers to Intelligent

Interoperability, Incorporating Agents as Resouktanagers, Overcoming user Interface Problems, Towsgent-
Enabled System Architectures. Agents: From Dire@nMulation to Delegation Introduction, Intelligelterfaces,
Digital Butlers, Personal Filters, Digital sisteénstaw, Artificial Intelligence, Decentralization)Vhy Linking works,
The Theatrical Metaphor, Conclusion: Direct Mangiidn and Digital Butlers, Acknowledgements. Inéeds Agents
Metaphors with Character Introduction, Objectioms#Agents, In Defense of Anthropomorphism, Key Chteastics of
Interface Agents, Agency, Responsiveness, Competefccessibility, Design and Dramatic Character, Rn& D
Agenda.

Module -2 Designing Agents as if People Mattered: What ddegehts” Mean?, Adaptive Functionality: Three Des
Issues, The Agent Metaphor: Reactions and Expeottihe Agent Conceptual Model. Direct Manipulati@rsus
Agents: Paths to Predict able, Controllable, andn@ehensible Interfaces: Introduction, General @ome About
Intelligent Interfaces, Learning From History, Whsitan Agent?, Looking at the Components, Realiziidew Vision,
Tree Maps, Dynamic Queries, Back to a Scientifipigach, Acknowledgements. Agents for InformatiorarBtg and
Coordination: A History and some Reflections: Imf@tion, Lens: An Intelligent Tool for Managing Efeonic
Messages, Semiformal Systems an d Radical TaildsgbOval: A Radically Tailorable Tool for Inforntin
Management and Cooperative Work, Examples of Apfibo and Agents in Oval, Conclusions: An Addenddrhe
Relationship between Oval and Objects Lens .

Module -3 Agents that Reduce Work and Information Overloadokiuction, Approaches to Building Agents, Traini
a Personal Digital Assistant, Some Example of hgsigents, Electronic Mail Agents, Meeting Schedgl Agent,
News Filtering Agent, Entertainment Selection Agéiscussion, Acknowledgements Software Agentslooperative
Learning: Computer-Supported Cooperative LearniBgamples of Software Agents for Cooperative Lean
Examples of Software Agents for Cooperative Leagnideveloping an Example, Discussion and Perspstiv

Module -4 An Overview of Agent-Oriented Programming: Agentigbted Programming: Software with Mental St3
Two SCEnarios, On the Mental state of agents, Generic Adeterpreter, AGENT-0: A Simple Language and
Interpreter, KQML as an Agent Communication Languaghe approach of knowledge sharing effort(KSE)g ]
Solution of the knowledge sharing efforts, knowled@uery Manipulation Language (KQML),Implementati
Application of KQML , Other Communication Languag€he Approach of Knowledge-Sharing Effect,(KSE),T
Solutions of the Sharing Effect.

Module -5 Agent for Information Gathering: Agent Organizatidre Knowledge of an Agent, The Domain Model
an Agent, Modeling other Agent, communication laaggl and protocol, query processing, an informatoal,
information source selection, generating a quemess plan, interleaving planning and executionmasgic query|
optimization, learning, caching retrieved dataatedl work, discursion, acknowledgement. Mobile Agefnabling
Mobile Agents, Programming Mobile Agents, Using MelAgents.

ng

n

te,
its
[
bn
he

of

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. Jeffrey M. Bradshaw: Software Agents, PHI (MIfegs) 2012.

Reference Books:

1 Lin Padgham and Michael Winikoff, “Developingtkiligent Agent Systems: A Practical Guide”, Johiley/ & sons
Publication, 2004.

2. Steven F. RailsBack and Volker Grimm, “Agent-8&snd Individual Based modeling: A Practical Idtrotion”,
Princeton University Press, 2012.

3. Peter Wayner, “Disappearing Cryptography — Imfation Hiding: Steganography & Watermarking”, Manga
Kaufmann Publishers, New York, 2002.

4. Frank Y. Shih, “Multimedia Secuirty, Watermar§gjrSteganography and Forensics”, CRC Press




Visvesvaraya Technological University, Belagavi.
PhD Coursework Courses — 2018 (Computer Science aishgineering)
As per 2017 Regulation

14 16SCE333 Group-4 SOFTWARE DEFINED NETWORK

Exam Hours:03 | Exam Marks:100

Module -1 Introduction. Centralized and Distributed Control and Data Planes. Introduction -Evolution versu
Revolution. What Do They Do? - The Control Plan@tdDPlane, Moving Information Between Planes, Wian
Separation Be Important? Distributed Control Plan@&sand MPLS, Creating the IP Underlay, Convecgehime, Load
Balancing, High Availability, Creating the MPLS Qleay, Replication. Centralized Control Planes - icadjVersus

Module -2 OpenFlow. Introduction - Wire Protocol, Replication, FAWGqrwarding Abstraction Workgroup), Conf
and Extensibility, Architecture. Hybrid ApproacheShips in the Night, Dual Function Switches.

SDN Controllers. Introduction. General Concepts — Vmware, NicvWaware/Nicira, OpenFlow-Related, Mining
NOX/POX. Trema, Ryu, Big Switch Networks/Floodlightiyer 3 Centric - L3VPN, Path Computation Elem®etver.
OF-CONFIG.

—

Module -3 Network Programmability. Introduction. The Management Interface. The Amlan-Network Divide -
The Command-Line Interface, NETCONF and NETMOD, SNMVodern Programmatic Interfaces - Publish
Subscribe Interfaces, XMPP. Google’s Protocol Busffe Thrift. JSON, I12RS. Modern Orchestration - @gtack.
CloudStack, Puppet.

and

Module -4 Network Function Virtualization. Introduction. Virtualization and Data Plane I/ata Plane I/O, I/G
Summary. Services Engineered Path. Service Locatiod Chaining — Metadata, An Application Level Agach,
Scale, NFV at ETSI. Non-ETSI NFV Work - MiddleboxuSlies, Embrane/LineRate, Platform Virtualizatiéald OVS,
OVN, OPNFV, Openstack

Module -5 Building an SDN Framework. Introduction. Build Code First; Ask Questions Lat&he Juniper SDN
Framework. IETF SDN Framework(s) — SDN (P), ABNOped Daylight Controller/Framework — API, Hig
Availability and State Storage, Analytics. Policy|D-SAL, VTN, OVSDB. ONOSUse Cases for Bandwidth
Scheduling, Manipulation, and Calendaring. Introdudion. Bandwidth Calendaring - Base Topolo
andFundamentalConcepts, OpenFlow and PCE Topolofiesnple Configuration, OpenFlow Provisioned Exim
Enhancing the Controller. Overlay Example Using F&HBvisioning,Expanding your reach: Barbarians at the gat
Big Data and Application Hyper-virtualization fardtant CSPF expanding topology.

DO

Question paper pattern:
e The question paper will have ten questions.
e Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum ol sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. Software Defined Networks: A Comprehensive ApprodghPaul Goransson and Chuck Black, Morgan
Kaufmann, June 2014, Print Book ISBN: 978012416680k ISBN : 9780124166844
2. Software defined networks: Design and Deploymeatti€la A. Morreale and James M. Anderson. CRCfr¢
December 2014, ISBN: 9781482238631
3.  Network Innovation through OpenFlow and SDN: Piihes and Design, Edited by Fei Hu, CRC Press, ISB
10: 1466572094, 2014,

bS

IN-

Reference Books:

1. Paul Goransson, Chuck Black: Software Defined Nete/éd Comprehensive Approach , Elsevier, 2014.

Paperback ISBN: 9780128045558, eBook ISBN: 978042894

2. SDN: Software Defined Networks, An Authoritativevikew of Network Programmability Technologies, By
Thomas D. Nadeau, Ken Gray Publisher: O'Reilly Mediugust 2013, ISBN: 978-1-4493-4230-2, ISBN 10
4493-4230-2.
When SDN Meets Hadoop big data analysis, thingslgeamic — Conrad Menezes — TechTarget.
4. Programming your network at run-time for big dgpalecations — Guohui Wang et..al —~ACM SIGCOMM

w

HotSDN 2012.
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01 16SCS22 Group-5 ADVANCED ALGORITHMS
Exam Hours:03 | Exam Marks:100
Module -1

Review of Analysis Techniques:Growth of Functions: Asymptotic notations; Standarotations ang
common functions; Recurrences and Solution of Renoge equations- The substitution method,

recurrence — tree method, The master method; AmeartAnalysis: Aggregate, Accounting and Poten
Methods.

The
tial

Module -2
Graph Algorithms: Bellman - Ford Algorithm; Single source shorteshgan a DAG; Johnson's Algorithr,
for sparse graphs; Flow networks and Ford-Fulkersethod; Maximum bipartite matchingolynomials
and the FFT: Representation of polynomials; The DFT and FFTicifit implementation of FFT.

=

Module -3
Number -Theoretic Algorithms: Elementary notions; GCD; Modular Arithmetic; Solgimodular linear
equations; The Chinese remainder theorem; Poweanaoélement; RSA cryptosystem; Primality testi
Integer factorization

Module -4
String-Matching Algorithms: Naive string Matching; Rabin - Karp algorithm; 8grimatching with finite
automata; Knuth-Morris-Pratt algorithm; Boyer — Me@lgorithms.

Module -5
Probabilistic and Randomized Algorithms: Probabilistic algorithms; Randomizing deterministic
algorithms, Monte Carlo and Las Vegas algorithmmepBbilistic numeric algorithms.

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:

1.T. H Cormen, C E Leiserson, R L Rivest and C Stieimoduction to Algorithms, '4 Edition, Prentice-Hall
of India, 2010.

2. Kenneth A. Berman, Jerome L. Paul: Algorithmen@age Learning, 2002.

Reference Books:
1. Ellis Horowitz, Sartaj Sahni, S.Rajasekharan: Fumefatals of Computer Algorithms"“Edition,
Universities press, 2007
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ADVANCES IN COMPUTER
02 16SCS151 Group-5 NETWORKS
Exam Hours:03 | Exam Marks:100
Module -1

Foundation: Building a Network, Requirements, Perspectives, lébda Connectivity, Cost-Effectiv
Resource sharing, Support for Common Services, lyatzlity, Protocol layering, Performance, Bandwi

a)

dt

and Latency, Delay X Bandwidth Product, Perspestia Connecting, Classes of Links, Reliable

Transmission, Stop-and-Wait , Sliding Window, Cameat Logical Channels.
T1: Chapter 1.1,1.2,1.5.1,1.5.2.1, 2.5 T2 Chapter 4

Module -2
Internetworking I: Switching and Bridging, Datagram'’s, Virtual Circ@tvitching, Source Routing, Bridge
and LAN Switches, Basic Internetworking (IP), Wigan Internetwork?, Service Model, Global Addres
Datagram Forwarding in IP, sub netting and classladdressing, Address Translation (ARP), H
Configuration (DHCP), Error Reporting (ICMP), VigliNetworks and Tunnels.
T1: Chapter 3.1, 3.2,

£S
5e
ost

Module -3

Internetworking- Il: Network as a Graph, Distance Vector (RIP), Linkt&St{@SPF), Metrics, The Glob
Internet, Routing Areas, Routing among Autonomoystesns (BGP), IP Version 6 (IPv6), Mobility ar
Mobile IP

T1: Chapter 3.3, 4.1.1,4.11R:Chapter 13.1 to 13.18 , Ch 18.

al
nd

Module -4
End-to-End Protocols: Simple Demultiplexer (UDP), Reliable Byte StreamP)CEnd to- End Issue
Segment Format, Connecting Establishment and Tatiom Sliding Window Revisited, Triggerin

Transmission, Adaptive Retransmission, Record Batied, TCP Extensions, Queuing Disciplines, FIF

Fair Queuing, TCP Congestion Control, Additive kmse/ Multiplicative Decrease, Slow Start, Fast
Retransmit and Fast Recovery
T1: Chapter 5.1, 5.2.1t05.2.8, 6.2, 6.3

U7y

O(Q

Module -5
Congestion Control and Resource AllocatiorCongestion-Avoidance Mechanisms, DEC bit, RandomnlyE
Detection (RED), Source-Based Congestion Avoidabe. Domain Name System (DNS), Electronic M
(SMTP,POP,IMAP,MIME), World Wide Web (HTTP), NetwoManagement (SNMPJ1: Chapter 6.4T2:
Chapter 23.1 to 23.16, Chapter 24, Chapter 25, ©€ha.1 to 27.8

a
ail

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions covestighe topics under a module.
« The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:

1. Larry Peterson and Bruce S Davis “Computer NetwotkSystem Approach”®Edition , Elsevier -2014.
2. Douglas E Cometf Internetworking with TCP/IP, Principles, Protocalsd Architecture’tth Edition, PHI
—2014.

Reference Books:
1. Uyless Black, “Computer Networks, Protocols , Stadd and Inte rfaces” 2 nd Edition -PHI.
2. Behrouz A Forouzan, “TCP /IP Protocol Suiteh4=dition — Tata McGraw-Hill.
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BUSINESS INTELLIGENCE AND ITS
03 | 16SCS243 Group-5 APPLICATIONS
Exam Hours:03 | Exam Marks:100
Module -1

Development Steps, Bl Definitions, Bl Decision Sogplnitiatives, Development Approaches, Parallel

Development Tracks, Bl Project Team Structure, Bess Justification, Business Divers, Business Ais
Issues, Cost — Benefit Analysis, Risk Assessmensirigss Case Assessment Activities, Roles Involre
These Activities, Risks Of Not Performing Step, thaare, Middleware, DBMS Platform, Non Technical
Infrastructure Evaluation

Module -2

Managing The BI Project, Defining And Planning TBE Project, Project Planning Activities, Roles A
Risks Involved In These Activities, General BusieRequirement, Project Specific Requireme
Interviewing Process

y
d

nd
nts,

Module -3

Differences in Database Design Philosophies, Lodedabase Design, Physical Database Design, Aiesy
Roles And Risks Involved In These Activities, Intrental Rollout, Security Management, Database Ba
And Recovery

cku

Module -4

Growth Management, Application Release Conceptt Poplementation Reviews, Release Evaluation

Activities, The Information Asset and Data ValuatidActionable Knowledge — ROI, Bl Applications, T
Intelligence Dashboard

ne

Module -5
Business View of Information technology ApplicatioBusiness Enterprise excellence, Key purpossiafy
IT, Type of digital data, basics f enterprise rejmgy, Bl road ahead.

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions covestighe topics under a module.
- The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:

1. Larissa T Moss and ShakuAtre — Business IntelligeRoadmap : The Complete Project Lifecycle
Decision Support Applications, Addison Wesley Imhation Technology Series, 2003.

2. R N Prasad, SeemaAcharya — Fundamentals of &ssinalytics , Wiley India, 2011.

for

Reference Books:
1. David Loshin - Business Intelligence: The Savvy kiger's Guide, Publisher: Morgan Kaufmann, ISBN
55860-196-4.

2. Brian Larson - Delivering Business Intelligend¢h Microsoft SQL Server 2005, McGraw Hill, 2006.

3. Lynn Langit - Foundations of SQL Server 2008 iBess Intelligence —Apress, ISBN13: 978- 1-43

(I

3324-4, 2011
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04 16SCE332 DATABASE SECURITY
Group-5
Exam Hours:03 | Exam Marks:100
Module -1.

Introduction: Introduction to Databases, Securitglfems in Databases Security Controls Conclusi

Security Models 1: Introduction, Access Matrix Mgd€ake- Grant Model, Acten Model, PN Model,

Hartson and Hsiao's Model, Fernandez's Model, Bassond Martella's Model for Distributed databas

ons.

es

Module -2

Security Models 2: Bell and LaPadula's Model, Biddodel, Dion's Model, Sea View Model, Jajodi

a

and Sandhu's Model, The Lattice Model for the FI@w@ntrol conclusion. Security Mechanisms:
Introduction, User Identification/Authentication,avhory Protection, Resource Protection, Control How
Mechanisms, Isolation, Security FunctionalitiesSiome Operating Systems, Trusted Computer System,

Evaluation Criteria.

Module -3

Security Software Design: Introduction, A Methodgtal Approach to Security, Softwa
Design, Secure Operating System Design, Secure DBKign, Security Packages, Datab
Security Design.

re
ase

Module -4

Statistical Database Protection & Intrusion DetattBystems: Introduction, Statistics, Concepts
Definitions, Types of Attacks, Inference Controlsyaluation Criteria for Control Comparisg
Introduction IDES System, RETISS System, ASES 3yddéscovery.

and

>

Module -5

Models For The Protection Of New Generation Datab8@gstems 1: Introduction, A Model for t
Protection of Frame Based Systems, A Model forRhatection of Object-Oriented Systems, SORI
Model for the Protection of Object-Oriented DatasasModels For The Protection Of New Genera
Database Systems 2: A Model for the Protection@fXseneration Database Systems, the Orion Mo
Jajodia and Kogan's Model, A Model for the Protatif Active Databases Conclusions.

he
DN
ion
del,

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions coveatighe topics under a module.

« The students will have to answer 5 full questi@e$ecting one full question from each module.

Text Books:
1. Database Security and Auditing, Hassan A. Afyqundia Edition, CENGAGE Learning, 2009.
2. Database Security, Castano, Second edition, Pekiharation.

Reference Books:
1. Database security by Alfred Basta, Melissa Zg@&NGAGE learning..




Visvesvaraya Technological University, Belagavi.
PhD Coursework Courses — 2018 (Computer Science aishgineering)
As per 2017 Regulation

05 16LNI253 Group-5 BIOINFORMATICS
Exam Hours:03 | Exam Marks:100
Module -1

INTRODUCTION : Need for Bioinformatics technologies Overview of Bioinformatics technologies

Structural bioinformatics — Data format and proo®ss- secondary resources- Applications — Role of
Structural bioinformatics - Biological Data Intetiom System.

Module -2

DATAWAREHOUSING AND DATAMINING IN BIOINFORMATICS: Bioinformatics data — Data ware
housing architecture — data quality — Biomedicahdmalysis — DNA data analysis — Protein datayaisa+
Machine learning — Neural network architecture- Kggtions in bioinformatics.

Module -3

MODELING FOR BIOINFORMATICS : Hidden markov modegjnfor biological data analysis Sequence
identification — Sequence classification — multiplgnment generation — Comparative modeling —ddnat
modeling — genomic modeling — Probabilistic modghnBayesian networks — Boolean networks - Molecula
modeling — Computer programs for molecular modeling

Module -4

PATTERN MATCHING AND VISUALIZATION: Gene regulatior motif recognition and motif detection|—
strategies for motif detection — Visualization -a€tal analysis — DNA walk models — one dimensidwe
dimension — higher dimension — Game representatiddiological sequences — DNA, Protein, Amino acid
seguences.

Module -5

MICROARRAY ANALYSIS: Microarray technology for gemee expression study — image analysis for data

extraction — preprocessing — segmentation — grigjdspot extraction, normalization, filtering — ders
analysis — gene network analysis

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
* The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Yi-Ping Phoebe Chen (Ed), “Bio Informatics Techrgis”, Springer Verlag, 2014.

Reference Books:
1 NILL
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06 16SCE254 Group-5 COMPUTER VISION
Exam Hours:03 | Exam Marks:100
Module -1

CAMERAS: Pinhole Cameras, Radiometry — Measuringht:i Light in Space, Light Surfaces, Importa
Special Cases, Sources, Shadows, And Shading: tgivai Radiometry, Sources and Their Effects, Lg
Shading Models, Application: Photometric Steredgerreflections: Global Shading Models, Color: T
Physics of Color, Human Color Perception, Représgntolor, A Model for Image Color, Surface Co
from Image Color.

ANt
cal
he
or

Module -2

Linear Filters: Linear Filters and Convolution, Shinvariant Linear Systems, Spatial Frequency Badrier
Transforms, Sampling and Aliasing, Filters as Teatgd, Edge Detection: Noise, Estimating Derivati
Detecting Edges, Texture: Representing Texture, V&im (and Synthesis) Using Oriented Pyram
Application: Synthesis by Sampling Local Modelsafé from Texture.

es
ds,

Module -3

The Geometry of Multiple Views: Two Views, StereipsReconstruction, Human Stereposis, Binoc
Fusion, Using More Cameras, Segmentation by Clagte¥What Is Segmentation?, Human Vision: Group
and Getstalt, Applications: Shot Boundary Detectimnl Background Subtraction, Image Segmentatio
Clustering Pixels, Segmentation by Graph-Theo@lisstering,

ular
ing
N by

Module -4

Segmentation by Fitting a Model: The Hough TransforFitting Lines, Fitting Curves, Fitting as
Probabilistic Inference Problem, Robustness, Setatien and Fitting Using Probabilistic Methods: §ligy
Data Problems, Fitting, and Segmentation, The EMoAthm in Practice, Tracking With Linear Dynan
Models: Tracking as an Abstract Inference Probléimmear Dynamic Models, Kalman Filtering, Da
Association, Applications and Examples.

a

ic
ta

Module -5

Geometric Camera Models: Elements of Analytical IHean Geometry, Camera Parameters and
Perspective Projection, Affine Cameras and Affimej&tion Equations, Geometric Camera Calibrat
Least-Squares Parameter Estimation, A Linear Amirda Camera Calibration, Taking Radial Distort
into Account, Analytical Photogrammetry, An Applicm: Mobile Robot Localization, Model- Based Visio
Initial Assumptions, Obtaining Hypotheses by Posmgistency, Obtaining Hypotheses by pose Cluste
Obtaining Hypotheses Using Invariants, Verificatidypplication: Registration In Medical Imaging Sgsts,
Curved Surfaces and Alignment.

the
on:
on

ring

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions covestighe topics under a module.
- The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. David A. Forsyth and Jean Ponce: Computer VisignModern Approach, PHI Learning (Indig
Edition), 2009.

N

Reference Books:
1. E. R. Davies: Computer and Machine Vision — Tiiedlgorithms and Practicalities, Elsevier (Acaden

Press), dedition, 2013.
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07 16SCS324 | Group-5 | ENTERPRISE APPLICATION PROGRAMMING

Exam Hours:03 | Exam Marks:100

Module -1

Web application and java EE 6:Exploring the HTTP Protocol, Introducing web apations, describing
web containers, exploring web architecture modetgjoring the MVC architectur&orking with servlets

3.0 Exploring the features of java servlet, Explorirgnfeatures in servlet 3.0, Exploring the serviét A
explaining the servlet life cycle, creating a samngérvlet, creating a servlet by using annotatwarking

with servlet config and servlet context objects rkimg with the HTTP servlet request and HTTP sdr
response interfaces, Exploring request delegatidrequest scope, implementing servlet collabamatio

Module -2

Handling sessions in servlet 3.0Describing a session, introducing session trackigloring the sessio
tracking, mechanisms, using the java servlet APEf&ssion tracking, creating login application gssession
tracking. Implementing event handling Introducing events, Introducing event handling, kimg with the
servlet events, developing the online shop webiegbn. Working with java server pages: Introducing
JSP technology, Exploring new features of JSPisting advantages of JSP over java servlet, Expiotine
architecture of a JSP page, Describing the lifdecg€ a JSP page, working with JSP basic tags mpdidit

objects, working with the action tags in JSP, espbpthe JSP unified EL, using functions with EL.

Module -3

Implementing JSP tag extensionsExploring the elements of tag extensions, Workinthwelassic tag
handlers, Exploring the tag extensions, Workindhwgiimple tag handlerémplementing java server pages
standard tag library 1.2: Introducing JSTL, Exploring the tag libraries JSMrking with the core tag
library. Implementing filters: Exploring the need of filters, exploring the worgiof filters, exploring filterg
API, configuring a filter, creating a web appli@atiusing filters, using initializing parameter ihefrs.

)

vie

=)

Module -4
Persistence Management and Design Patterns: Implemiing java persistence using hibernate
Introducing hibernate, exploring the architecturfe hibernate, downloading hibernate, exploring H(

oL,

understanding hibernate O/R mapping, working witheimate, Implementing O/R mapping with hibernate.

Java EE design patterns:Describing the java EE application architecturdrdducing a design pattern
discussing the role of design patterns, explorypgs of patterns.

S,

Module -5
Web Frameworks: Working with struts 2 Introducing struts 2, understanding actions intst
2 Working with java server faces 2.0:Introducing JSF, Explaining the features of JSFHl&ng
the JSF architecture, describing JSF elements,oirgl the JSF request processing life cy
Working with spring 3.0: Introducing features of the spring framework, exiplg the spring
framework architecture, exploring dependency imggec& inversion of control, exploring AOP wit
spring, managing transactiorecuring java EE 6 applications:Introducing security in java EE ¢
exploring security mechanisms, implementing seguant an application server.

cle.

=

A2

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions covestighe topics under a module.
- The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:

1 Kogent learning solution: JAVA SERVER PROGRAMMIN@VA EE6(J2EE 1.6), Dreamtech press 20
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MULTI CORE ARCHITECTURE AND
08 16SCS152 Group-5 PROGRAMMING
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to Multi-core Architecture Motivatidior Concurrency in software, Parallel Computingtfelans, Parallel
Computing in Microprocessors, Differentiating Mudtore Architectures from Hyper- Threading Techngloylulti-

threading on Single-Core versus Multi-Core Platferbnderstanding Performance, Amdahl’'s Law, GrowRegurns:
Gustafson’s Law. System Overview of Threading :ilie§ Threads, System View of Threads, Threadingvalthe
Operating System, Threads inside the OS, Threeasldeirthe Hardware, What Happens When a Thread daté€xt,
Application Programming Models and Threading, \attiEnvironment: VMs and Platforms, Runtime Virtzalion,
System Virtualization.

Module -2

Fundamental Concepts of Parallel Programming :Désigfor Threads, Task Decomposition, Data Decoritipos
Data Flow Decomposition, Implications of DiffereDecompositions, Challenges You'll Face, Parall@gPamming
Patterns, A Motivating Problem: Error Diffusion, &lgsis of the Error Diffusion Algorithm, An Alterte Approach:
Parallel Error Diffusion, Other Alternatives. Thd#ag and Parallel Programming Constructs: Synchatian, Critical
Sections, Deadlock, Synchronization Primitives, 8phores, Locks, Condition Variables, Messages, FGmmtrol-
based Concepts, Fence, Barrier, Implementationrikpe Threading Features

Module -3 Threading APIs :Threading APIs for Microsoft WindewwWin32/MFC Thread APIs, Threading APIs for
Microsoft. NET Framework, Creating Threads, Manggithreads, Thread Pools, Thread Synchronization$SIR(
Threads, Creating Threads, Managing Threads, Tt#gadhronization, Signaling, Compilation and Lirdkin

Module -4

OpenMP: A Portable Solution for Threading : Chajjes in Threading a Loop, Loop-carried Dependenagalbace
Conditions, Managing Shared and Private Data, L&gpeduling and Portioning, Effective Use of Redutdj
Minimizing Threading Overhead, Work-sharing SecsioRerformance-oriented Programming, Using Barigdt No
wait, Interleaving Single-thread and Multi-threageEution, Data Copy-in and Copy-out, Protecting &tpd of Shared
Variables, Intel Task queuing Extension to OpenNPenMP Library Functions, OpenMP Environment Vadeah,
Compilation, Debugging, performance

Module -5

Solutions to Common Parallel Programming Probleriiso Many Threads, Data Races, Deadlocks, and LLogks,
Deadlock, Heavily Contended Locks, Priority Inversi Solutions for Heavily Contended Locks, Non-liag
Algorithms, ABA Problem, Cache

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
*  There will be 2 full questions (with a maximum off sub questions) from each module.
» Each full question will have sub questions coveaiighe topics under a module.
»  The students will have to answer 5 full questi@atecting one full question from each module.

Text Books:
1. Multicore Programming , Increased Performangeutih Software Multi-threading by Shameem Akhted an
Jason Roberts , Intel Press , 2006

Reference Books: Nil
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09 16SCS31 Group-5 MACHINE LEARNING TECHNIQUES

Exam Hours:03 | Exam Marks:100

Module -1

INTRODUCTION, CONCEPT LEARNING AND DECISION TREES:earning Problems — Designir
Learning systems, Perspectives and Issues — Coheapting — Version Spaces and Candidate Eliming
Algorithm — Inductive bias — Decision Tree learnin@epresentation — Algorithm — Heuristic Spaca@ea

g
tio

Module -2

NEURAL NETWORKS AND GENETIC ALGORITHMS: Neural Netwk Representation — Problems
Perceptrons — Multilayer Networks and Back ProgagatAlgorithms — Advanced Topics — Gene
Algorithms — Hypothesis Space Search — GeneticrBnogning — Models of Evolution and Learning.

tic

Module -3

BAYESIAN AND COMPUTATIONAL LEARNINGL Bayes Theorem- Concept Learning — Maximuim

Likelihood — Minimum Description Length PrincipleBayes Optimal Classifier — Gibbs Algorithm — Nali
Bayes Classifier— Bayesian Belief Network — EM Aigun — Probably Learning — Sample Complexity
Finite and Infinite Hypothesis Spaces — Mistake ibModel.

ve
for

Module -4

INSTANT BASED LEARNING AND LEARNING SET OF RULES: KNearest Neighbor Learning
Locally Weighted Regression — Radial Basis Funetiel€ase- Based Reasoning — Sequential Cov
Algorithms — Learning Rule Sets — Learning Firstd@r Rules — Learning Sets of First Order Rule
Induction as Inverted Deduction — Inverting Regolut

2ring
S —_

Module -5

ANALYTICAL LEARNING AND REINFORCED LEARNING: Perfet Domain Theories — Explanatic
Based Learning — Inductive-Analytical ApproacheBGCL Algorithm — Reinforcement Learning — Task
Q-Learning — Temporal Difference Learning

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Tom M. Mitchell, “Machine Learning”, McGraw-Hill Eecation (INDIAN EDITION), 2013.

Reference Books:
1. Ethem Alpaydin, “Introduction to Machine Learnin@wEd., PHI Learning Pvt. Ltd., 2013.
2. T. Hastie, R. Tibshirani, J. H. Friedman, “THer&ents of Statistical Learning”, Springer; 1st

edition, 2001.




Visvesvaraya Technological University, Belagavi.
PhD Coursework Courses — 2018 (Computer Science aishgineering)
As per 2017 Regulation

10 | 16SCN154 Group-5 CLOUD SECURITY
Exam Hours:02 | Exam Marks:100
Module -1

Cloud Computing Architectural Framework: Cloud Bfiise Business scenarios, Cloud Comput

ng

Evolution, cloud vocabulary, Essential Charactiegsof Cloud Computing, Cloud deployment models,

Cloud Service Models, Multi- Tenancy, Approachescteate a barrier between the Tenants, c

oud

computing vendors, Cloud Computing threats, CloefeRence Model, The Cloud Cube Model, Security

for Cloud Computing, How Security Gets Integrated.

Module -2
Compliance and Audit: Cloud customer responsibsiti Compliance and Audit Secur

ty

Recommendations. Portability and Interoperabili@hanging providers reasons, Changing providers
expectations, Recommendations all cloud solutitasS Cloud Solutions, PaaS Cloud Solutions, SaaS

Cloud Solutions.

Module -3

Traditional Security, Business Continuity, DisasR&covery, Risk of insider abuse, Security basge
Customers actions, Contract, Documentation, Regov&ime Objectives (RTOs), Custome
responsibility, Vendor Security Process (VSP).

ine

Module -4

Data Center Operations: Data Center OperationsurBecchallenge, Implement Five Princip
Characteristics of Cloud Computing, Data centeru8gc Recommendations. Encryption and K
Management: Encryption for Confidentiality and byigy, Encrypting data at rest, Key Managem
Lifecycle, Cloud Encryption StandardsHours

al

ey
ent

Module -5

Identity and Access Management: Identity and Acddamagement in the cloud, Identity and Acc
Management functions, Identity and Access Managéenié&M) Model, Identity Federation, Identit
Provisioning Recommendations, Authentication foaSand Paas customers, Authentication for

customers, Introducing Identity Services, Entemrifrchitecture with IDaaS , IDaaS Secur
Recommendations. Virtualization: Hardware Virtuatisn, Software Virtualization, Memor
Virtualization, Storage Virtualization, Data Virtization, Network Virtualization, Virtualization Serity
Recommendations.

2SS

aaS
ity

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@e$ecting one full question from each module.

Text Books:
1. Tim Mather, Subra Kumaraswamy, Shahed Latif,ot@ Security and Privacy, An Enterprise Perspeatine
Risks and Compliance”, Oreilly Media 2009.

Reference Books:
1 Vic (J.R.) Winkler, “Securing the Cloud, Cloud@puter Security Techniques and Tactics”, Syngréps| 2011.
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11 16SFC22 Group-5 OPERATING SYSTEM SECURITY
Exam Hours:03 | Exam Marks:100
Module -1

Introduction: Secure Os, Security Goals, Trust Model, Threat Modecess Control. Fundamental
Protection system, Lampson’s Access Matrix, Mangapootection system.

Module -2
Multics: Fundamentals, multics protection system modelstiosuleference model, multics security, mult
vulnerability analysis.

Cs

Module -3

Security in ordinary operating system: UNIX security, windows security Verifiable securityoals:
Information flow, information flow secrecy, modelmformation flow integrity model, the challenge$
trusted, process, covert channels.

Module -4

Security Kernels: The Security Kernels, secure communications, psmeScomp, Gemini secure O
Securing commercial OS, Retrofitting security imt@ommercial OS, History Retrofitting commercial,(
Commercial era, microkernel era, UNIX era- IX, damand type enforcement.

S,
DS

Module -5

Case study:Solaris Extensions Trusted extensions, accessatoBlaris compatibility, trusted extensions,

mediations process rights management, role baseessaontrol, trusted extensions, networking tol
extensions, multilevel services, trusted extensammsinistration.
Case study:Building secure OS for Linux: Linux security modsieecurity enhanced Linux.

ste

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Trent Jaeger, Operating system security, Morganayibol Publishers, 2008

Reference Books:
1. Michael Palmer, Guide to Operating system Seciitigmson
2. Andrew S Tanenbaum, Modern Operating systenasiz8ition

3. Secure Operating Systems. John Mitchell. Muldcange Book-Claremont.
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12 16SCN153 Group-5 SOCIAL NETWORK ANALYSIS
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to social network analysis and Descritive network analysis: Introduction to new science
networks. Networks examples. Graph theory basitatisBcal network properties. Degree distributi
clustering coefficient. Frequent patterns. Netwmiddtifs. Cliques and k-cores.

of
on,

Module -2

Network structure, Node centralities and ranking onnetwork: Nodes and edges, network diameter
average path length. Node centrality metrics: degotoseness and betweenness centrality. Eigemyv
centrality and PageRank. Algorithm HITS.

and
ecto

Module -3

Network communities and Affiliation networks: Networks communities. Graph partitioning and
metrics. Edge betweenness. Modularity clusteringfili#dion network and bipartite graphs. 1-mo
projections. Recommendation systems.

cut
de

Module -4

Information and influence propagation on networks and Network visualization: Social Diffusion. Basig
cascade model. Influence maximization. Most inflismodes in network. Network visualization andygn
layouts. Graph sampling. Low -dimensional projawio

Module -5
Social media mining and SNA in real world: FB/VK ard Twitter analysis: Natural language processit
and sentiment mining. Properties of large socidlvaeks: friends, connections, likes, re-tweets.

g

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books

1. David Easley and John Kleinberg. "Networks, Gtewand Markets: Reasoning About a Highly Connebtedld."
Cambridge University Press 2010.

2. Eric Kolaczyk, Gabor Csardi. “Statistical Anafysf Network Data with R (Use R!)”. Springer, 2014

3.Stanley Wasserman and Katherine Faust. "Socidalvdtk Analysis. Methods and Applications." Cambed
University Press, 1994,

Reference Books:
NIL
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13 16SSC14 Group-5 SERVICE ORIENTED ARCHITECTURE
Exam Hours:03 | Exam Marks:100
Module -1

SOA BASICS :Sftware Architecture — Types of IT Architecture ©& — Evolution — Key components
perspective of SOA — Enterprise-wide SOA — Architee — Enterprise Applications — Solution Architeet
for enterprise application — Software platforms &terprise Applications — Patterns for SOA — S
programming models.

OA

Module -2

SOA ANALYSIS AND DESIGN: Service-oriented Analysis and Design — Design dfivity, Data, Client
and business process services — Technologies of-SE@AP — WSDL — JAX — WS — XML WS for .NET
Service integration with ESB — Scenario — Busiresse for SOA — stakeholder OBJECTIVES — benefit
SPA - Cost Savings.

s of

Module -3

SOA GOVERNANCE:SOA implementation and Governance — strategy — Sfe#elopment — SO/
governance — trends in SOA — event-driven architect software s a service — SOA technologies efgb
concept — process orchestration — SOA best practice

Module -4

SOA IMPLEMENTATION: SOA based integration — integrating existing agian — development of we
services — Integration - SOA using REST — RESTéarviees — RESTful services with and without JW3{
Role of WSDL,SOAP and Java/XML mapping in SOA — B\Rata binding.

Module -5

APPLICATION INTEGRATION: JAX -WS 2.0 client side/server side developmentaekBging anc
Deployment of SOA component — SOA shopper caseystWdSDL centric java WS with SOA-J — relat
software — integration through service composi{BREL) — case study - current trends.

d

[9%

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
* The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Shankar Kambhampaly, “Service—Oriented Architecfard&nterprise Applications”,Wiley 2008.

Reference Books
1 Mark D. Hansen, “SOA using Java Web Services ¢ctira Hall, 2007.
2. Waseem Roshen, “SOA-Based Enterprise Integrafi@ia McGraw-HILL, 2009.
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14 16SFC23 Group-5 SECURED PROGRAMMING
Exam Hours:03 | Exam Marks:100
Module -1

Validating all input & Designing secure program&n@nand line and environment variables, File desmsp
names and contents, Web based application inputsalé selection and character encoding, Filte
represent able URIs, preventing cross site maliciaoput content, Forbidding HTTP Input to perforonn
gueries. Good security design principles: Secutegnterface, separation of data and control. Miné
privileges: Granted, time, modules, resourcesldting chroot, careful use of setuid/setgid, Safawevalue
and load initializations. Avoid race conditions,u$tworthy channels and trusted path, Avoiding seits
and algorithmic complexity attacks.

ring

Module -2

Declarations and Initializations and ExpressionsclBre objects with appropriate storage duratites)tifier
declaration with conflict linkage classificatioridsing correct syntax for declaring flexible arragmber,
Avoiding information leakage in structure paddimgcompatible declarations of same function or aobj
Dependence on evaluation order for side effectadiRg uninitialized memory and dereferencing null
pointers, Modifying objects with temporary lifetim&ccessing variable through (pointer) incompatiyiee,
Modifying constant objects and comparing paddintg.da

Module -3

Integers and Floating Points: Wrapping of unsigimgdgers, Integer conversions and misrepresentta]
Integer overflow and divide by zero errors, Shitiof negative numbers, Using correct integer pieass
Pointer conversion to integer and vice versa. Fggpoint values for counters: Domain and rangersrin
math functions, Floating point conversions and @nésg precision.

da

Module -4

Arrays , Strings and Memory Management: Out of lisusubscripts and valid length arrays, Compar

array pointers, Pointer arithmetic for non-arrayjeoh scaled integer, Modifying string literals, &8p
allocation for strings (Null terminator), Castirayde integers as unsigned chars, Narrow and wideacter
strings and functions. Accessing freed memory: iRgedynamically allocated memory, Computing mem
allocation for an object, Copying structures caritaj flexible array members, Modifying object
alignment by using realloc.

ng

pry

Module -5

I/0, Signals and Error Handing: User input and fatstrings, Opening an pre-opened file, Perforndiegice
operations appropriate for files, Dealing with EQFEOF, Copying FILE object, Careful use of fge
fgetws, getc, putc, putwc. Use of fsetops and fogtcAccessing closed files. Using asynchronous
functions and signal handlers: Shared objects amhlkhandlers, Using signal() within interruptildegnal
handlers, Returning computation exception signaidia. Using errno: check and set, Depending u
indeterminate values of errno, Handling standdmdhtiy errors.

ts,
safe

pon

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:

1. Robert C. Seacord, “The CERT ® C Coding StandaBdR@les for Developing Safe, Reliable, and Secyste®ns,
Second Edition”, Addison Wesley Professional, ApfilL4

2. David Wheeler, “Secure Programming for Linux &imdx HowTo”, Linux Documentation project, Aug 2004

Reference Books:

1 JohnViega, Matt Messier, “Secure Programming ®ook for C and C++”, O'Reilly Media, 1st Editionyly 2003.
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01 16LNI331/16SCE241 / Groun-6 WIRELESS NETWORKS & MOBILE
16SCN151/16SCS323 b COMPUTING
Exam Hours:03 | Exam Marks:100

Module -1 Mobile Computing Architecture: Architecture for Mt Computing, -tier Architecture, Desig
Considerations for Mobile Computing. Wireless Neatkgo: Global Systems for Mobile Communication (
GSM and Short Service Messages (SMS): GSM ArchitecEntities, Call routing in GSM, PLMN Interfage,
GSM Addresses and Identities, Network Aspects iMGEobility Management, GSM Frequency allocation.
Introduction to SMS, SMS Architecture, SM MT, SM MOMS as Information bearer, applications, GRRS
and Packet Data Network, GPRS Network Architect@@RS Network Operations, Data Services in GRRS,
Applications for GPRS, Billing and Charging in GRR&pread Spectrum technology, 1S-95, CDMA versus
GSM, Wireless Data, Third Generation Networks, Aggilons on 3G, Introduction to WiMAX.

Module -2
Mobile Client: Moving beyond desktop, Mobile handsgerview, Mobile phones and their features, PDA,
Design Constraints in applications for handheldicks: Mobile IP: Introduction, discovery, Regisivat
Tunneling, Cellular IP, Mabile IP with IPv6

Module -3 Mobile OS and Computing Environment : Smart Clidnthitecture, The Client: User Interfac
Data Storage, Performance, Data Synchronizatiorssilging. The Server: Data Synchronization, Entegpri
Data Source, Messaging. Mobile Operating SystemaC®, Palm OS, Symbian OS, Linux, Proprietary OS
Client Development: The
development process, Need analysis phase, Desiggeplmplementation and Testing phase, Deployment
phase, Development Tools, Device Emulators

Module -4 Building, Mobile Internet Applications: Thin clientArchitecture, the client, Middlewar
messaging Servers, Processing a Wireless requasle®é Applications Protocol (WAP) Overview, Wis$
Languages: Markup Languages, HDML, WML, HTML, cHTMXHTML, VoiceXML.

Module -5
J2ME: Introduction, CDC, CLDC, MIDP; Programming foLDC, MIDlet model, Provisioning, MIDlet life
cycle, Creating new application, MIDIlet event hamg GUI in MIDP, Low level GUI Components
Multimedia APIs; Communication in MIDP, Security @iderations in MIDP.

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Ashok Talukder, Roopa Yavagal, Hasan Ahmed: Mol@lemputing, Technology, Applications and
Service Creation, 2nd Edition, Tata McGraw Hill 120

2. Martyn Mallik: Mobile and Wireless Design Essalst, Wiley India, 2003

Reference Books

1. Raj kamal: Mobile Computing, Oxford UniversityeBs, 2007.

2. Iti Saha Misra: Wireless Communications and Neks, 3G and Beyond, Tata McGraw Hill,
20009.
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02 18SCN424 Group-6 | WEB MINING

Exam Hours:03 | Exam Marks:100

Module -1 INTRODUCTION: Crawling and Indexing, Topic Directories, Clustegrirand
Classification, Hyperlink Analysis, Resource Disepy and Vertical Portals, Structured vs.
Unstructured Data Mining INFRASTRUCTURE and WEB SEARCH — Crawling the web —
HTML and HTTP Basics — Crawling Basics — Enginegiliarge ScaleCrawlers- Putting together
a Crawler- Boolean Queries and the Inverted IndBelevanceRanking — Similarity Search.

Module -2
INFORMATION RETRIEVAL: Information Retrieval and Text Minin—- Keyword Searct- Neares-
Neighbor Methods -Measuring Similarity - Web-Ba&atument Search - Document—Matching - Inverted
Lists -Evaluation of Performance - Structure in achment Collection - Clustering Documents Ry
Similarity- Evaluation of Performance - Informatidtxtraction - Patterns and Entities from Text- Go
reference and Relationship Extraction - Templalimfiand Database Construction

Module -3
LEARNING I Similarity and Clusterinc—- Formulations and approacl- Bottom up and Top dow
Partitioning Paradigms — Clustering and Visualmativia Embedding’s — Probabilistic Approaches|to
clustering — Collaborative Filtering,
SUPERVISED LEARNING: The Supervised Learning Scenario, Overview ofs€lfecation Strategies
Evaluating Text Classifiers, Nearest Neighbor LeasnFeature Selection.

Module -4

LEARNING Il : SUPERVISED LEARNING - Bayesian Learners, Exploiting Hierarchy among Tsj
Maximum Entropy Learners, Discriminative Classifioa, Hypertext Classification,

SEMI SUPERVISEDLEARNING -- Expectation Maximization, Labeling Hypertext @hs and Co-
training.

Module -5

APPLICATIONS: Social Network Analys- Social Sciences and Bibliomet- PageRank and HITS
Shortcomings of coarse Grained Graph model- EnliaMedels and Technigues- Evaluation of Topi
Distillation- Measuring and Modeling the Web — Ras® Discovery — Collecting Important Pages
Preferentially — Similarity Search Using Link Topgly — Topical Locality and Focused Crawling|—
Discovering Communities- The Future of Web Mining.

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions covestighe topics under a module.
« The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Sholom Weiss, “Text Mining: Predictive Methods Analyzing Unstructured Information”, Springe
2. Soumen Chakrabarti, “Mining the Web: Discoveryofvledge from Hypertext Data,” Elsevier Science200

Reference Books:
1. Min Song, Yi-fang Brrok Wu, “Handbook of Resdaron Text and Web Mining Technologies”, Vol | & ||,
Information Science Reference (IGl), 2009

2. K.P.Soman, ShyamDiwakar, V.Ajay, “Insight int@t@ Mining Theory and Practice ,” Prentice Halllmdia Private
Ltd 2006

3. Anthony Scime, “Web Mining Applications and Tedajues”, Idea Group Publishing,2005

4. Margret H.Dunham “DATA MINING - Introductory anfldvanced Concepts”, PearsonEducation,2003.
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03 | 16SCN333 Group-6 WEB ENGINEERING
Exam Hours:03 | Exam Marks:100
Module -1

Introduction: Motivation, Categories of web apptioas, Characteristics of web applications. Reguéests
Engineering: Introduction, Fundamentals, RE spesifin web engineering, Principles of RE for w
applications, Adapting RE methods to web applicatievelopment, Outlook. Modeling Web Applicatig
Introduction, Fundamentals, Modeling specifics irebwengineering, Modeling requirements, Cont
modeling, Hypertext modeling, Presentation modeligstomization modeling, Methods and tools, Owltlo

Module -2

Web Application Architectures: Introduction, Fundamtals, Specifics of web application architectu
Components of generic web application architectlrayered architectures, Data-aspect architectl
Technology-Aware Web Application Design: Introdocti Web design from an evolutionary perspect
Presentation design, Interaction design, Functidasaign, Outlook. Technologies for Web Applications
Introduction, Fundamentals, Client/Server commuitdcaon the web, Client side technologies, Docum
specific technologies, Server-side technologiedlddla.

Module -3
Testing Web Applications: Introduction, Fundamesytalfesting specifics in web engineering, T
approaches, Test scheme, Test methods and techniduest automation, Outlook. Operation 3
Maintenance of Web Applications: Introduction, Geages following the launch of a web applicati
Content management, Usage analysis, Outlook. Waeatjed®r Management: From software proj
management to web project management, Challengeskrproject management, Managing web teams,
Managing the development process of a web apmita®utlook.

eb
n:
ent

es,
Ires.
ve,

est
ind
bN,
bct

Module -4
The Web Application Development Process: MotivatiBandamentals, Requirements for a web applica
development process, Analysis of the rational edifprocess, Analysis of extreme programming, Outl
Usability of Web Applications: Motivation, What igsability? What characterizes the usability of w
applications? Design guidelines, Web usability eagring methods, Web usability engineering trends,
Outlook.

ition
DO
eb

Module -5
Performance of Web Applications: Introduction, Wieperformance? What characterizes performana
web applications, System definition and indicatdthiaracterizing the work load, Analytical technisu
Representing and interpreting results, Performaop8mization methods, Outlook. Security for w
Applications: Introduction, Aspects of security,dgyption, digital signatures, and certificates, .8ec
Client/Server interaction, Client security issu8grvice provider security issues, Outlook. The S#ina
Web: Fundamentals of the semantic web, Technolbgimacepts, Specifics of semantic web applicatic
Tools, Outlook.

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions covestighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Gerti Kappel, Birgit Proll, SiegfriedReich, WemRetschitzegeer (Editors): Web Engineering, Witelia,
2007.

Reference Books
1. Roger Pressman, David Lowe: Web Engineeringrak&tRioner's Approach, McGraw Hill, 2008.
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04 | 16SCN251 WIRELESS SENSOR NETWORKS
Group-6

Exam Hours:03 | Exam Marks:100

Module -1

Introduction, Overview and Applications of WireleSensor Networks Introduction, Basic overview o
Technology, Applications of Wireless Sensor Netwgorktroduction, Background, Range of Applicatio

th
ns,

Examples of Category 2 WSN Applications, Example€ategory 1 WSN Applications, Another Taxonoimy

of WSN Technology. (Chapter 1: 1.1, 1.2, Chapt2r2:2.6)

Module -2

Basic Wireless Sensor Technology and Systems:duaétion, Sensor Node Technology, Sensor Taxond
WN Operating Environment, WN Trends, Wireless Traission Technology and Systems: Introducti
Radio Technology Primer, Available Wireless Tecbgats (Chapter3: 3.1-3.5, Chapter 4: 4.1-4.3)

my,

Module -3

MAC and Routing Protocols for Wireless Sensor Neksp Introduction, Background, Fundamentals
MAC Protocols, MAC Protocols for WSNs, Sensor-MA&se Study, IEEE 802.15.4 LR-WPANs Stand
Case Study. Routing Protocols for Wireless Sensawbirks: Introduction, Background, Data Dissemiat
and Gathering, Routing Challenges and Design Issu@iSNs, Routing Strategies in WSNs. (Chapter. b:
5.6, Chapter 6: 6.1-6.5)

of
ard

OT

Module -4
Transport Control and Middleware for Wireless Serdetworks: Traditional Transport Control Protogd
Transport Protocol Design Issues, Examples of ExjsfTransport Control Protocols, Performance

S
of

Transport Control Protocols. Middleware for WiredleSensor Networks: Introduction, WSN Middleware

Principles, Middleware Architecture, Existing Midglare. (Chapter 7: 7.1-7.4, Chap. 8: 8.1-8.4)

Module -5

Network Management and Operating System for Wisel&ensor Networks: Introduction, Netwad
Management Requirements, Traditional Network Mansge Models, Network Management Design Iss
Operating Systems for Wireless Sensor Networksodhiction, Operating System Design Issues, Exan]
of Operating Systems. (Chapter 9: 9.1-9.5, Chded 0.1-10.3)

les.
ples

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions covestighe topics under a module.
« The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1 KAZEM SOHRABY, DANIEL MINOLI, TAIEB ZNATI, “Wireless Sensor Networks: Technolog
Protocols and Applications:, WILEY , Second Edit{@mdian) , 2014

Reference Books:

1. lan F. Akyildiz, Mehmet Can Vuran "Wireless SanNetworks", Wiley 2010

2. Feng Zhao & Leonidas J. Guibas, “Wireless SeNstworks- An Information Processing
Approach", Elsevier, 2007.

05 16SCN242 Group-6 SWITCHING & STATISTICAL
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MULTIPLEXING IN TELECOMMUNICATION

Exam Hours:03 | Exam Marks:100

Module -1
Introduction: Evolution of Telecommunication, Siraplelephone Communication, Basics of a Switch

System, Manual Switching System, Major Telecommatidn Networks. Why Digital: Advantages of Digital

Voice Networks, Digital Signal Processing, Disadeges of Digital VVoice Networks

ing

Module -2

Switching: Crossbar Switching, Principles of Comn@antrol, Touch Tone Dial Telephone, Principles
Crossbhar Switching, Crossbar Switch Configuratior@rosspoint Technology, Crossbar Excha
Organization

of
nge

Module -3
Electronic Space Division Switching: Stored Progr@ontrol, Centralized SPC, Distributed SPC, Sofen
Architecture, Application Software, Enhanced SesicTwostage, Three-stage and n-stage NetworkgaD
Transmission and Multiplexing: Sampling, Quantiaati and Binary Coding, Quantization Nois
Companding, Differential Coding, Vocoders, PulsanBmission, Line Coding, Time Division
Multiplexing

ar
ig
5e,

Module -4

Time Division Switching: Basic Division Space andm& Switching, Time Multiplexed Space and Time

Switching, Combination Switching, Three-stage arsdage Combination Switching

Module -5
Traffic Engineering: Network Traffic Load and Pamters, Grade of Service and Blocking Probabi

ity,

Modeling Switching Systems, Incoming Traffic andnSge Time Characterization, Blocking Models and

Loss Estimates, Delay Systems

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
»  The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. Thiagarajan Viswanathan: Telecommunication Switglystems and Networks, PHI, 1992.

2. John.C.Bellamy: Digital Telephony, 3rd Editidohn Wiley and Sons Inc., 2002.
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06 16LNI242 Group-6 WEB SERVICES
Exam Hours:03 | Exam Marks:100
Module -1

Middleware: Understanding the middle ware, RPC and Related Midére, TP Monitors, Object Broker
Message-Oriented Middleware.

Module -2
Web Services:Web Services Technologies, Web Services Architectur

Module -3
Basic Web Services TechnologywVSDL Web Services Description Language, UDDI UnbatDescription
Discovery and Integration, Web Services at workriattions between the Specifications, Related &tdsd

Module -4
Service Coordination Protocols:Infrastructure for Coordination Protocols, WSCoansgdion,
WS-Transaction, Rosetta Net and Other Standardgé®elo Coordination Protocols.

o

Module -5
Service Composition:Basic of Service Composition, A New Chance of Sasder Composition, Service
Composition Models, Dependencies between Coordinatind Composition, BPEL: Business Proc
Execution Language for Web Services, Outlook, Agqaiility of the Web Services, Web services a
Problem and a Solution : AN Example.

eSS
S a

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions coveatighe topics under a module.
- The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Gustavo Alonso, Fabio Casati, Harumi Kuno, Vijaydfi@aju: Web Services(Concepts ,Architectures a

Applications ), Springer International Edition 2009
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07 16SCN23 Group-6 WIRELESS ADHOC NETWORKS
Exam Hours:03 | Exam Marks:100
Module -1

Ad-hoc Wireless Networks Introduction, Issues in-at Wireless Networks, Ad-hoc Wireless Internet;
MAC Protocols for Ad-hoc Wireless Networks: Intradion, Issues in Designing a MAC Protocol, Desjgn
Goals of MAC Protocols, Classification of MAC protids, Contention-Based Protocols, Contention-Based
Protocols with Reservation Mechanisms, Contentiaae®l Protocols with Scheduling Mechanisms, MAC
Protocols that Use Directional Antennas.

Module -2
Routing Protocols for Ad-hoc Wireless Networks daluction, Issues in Designing a Routing Protocol|fo
Ad-hoc Wireless Networks; Classification of Routifgotocols; Table Driven Routing Protocols; On-
Demand Routing Protocols, Hybrid Routing Protoctiserarchical Routing Protocols and Power-Aware
Routing Protocols.

Module -3
Multicast Routing in Ad-hoc Wireless Networks Irduetion, Issues in Designing a Multicast Routing
Protocol, Operation of Multicast Routing Protocd, Architecture Reference Model for Multicast Riagt
Protocols, Classifications of Multicast Routing famls, Tree-Based Multicast Routing Protocols ktesh-
Based Multicast Routing Protocols.

Module -4

Transport Layer and Security Protocols for Ad-hatwbrks: Introduction, Issues in Designing a Trams
Layer Protocol; Design Goals of a Transport Layestétol; Classification of Transport Layer Solutso
TCP over Transport Layer Solutions; Other Transhaster Protocols for Ad-hoc Networks; Security id-A
hoc Wireless Networks, Issues and Challenges iruredProvisioning, Network Security Attacks, Key
Management and Secure Touting Ad-hoc Wireless Nésvo

- O

Module -5
Quality of Service and Energy Management in Ad-Ndireless Networks: Introduction, Issues and
Challenges in Providing QoS in Ad-hoc Wireless Nmts, Classification of QoS Solutions, MAC Layer
Solutions, Network Layer Solutions; Energy Managetrie Ad-hoc Wireless Networks: Introduction, Need
for Energy Management in Ad-hoc Wireless Network&ssification of Energy Management Schemes,
Battery Management Schemes, Transmission Manage®ebeimes, System Power Management Schemes.

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions coveatighe topics under a module.
- The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1C. Siva Ram Murthy & B. S. Manoj: Ad-hoc WirelesstWorks, 24Edition, Pearson Education, 2011

Reference Books:

1 0Ozan K. Tonguz and Gianguigi Ferrari: Ad-hoc Wissl&letworks, John Wiley, 2007.
2. Xiuzhen Cheng, Xiao Hung, Ding-Zhu Du: Ad-hocreliess Networking, Kluwer Academic Publishers,
2004.

3. C.K. Toh: Ad-hoc Mobile Wireless Networks- Prodts and Systems, Pearson Education, 2002
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STEGANOGRAPHY AND DIGITAL
08 16SFC322 Group-6 WATERMARKING
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to Information hiding: Brief historynd applications of information hiding, Principles$
Steganography, Frameworks for secret communicat8aturity of Steganography systems, Informa
hiding in noisy data, Adaptive versus non adaptilgorithms, Laplace filtering, Using cover modeistive
and malicious attackers, Information hiding in venit text, Examples of invisible communications.

ion

Module -2
Survey of steganographic techniques: Substitutystesn and bit plane tools, Transform domain tealesg

Spread spectrum and information hiding, Statisti@eganography, Distortion and code generation

techniques, Automated generation of English text.

Module -3
Steganalysis: Detecting hidden information, Extracthidden information, Disabling hidden informatja
Watermarking techniques, History, Basic Principlsplications, Requirements of algorithmic desggues,
Evaluation and benchmarking of watermarking system.

Module -4
Survey of current watermarking techniques: Crympgic and psycho visual aspects, Choice of a wandes|

binary image, audio, video. Formatting the watetniaads: Digital watermarking schemes, Spread Spectr

DCT (Discrete Cosine Transform), Domain and Quaititn schemes, Watermarking with side informati
Robustness to temporal and geometric distortions.

1=

on,

Module -5
Data Right Management. DRM Products and Laws, Fjprggs, Examples, Protocols and Codes, Bor
Shaw finger printing Scheme, Steganography and rmatking applications, Military, Digital copyrigh
protection and protection of intellectual

property.

eh-

—

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions covestighe topics under a module.
- The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:

1. Stefan Katzenbelsser and Fabien A. P. Petitcatdsrrhation hiding techniques for Steganography
Digital Watermarking, ARTECH House Publishers, Jam®2004.

2. 1.J. Cox, M.L. Miller, J.Fridrich and T.KalkeBigital Water Marking and Steganography, 2nd Editi
Morgan Kauffman Publishers, 2008.

3. Johnson, Neil F. / Duric, Zoran / Jajodia, Sushill@formation Hiding: Steganography and Watermagk
-Attacks and Countermeasures (Advances in Infooma®iecurity, Volume 1), 2001.

and

(@)

Reference Books:

1 Peter Wayner , "Disappearing Cryptography: InfdraraHiding, Steganography and Watermarking 2
Elsevier.

2. Practical Cryptography, N.Ferguson and B.Schnéfdey Publishing Inc., 2003.

3. Bolle, Connell et. al., "Guide to Biometrics'hriiger

4. John Vecca, "Computer Forensics: Crime scenestigation”, Firewall Media

e"

5. Christopher L.T. Brown, "Computer Evidence: @otlon and Preservation”, Firewall Media
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SOFTWARE PROJECT PLANNING &
09 16SSE21/ 16SCS332 Group-6 MANAGEMENT
Exam Hours:03 | Exam Marks:100
Module -1

Metrics: Introduction, The Metrics Roadmap, A Tydidetrics Strategy, What Should you Measure?,
Targets and track Them, Understanding and Tryingniaimize variability, Act on data, People a
Organizational issues in Metrics Programs, CommitfalR to watch out for in Metrics Programs, Mags

Set
nd

implementation checklists and tools, Software aumfaition management: Introduction, Some Basic

Definitions and terminology, the processes and vdiets of software configuration manageme
configuration status accounting, configuration gusloftware configuration management in geograpliyic
distributed teams, Metrics in software configuratibanagement, software configuration managemeitd
and automation.

nt,
a
oo

Module -2
Risk Management: Introduction, What is risk managetand why is it important?, Risk management gy
Risk identification: common tools and techniqueskRQuantifications, Risk Monitoring, Risk Mitigai,
Risks and Mitigation in the context of global prijgeams, some practical techniques risk manager
Metrics in risk management. Project Planning anacKing: Components of Project Planning and Track
The “What “ Part of a Project Plan, The “What Cbfart of a Project Plan, The “When “ Part of Pobj
Planning, The “How “ Part of a Project Planningildiang of Organizational Processes For the ProjEht “
By Whom “ Part of the Project Management Plan :igrsisag Resources, Putting it all together : ThetBafe
Management Plan, Activities Specific to Project ckiag, Interfaces to the Process Database. Pr
Closure: When Does Project Closure Happen?. Whyl8h@/e Explicitly do a Closure?, An Effectiv
Closure Process, Issues that Get Discussed Dutiosu@, Metrics for Project Closure, Interfacesthe
Process Database.

cle

nent
ing
e

pject
e

Module -3

Software Requirements gathering: Inputs and stéteria for requirements gathering, Dimensions
requirements gathering, Steps to be followed durgmgirements gathering, outputs and quality recémaim
the requirements phase, skill sets required duraguirements phase, differences for a shrink-wrdp
software, challenges during the requirements managephase, Metrics for requirements phase. Estimg
What is Estimation? when and why is Estimation @gnthe three phases of Estimation, Estima
methodology, formal models for size Estimation,iBlating size Estimate into effort Estimate, Tratish
effort Estimates into schedule Estimate, commonlemges during Estimation , Metrics for the Estiioat
processes. Design and Development Phases: Soraeedifes in our chosen approach, salient features of
design, evolving an architecture/ blueprint, dedignreusability, technology choices/ constraimtssign to
standards, design for portability, user interfaseies, design for testability, design for diagradsbty, design
for maintainability, design for install ability, ter-operability design, challenges during desigrd
development phases, skill sets for design and dprent, metrics for design and development phases.

of

pe
t
tion

Module -4

Project management in the testing phase: IntrodluictiVhat is testing?, what are the activities thakeup
testing?, test scheduling and types of tests, pemsues in testing, management structures fongest
global teams, metrics for testing phase. Projechagament in the Maintenance Phase: Introduc
Activities during Maintenance Phase, managementiesssduring Maintenance Phase, Configura
management during Maintenance Phase, skill sefsefaple in the maintenance phase, estimating esffoat,
and people resources for the maintenance phasantades of using geographically distributed teaonshe
maintenance phase, metrics for the maintenancephas

ion,
tion

Module -5

Globalization issues in project management: Evotutf globalization, challenges in building glob@ams,
Models for the execution of global projects, sonffeative management techniques for managing gl
teams. Impact of the internet on project managemkrttoduction, the effect of internet on proje

bbal
act

management, managing projects for the internegdEfin the project management activities. Peomlesied
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process models: Growing emphasis on people cemtoidels, people capability maturity modeCMM),
other people focused models in the literature, Hoas an organization choose the models to use?

Question paper pattern:
» The question paper will have ten questions.
e Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions coveatighe topics under a module.
« The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:
1. Ramesh Gopalaswamy: “Managing Global Projects ta McGraw Hill, 2013.

Reference Books:
1. Watts Humphrey, “Managing the Software Proces®4rfon Education, New Delhi, 2000
2. Pankaj Jalote, “Software Project Managementactjre”, Pearson Education, New Delhi, 2002.
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10 Group-6 SOFTWARE METRICS & QUALITY
16SFC334 ASSURENCE
Exam Hours:03 | Exam Marks:100
Module -1

What Is Software Quality: Quality: Popular Views, Quality Professional Viev@ftware Quality, Total
Quality Management and Summafundamentals Of Measurement Theory:Definition, Operationa
Definition, And Measurement, Level Of Measureme3wme Basic Measures, Reliability And Validi
Measurement Errors, Be Careful With CorrelationiteCia For Causality, Summaroftware Quality
Metrics Overview: Product Quality Metrics, In Process Quality Metridsletrics for Software
Maintenance, Examples For Metrics Programs, Catigé@oftware Engineering Data.

Module -2

Applying The Seven Basic Quality Tools In Softwarddevelopment :Ishikawa’'s Seven Basic Tools,

Y,

Checklist, Pareo Diagram, Histogram, Run Chartsatt8r Diagram, Control Chart, Cause And Effect

Diagram. The Rayleigh Model: Reliability Models, The Rayleigh Model Basic Assuiops,
Implementation, Reliability And Predictive Validity

Module -3

Complexity Metrics And Models: Lines Of Code, Halstead’'s Software Science , CyakioComplexity
Syntactic Metrics, An Example Of Module Design Miedrin Practice Metric And Lessons Learned
For Object Oriented Projects: Object Oriented Concepts And Constructs, Design Amnplexity
Metrics, Productivity Metrics, Quality And Qualitylanagement Metrics, Lessons Learned For of
oriented Projects.

Module -4
Availability Metrics: D efinition And Measurement Of System AvailabilityelRbility Availability And

ject

Defect Rate, Collecting Customer Outage Data Fali@uimprovement, In Process Metrics For Outage
And Availability .Conducting Software Project AssessmentAudit Ad Assessment , Software Process

Maturity Assessment And Software Project AssessmeBbftware Process Assessment A Propd
Software Project Assessment Method.

Module -5
Dos And Don’'ts Of Software Process ImprovementMeasuring Process Maturity, Measuring Prog

ned

ess

Capability, Staged Versus Continuous Debating ReligMeasuring Levels Is Not Enough, Establishing

The Alignment Principle , Take Time Getting Fastégep it Simple Or Face Decomplexificatic

n1

Measuring The Value Of Process Improvement , Méagurrocess Compliance , Celebrate The Joufney

Not Just The Destinatiotlsing Function Point Metrics to Measure Software Pocess Improvement:

Software Process Improvement Sequences, Process ImproveBemomies, Measuring Process

Improvement at Activity Levels

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@aecting one full question from each module.

Text Books:
1. Stephen H Khan: Metrics and Models in Softwaual@y Engineering, Pearson 2nd edition
2013.

Reference Books:

1 Norman E-Fentor and Share Lawrence Pflieger.tv@k Metrics”. International Thomson Computer Brd997.
2. S.A Kelkar,"Software quality and Testing, PHlarimg, Pvt, Ltd., New Delhi 2012.

3. Watts S Humphrey, “Managing the Software Prd¢é&sarson Education Inc, 2008.

4. Mary Beth Chrissis, Mike Konrad and Sandy Shrt@MMI”, Pearson Education(Singapore) Pte Ltd, 2003
5. Philip B Crosby, " Quality is Free: The Art ofdking Quality Certain ", Mass Market, 1992.
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11 16SFC244 Group-6 TRUST MANAGEMENT IN E-COMMERCE
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to E-Commerce: Network and E-Commertgpes of E-Commerce. Ecommerce Busin
Models: B2C, B2B, C2C, P2P and M-commerce busimesdels. Ecommerce Payment systems: Type
payment system, Credit card E-Commerce transactBBE€ E-Commerce Digital payment systems, B
payment system.

ess
s of
2B

Module -2
Security and Encryption: E-Commerce Security Envinent, Security threats in Ecommerce environm
Policies, Procedures and Laws.

ent,

Module -3

Inter-organizational trust in E-Commerce: Need,dig partner trust, Perceived benefits and risk&o
Commerce, Technology trust mechanism in E-CommePeespectives of organizational, economic
political theories of inter-organizational trustrizeptual model of inter-organizational trust irCBmmerce
participation.

and

Module -4
Introduction to trusted computing platform: OvewjdJsage Scenarios, Key components of trustedopfatf
Trust mechanisms in a trusted platform.

Module -5
Trusted platforms for organizations and individudlsist models and the E-Commerce domain.

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questi@edecting one full question from each module.

Text Books:

1. Kenneth C. Laudon and Carol Guercio Trave, Studi&to E-Commerce Business Technology Soci
Pearson Education, 2005.

2. Pauline Ratnasingam, Inter-Organizational TimsBusiness-to-Business E- Commerce,IRM Press; 20

ety,

0

Reference Books:
1. Siani Pearson, et al, Trusted Computing Platfof@?A Technology in Context, Prentice

Hall PTR, 2002.
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12 16SSC23 Group-6 SOFTWARE DESIGN PATTERNS
Exam Hours:03 | Exam Marks:100
Module -1

Introduction: what is a design pattern? descrilliagign patterns, the catalog of design patterrarozng the
catalog, how design patterns solve design probldémog, to select a design pattern, how to use a de
pattern. What is object-oriented development? ,dancepts of object oriented design other relatetepts,
benefits and drawbacks of the paradigm

2Sig

Module -2
Analysis a System: overview of the analysis phastage 1. gathering the requirements functig
requirements specification, defining conceptuassds and relationships, using the knowledge ofitineain.
Design and Implementation, discussions and furbeding.

nal

Module -3
Design Pattern Catalog: Structural patterns, Adaptalge, composite, decorator, facade, flyweighbxy.

Module -4

Interactive systems and the MVC architecture: bhiidion , The MVC architectural pattern, analyzia
simple drawing program , designing the system,giéisg of the subsystems, getting into implementati
implementing undo operation , drawing incomplegenis, adding a new feature , pattern based solutions

=)

Module -5

Designing with Distributed Objects: Client servgstem, java remote method invocation, implemenéng
object oriented system on the web (discussionsfarber reading) a note on input and output, si&lag
statements, loops arrays.

—

Question paper pattern:
e The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions covestighe topics under a module.
« The students will have to answer 5 full questi@edecting one full question from each module.

Text Books

1. Object-oriented analysis, design and implementatioemhma dathan, sarnath rammath, universities
press,2013.

2. Design patterns, Erich Gamma, Richard HelamplirRdhman , John Vlissides, PEARSON
Publication,2013.

Reference Books:

1. Frank Bachmann, RegineMeunier, Hans Rohnert “Ra@eiented Software Architecture” — Volume 1,
1996.

2. William J Brown et al., "Anti-Patterns: Refadtar Software, Architectures and Projects in Crisigthn

Wiley, 1998.
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TRENDS IN ARTIFICIAL INTELLIGENCE AND

13 16SCS252 Group-6 SOET COMPUTING

Exam Hours:03 | Exam Marks:100

Module -1 Role of Al in Engineering, Al in daily life, Intelence and Al, Different Task Domains of Al, Histand
Early Works of Al, History of Al, Programming Metlls, Limitaions of Ai, Agent, Performance Evaluatiorask
environment of an Agent, Agents Classification, Agarchitecture

Logic Programming, Logic Representation, Proposéid_ogic, Predicate Logic and Predicate Calculmin Clauses
Well formd Formula, Computable functions and pratié¢ Quantifiers, Universe of discourse, Applicasiof Predicate
Logic, Unification,Resolution, Conjuctive Normal fRo, conversion to normal form or clausal form.

Module -2 Fundamental Problem of Logic: Logic Inadequacy: damentaProblem of Logic-Monotonicity wui
“Flying Penguin” example, General disadvantage ohatonicity property in logic , logic in search spgroblem, logic
in decidability and Incompleteness, Logic in Unaarty Modelling,

Knowledge representation: Knowledge, Need to repreknowledge, Knowledge representation with maggicheme
properties of a good knowledge base system, Knaeledpresentation issues, AND-OR graphs, TypesoWledge,
Knowledge representation schemes, , semantic Reises, conceptual graphs, conceptual dependeaoegyttscript,
weak and strong slot filler.

Reasoning: Types of Reasoning, Methods of reaspAipglication of Reasoning, Forward and Backwards$taing.

Module -3 Search Techniques: Search, Representation teclni@agegories of Search, Disadvantage of statees
search, Issues in design of search programs, QeBeaach examples, Classification of search diagmepnesentation
Hill climbing method and Hill climbing search ,Silates Annealing, Best-First Search, Branch andnBdsearch, A*
search

Game Playing: Two player games, Minmax Search, Qexity of Minmax algorithm, Alpha-Beta Pruning

Planning: Necessity of planning, Components of Rilagy Planning Agents, Plan-gererating schemespl$tym for
planning, Planning Representation with STRIPS, BKSGVORLD, difficulties with planning.

pac

Module -4 Fuzzy Sets and Uncertainties: Fuzzy set and fuzgig| set and fuzzy operators, , Extended fuzzyatmms,
Fuzzy relations, Properties of fuzzy relations, Augystem and design, Linguistic hedges, SyntaxH@nd Then rules,
, Types of fuzzy rule based system, Fuzzy lingaistintroller, Fuzzy Inference, Graphical technigoekference, How,
Fuzzy logic is used, Fuzzification, De-fuzzificatidJnique features of Fuzzy Logic, Application afZzy Logic, Fuzzy
logic uncertainty and probability, Advantages armmhitations of Fuzzy logic and Fuzzy Systems.

Module -5 Advancement of Al: Expert System, Expert Systemucitme, Knowledge acquisition, Knowledg
representation, Inference control mechanism, Ugerface, Expert System Shell, Knowledge Represient, Inference
Mechanism, Developer Interface and User Interf@tegracteristics of Expert system, Advantages ofxgert system,
Production System, Atrtificial Neural Networks, : &hcteristics of Neural Networks, Architecture efural networks,
Types of neural networks, Application of neuralvmeatks.

[¢)

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
»  There will be 2 full questions (with a maximum ofif sub questions) from each module.
» Each full question will have sub questions coveatighe topics under a module.
» The students will have to answer 5 full questiaatecting one full question from each module.

Text Books:
1. Anindita Das Battacharjee, Artificial Intelligemand Softcomputing for Beginners, Shroff Publish&® edition.

Reference Books:
1. Elaine Rich,Kevin Knight, Shivashanka B Nair:Artifal Intelligence, Tata CGraw Hill 3rd edition. 201
2. Stuart Russel, Peter Norvig: Artificial Intelligemé Modern Approach, Pearson 3rd edition 2013.
3. Neural Networks, Fuzzy Logic and Genetic AlgorithioysS. Rajasekaran, G. A. VijayalakshmiPai, PHI
publication.

4. Nils J. Nilsson: “Principles of Artificial Intellignce”, Elsevier, ISBN-13: 9780934613101
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14 16SSE41 Group-6 | SOFT COMPUTING
Exam Hours:03 | Exam Marks:100
Module -1

Introduction to Soft computing: Neural networks, Fuzzy logic, Genetic algorithmgpHd systems and it
applications. Fundamental concept of ANN, Evolutibasic Model of ANN, Terminologies used in AN
MP model, Hebb model.

Z

Module -2
Perceptron Network Adaptive linear neuron, Multiple adaptive lineaurons, Back propagation Netwg
(Theory, Architecture, Algorithm for training, ledng factors, testing and applications of all thewe NN
models).

Module -3
Introduction to classical sets and fuzzy set<lassical relations and fuzzy relations, Members$higtions.

Module -4
Defuzzification: Fuzzy decision making, and applications.

Module -5

Genetic algorithms Introduction, Basic operations, Traditional aifons, Simple GA General genetic

algorithms, The schema theorem, Genetic programraipygjications.

Question paper pattern:
» The question paper will have ten questions.
» Each full question consists of 20 marks.
» There will be 2 full questions (with a maximum ofif sub questions) from each module.
« Each full question will have sub questions coveafighe topics under a module.
« The students will have to answer 5 full questi@@$ecting one full question from each module.

Text Books:
1. Principles of Soft computing, Shivanandam, Deepd,Viley India, ISBN 13: 788126527410, 2011

Reference Books:
1 Neuro-fuzzy and soft computing, J.S.R. JANG, GUN, E. MIZUTANI, Phi (EEE edition), 2012.




